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© 000 «KPUNTO-MNPO>», 2000-2019. Bce npaBsa 3awuiueHbi.

ABTOpCKUe MpaBa Ha CpeacTBo KpunTorpadudeckoii 3awmuTel uHdopmauumn Kpuntollpo CSP n akcnayaTtaumoHHyto
AOKYMEHTALMIO K HEMY 3aperncTprnpoBaHbl B Poccuiickom areHTCTBe No naTeHTam 1 ToBapHbIM 3Hakam (PocnateHT).

JokyMeHT BXoAuT B KOMMEKT nocTaekm nporpammHoro obecnevenns CK3U Kpuntollpo CSP sepcun 5.0 KC1; Ha
HEro PacnpoCTPaHSIIOTCA BCE YCJIOBUS JINLEH3NOHHOIO CornalleHusi. bes cneuymansHOro nMCbMEHHOro paspeLueHus
000 «KPUMNTO-MPO>» foKyMEHT nan ero 4acTb B 3EKTPOHHOM WK NEYAaTHOM BUAE HE MOTYT OblTb CKONMMPOBaHbI
U MepefaHbl TPETBUM JINLAM C KOMMEPHECKON LEeNbHo.
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Cnuncok onpeaeneHnii n cokpalleHunii

CRL Cnucok otosBaHHbix ceptucpukatos (Certificate Revocation List)
APM ABTOMaTN3MpoBaHHOE paboyee MECTO

AC ABTOMaTN3MpOBaHHAs CUCTEMA

rMA [MBKWiA MarHUTHBIN AKUCK

AcH Jatumk cnyyaiinbix 4ncen

HDD Mectkuii marHuThblii guck (Hard Disk Drive)

HCA HecaHkuoHnpoBaHHbIA gocTyn

0oC OnepauuoHHasi cuctema

NAK MporpammMHo-annapaTHbI KOMMIEKC

no MNporpammHoe obecneyeHne

Peructpauymnsi  [pucsoeHne onpepeneHHbix aTpubytoB (agpeca, HOMepa KtOYa, MPaB MCMOAb30BaHWS U T.M.)
aboHeHTy

PernamenT COBOKYMHOCTb MHCTPYKUMWIA 1 APYroii pernaMeHTUpyrolein LoKyMeHTauun, obecnedunsatouleli
byHKLNOHMPOBaHNE aBTOMATU3NPOBAHHON CUCTEMbI BO BCEX PEeXMMaXx

CBT CpeacTea BbIMNCANTENBHOR TEXHUKK

CeptudmkaT  IDNEKTPOHHBIA LOKYMEHT, MOATBEPXKAAIOLMNIA MPUHAANEKHOCTL OTKPLITOrO KJO4Ya WM KJtoYa
MPOBEPKIN 3NEKTPOHHO MOAMNUCA N OMpPefesieHHbIX aTPUOYTOB KOHKPETHOMY abOHEHTY

Ceptudbmkaums lNpouecc n3roToeseHust cepTudpmkaTa OTKPLITOrO KAOYa WM KAOYa MPOBEPKU SJIEKTPOHHON
nognucy aboHeHTa B LEHTPe cepTudukaumnn

CK3M CpeacTtso KpunTorpacn4eckoin 3awmnTsl uHopmauum
CocC Cnncok otosBaHHbix cepTudpukatos (Certificate Revocation List)
CcC CnpaBo4HMK CepTUCUKATOB OTKPbLITLIX K/tOYEH 1 KAOYell MPOBEPKU SNEKTPOHHOW MOAMMUCK.

CeTeBoii CnpaBoOYHNK

Co Cpesa pyHKUNOHUPOBAHUS

fe Llentp Ceptudpmkauum (Yaocrosepsitowmii LleHtp)
LP LlenTp Peructpauyun

24 DNEKTPOHHbIW JOKYMEHT

aon DNeKTPOHHAsi NOANMUCH
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AHHOTaUMNSA

Hactoswas WHCTpykumsa cogepxut onmcaHme npoLecca YCTaHOBKU U UCMOb30BaHUA KOHTPOJLHOW NaHenu
Kpuntollpo JCSP (ganee — JavaCSP), Bxoasiiero B COCTaB CpeacTBa KpUnTorpadhuHeckoi 3awwnTbl MHOpMaLmu
Kpuntollpo CSP sepcusi 5.0 KC1 UcnonHeHne 1-Base.

Moaynb JavaCSP npegocTaBnser goctyn K peanusauusiM pocCUiicKUX KpunTorpaduyeckux anropuTmMoB W
yHKLUMOHUPYET NOA ynpaBieHnemM BUPTYanbHOR Java-MallunHbl.
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1 VYcrtanoska Kpuntollpo JavaCSP

1.1 Cnocobbl ycTtaHoBKN

B cnyyae ucnonbsoaHus Java-mawunn sepcumn 10 n Bbiwe:

YcraHoeka Kpuntollpo JavaCSP B cnyyae akcnnyatayun MO 8 OC Windows/*nix He Tpebyetcs.

DKcnlyaTauusi OCyLEeCTBASIETCA nyTeM AobaBneHusi npoealigepoB B CMUCOK java.security:

security.provider.<N>=JCSP
security.provider.<N>=Crypto
security.provider.<N>=RevCheck

Nnn nporpammuo, ¢ nomowsto Security.addProvider:

Security.addProvider(new JCSP()); // mpoBaiimep JCSP

Security.addProvider (new RevCheck());// mpoaiimep mpoBepku cepTudpuraTtoB JCPRevCheck
// (revocation-mpoBaiinep)

Security.addProvider(new CryptoProvider());// mpoaiimep mudpposanus JCryptoP

BubnunoTekn nonxHbl bbITh fobaeneHsl B classpath.

Ons ycranoskn Kpuntollpo JavaCSP Ha [M3BM c ycranoeneHHoii Java-mawmHoii sBepcun 1.7 nnn 1.8 cnepyiite
OMMCAHHOW HUXKE NHCTPYKLNN.

OcHogHoii cnocob ycraHoeku Kpuntollpo JavaCSP coctouT B 3anycke komaHgHOro chaiina, BXOASILLEro B COCTAB
anctpubytuea CK3U; ums komangHoro chaiina 3aBUCUT OT OMEpPaLMOHHON CUCTEMBI, HAa KOTOPYIO MPOU3BOANTCS
yctaHoeka. Jpyrue cnocobel — 3To ycraHoBka otgenbHo Mogynst JavaCSP ¢ nomowsto yctanoswmka JCSPInstaller
WaM C MOMOLLbIO ONUMK -jar NPOrpaMMmbl java.

B cucreme yxe moxet bbITh ycraHosnen Kpuntollpo JavaCSP 6onee paHHein Bepcun. B atom cnyyae mogyns
Kpuntollpo JavaCSP moxeT 6bITb 0GHOBNEH COrNacHO MHCTPYKUMAM, npuseaeHHbiM Huxe. CnefyeT yunTeiBaTh, YTO
MeX[y BEPCUSIMU MPOAYKTOB MOFYT ObITb CyLLECTBEHHbIE OTAMUYMSl, B 3TOM ciiydae nepefn yctaHoekoii Kpuntollpo
JavaCSP Heobxogmmo npeasapuTesibHO yaanuTb NpeablayLLyo BEPCUIO NPOayKTa.

Ons ycranoeku Kpuntollpo JavaCSP Bbi gosiKHbl MeTh NpaBa agMUHUCTPATOpa Ha faHHOI paboyeli cTaHuum.

1.2 Koguposku B Java

Mpu 3anycke knaccos Kpuntollpo JavaCSP cooblieHust ByayT BIBOAUTLCS B KOAUPOBKE, NpuHsTol B Bawweii
BUPTyanbHO MawwuHe Java no ymonyanuto. Ecnm kogmpoBka, ycTaHoBieHHasi Java npuw 3anycke, OT/iiMyaeTcs oT
KOLVPOBKUN OKHa, TEKCT byaeT oTobpaxkaTbCsi HEKOppeKTHO. I3MeHnTL KOoAMpOoBKY npu 3anycke Java MOXKHO, yKka3aB
3Ha4eHneM nepemeHHoln file.encoding HYy>KHYIO KOAMPOBKY, Hanpumep:

java -Dfile.encoding=Cp866 -version

N3 kopa nporpaMmbl CMEHUTbL KOAVWPOBKY MOXXHO METOLOM:
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System.setProperty("file.encoding", "UTF-8")

Ecnu Bbi xotuTe, 4tobbl Kpuntollpo JavaCSP BbiBogun cooblueHns B gpyroii KOAWPOBKE, U3MEHNTE 3HAYeHMNE
nepemMeHHoii. Takoe BO3MOXHO, Hanpumep, ecan Bel cobupaeteck nepeHanpaeuTb BbIBOA B halin v aHaM3MpoBaTh
ero noToM, NCMOJb3Yst APYryI KOAUPOBKY:

install.bat \java >log.txt 2>&1

B UNIX-cuctemax Java-mawimHel nCnonb3ytoT AJsi ONpedeneHns KOgMPOBKM 3HadeHue nepemenHoin LANG.
Moxanyiicta, ybeanTeck B TOM, 4YTO 3Ha4eHWe 3TON NEPEMEHHOI COBMaJaeT C KOAMPOBKOW Balwero okHa.

1.3 VYcraHoska Ha Windows

B cnyyae ncnonbsosaHusi Java-mawnH Bepcun 10 u Bbiwe:

Vcranoska Kpuntollpo JavaCSP B cnyuae skcnnyatauun MO 8 OC Windows He Tpebyetcs.

VcTanoeka Kpuntollpo JavaCSP na OC Windows ¢ ycTanoeseHHol Java-mawuHoii sepcun 1.7 nan 1.8 gonxHa
NPOBOAUTLCA AAMUHUCTPATOPOM C MOMOLLBIO KOMaHAHOW CTPOKM U3 Nanku C NHCTaNIATOPOM:

setup_console.bat <myrs_x_JRE>
Hanpumep: setup_console.bat "C:\Program Files\Java\jdkl.7\jre"

Mpu aTom BygeT ucnonb3oBaTbCst UcnosHsembllt daiin <JRE>\bin\java.exe, a Takxe byaeT npoussegeHo
nonHoe ypaneHue daiinos Kpuntollpo JavaCSP, uto moxeT 6biTb Heobxogumo npu paspelieHun owmboYHbIX
cutyauuii. B nobom cnydae, nepef yCTaHOBKOW aBTOMATUYECKUM OCYLUECTBASETCS MOMbITKA AENHCTa/IALUN
Kpuntollpo JavaCSP Ha cnyuyaii, ecnu oHo bbIfo paHee yCTaHOBMEHO.

Ecnm nms komnanum conepxut npobesibl, TO OHO AOSKHO BbITb 3aKN04EHO B KaBblYku. Ecin ums komnanuu
YKa3bIBaeTCsl Ha PYCCKOM si3blKe, TO KOAUPOBKA [O/KHA COBMNajaTh C ykasaHHoW B <JRE>\1ib\font.properties.

Mo okoHYaHWM Npouecca yCTaHOBKMN HeobxoauMo ybeanTbCsl B KOPPEKTHOCTW YCTAHOBKW W BBECTU JIULEH3WIO
(cm. Mpoeepka u BBOA NuueH3un). Ecnn oHa He Bbina ykasaHa cpasy, HeobxoguMo 3anycTuTb CLEeHapuii:

ControlPane.bat <myrs_x_JRE>

Ecnu ycTraHoBka 3aBeplinnack ycnewHo, To byger 3anyuieHa KOHTPOJsIbHAs MaHeNb, B Hell HeobxoanMo nepeiTu
Ha Bknagky Java CSP. MNpu HeobxogmmocTn BBEANTE NULEH3UIO, KaK 3TO ONUCaHO B pasgene KoHTposibHasi naHesb.

B cBsi3M ¢ BO3MOXHOCTHIO OAHOBPEMEHHOIO COCYLLECTBOBaHUSA Heckonbkux JRE Ha ogHoM KomnbioTepe
HeobxoanMo cneamTb 3a TeM, 4TODbI yCTaHOBKA, yganeHue n ucnonb3osaHue Kpuntollpo JavaCSP nposogunock
ogHum un Tem xe JRE, To ecTb mporpaMmHbie MoAynu 3anyckasuCb OAHUM U TEM XKE WCMOJIHSIEMbIM halisiom
<JRE>\bin\java.exe.

1.3.1 VYcrTaHoBKa C NOMOLLbIO rpacpryeckoro nHcraansaTopa

VcTanoeka Mmogynsi Kpuntollpo JavaCSP Bmecte ¢ HaTuBHOl OubinMoTekoll MOXET Takke MOXET OblTb
BbINOJIHEHA C MOMOLLbIO rPachnyeckoro yCTaHOBLYMKA setup.exe. 3anyck setup.exe JO/KEH NPON3BOAUTLCS NOf
ynpaBAeHNEM YHETHOI 3anncn agMUHUCTpaTOpa.

Mowarosbiii npouecc ycranoeku Kpuntollpo JavaCSP ¢ nomowsto rpacdhmyeckoro ycTaHoBLWMKa NpeacTaBeH
Ha puc. 1 — 3.
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|£] JCP Installer — X

/7~ N\
P KPUMTOMPO
N—"

BeifbepuTe s3bik/choose language:

Pycckuii 1=

Crypto-Pro Installer, 2005-2018
Hanee OTMeHa

Pucyrok 1. OkHo BbIbOpa si3blka MHCTaNNSATOPA

|£] JCP Installer — X

/7~ N\
P KPUMTOMPO
N—"

YcraHoBKa
BbiGepute aeiictene:

(®) YcraHoBuTh

() Ypanutb

Crypto-Pro Installer, 2005-2018

Hazan OTmeHa

PucyHok 2. OkHo Bbibopa aelicTBust
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|£] JCP Installer — X

/7 N\
P KPUMTOMPO
N—""

YcraHoBKa
lMonbzoBaTeNbCKOE NHULIEH3MOHHOE CornallleHue

Kpuntollpo 1CP ~

NIMUEH3MOHHOE COlMALLEHWE

CpoK MCNoNb30BaHKA AeMOHCTpauMoHHoi sepcui KpunTollpo JCP orpaHuyed
90 OHAMKM C MOMEHTa YCTaHOBHM.

Mepenaya npae Ha MCNOMb30BaHKe NPOrpaMMHoro obecnedeHns
npoussoactea 000 "KPUNTO-TNPO" ocylwlecTBASETCA Ha OCHOBaHUU
JIMLEH3HOHHOrO COTNaLLeHKS.

(® 91 npuHMMato

() 9 oTkasbiBalh
Crypto-Pro Installer, 2005-2018
Hazan Hanee OTmeHa

PucyHok 3. OKHO C NMUEH3NOHHBIM COrlalleHnem

Mocne Bbibopa si3bika u AeiicTBust (yCTaHOBKA/yAaseHNE) MaCTEPOM YCTaHOBKM DyfeT MpeasiokeHo ykasaTb,
B Kakoii JRE BygyT npomsBoguTbCsi HAacTpoiika, Kakme MOAYNM CleAyeT yCTaHoBUTb/yaanuts/obHoBuTs (cM. puc. 4,

puc. 5).

|£] JCP Installer — X

/7~ N\
P KPUMTOMPO
N—"

YcTaHOBKa
BeibepuTe JRE

(®) YcraHosnenHbie JRE
C:\Program Files\Java\jre1.8.0_172 E2
() BoibpaTh JRE
OTKpbITD. ..

OnucaHune JRE:
Version: 1.8.0_172, 64-hits

Crypto-Pro Installer, 2005-2018
Hazan Hanee

Pucynok 4. OkHo Bbibopa JRE
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|£] JCP Installer — X

/7~ N\
P KPUMTOMPO
N—"

YcraHoBKa
BribepuTe NpogoyKThI:

KpunTonposaiiaep JCP

BKNKOYMTE YCHAEHHBIA KOHTPOE MCMONE30BAHNA KNkYei
Moaynb WhhpoBaHUs
|:| Mogyne NOAAEPHKM KAPT W TOKeHoB, Tpebyer OCF (ycTapen)
[] Moayns nonnepskun kapT u TokeHos
DTLS npoeangep

[ Mopynu CAdES, XAdES, TpebytoT bouncycastle: be™-jdki5on-1.50

MpoBaiigep No yMonyaHMH:

Java CSP (3w, 3UN, wudpoeaHie) w

Crypto-Pro Installer, 2005-2018
Hazan Hanee OTmeHa

Pucynok 5. OkHo BbibOpa npogykTa

MNpn ycTaHoBKe NpoBaiifjlepa MOXHO YKa3aTb, Kakoli W3 HuMX OymeT uCnosib30BaThCs Mo ymondauuo. B
JanbHelilleM 3TO HaCTPOIKY MOXXHO U3MEHUTb B MaHENM Ha 3aknagke « Anroputmbly. B 3aBucmmMocTu ot npuoputeTa
TOT WJIN MHOIA npoBaiigep bygeT HaxogMTLCS Bbile B CMUCKE NPOBAigepoB java.security.

Mpumeuanune. lpu yctaHoBKe Momayns noadepXku kapT u TokeHos, Tpebytowero OCF, Heobxogmmo
npegsaputensHo yctaHoeuts Open Card Framework. [lpu ycrtanoeske mopyns CadES Heobxogmmo
ckonupoBaTh B nanky <JRE>/1lib/ext dpaiinel bubnnotek bouncycastle.

C nomoubto NyHKTa «YCTaHOBUTLY» MOXET OblTb NMPOM3BEAEHA KaK YCTAaHOBKA, TaK U OBHOBNeHMe mopyneii.
Ecnn B ykasannoii JRE yxe nmeetcs ycravosnennbiii JCP v gpyrune mogynu (B Tom uncne JavaCSP), 1o moxer
BbITb NPEANOKEHO X OBHOBUTL, €CAN MX BepcUst ycTapesa. 3aTem bymeT npeanoeHo ykasaTb cepuiiHble HOMepa
BbIOpaHHbIX Ansi yCTaHOBKM npoaykToB (cM. puc. 6). Ecnu oHm He ykasaHbl, To BygyT MCnonb3oBaHbl CepuiiHble
HOMEpa MO YMOJIHAHUKO CPOKOM AelicTBust 3 mMecsina. B 3ToM ke okHe BO3MOXHA MPOBEPKA JINLEH3NIA.
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| =] JCP Installer

— X
/-—\
P KPNMTOMPO
T
YcraHoBKa
BeeauTe cepuitHble HOMepa AN NPOAYKTOB:
JCP:
JTLS:
JCSP:

Crypto-Pro Installer, 2005-2018
Hazan Hanee OTmeHa

PucyHok 6. OkHO BBOAA CepuiiHbIX HOMEPOB MPOAYKTOB

[Nanee BymeT NpeAnoxeHO NPOBEPUTH KOPPEKTHOCTb BBEAEHHON paHee MHGoOpMauuu, yaaneHue HacTpoek (B
cnyyae yganeHns mogyneii) (cm. puc. 7).

| £ JCP Installer

N\
P KPUMTOMPO
—"

YcraHoBKa
NpoBepbTE, BCE N HACT POIKW YKa3aHbl BEPHO.

CNMCOK MOZYeA:

*% KpunToOnpoBainaep JCP
CepUiAHbIA HOMEp:
YCHIEHHBIA PEXMM KOHTPONA KIoHeil: BKIHYeH

#% Mogyne WdposaHus

*% HaTWBHBIN KpUNTONpoBaigep Java CSP, TpebyeT Kpuntolpo CSP
CepUIAHBIA HOMEp:

*% [poBaigep No YMOM4aHuo:
Java CSP (x3w, UM, wwbposaHwe)

Y0anuTb coXpaHeHHble HaCTpOI:i KH

Crypto-Pro Installer, 2005-2018
Hazan YcTaHoBKa OTmeHa

PucyHok 7. OKHO NpoBepKn HaCTPOEK yCTaHOBKM/yganeHus

3aTeM npousoiigeT ycTaHoBKa/yaaneHne BbIOPaHHbIX MPOAYKTOB C BbIMOJNHEHWEM JIOTUPOBaHUSI B OKHe
ycTaHoBwwmka (cm. puc. 8).
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|£] JCP Installer — X

/7~ N\
P KPUMTOMPO
N—"

YcraHoBKa

MMpoLecc MoXEeT 3aHATb HECKONMBKD MUHYT.
Moxanyicra, NOAOXANTE. ..

Laueeu Uy . Java.anmg. iU SULir el TOU L ALEDOUTT. TUL Gy pPOUrTUL O IOUTS.LI_£L.
at java.lang.Class.getConstructor0(Unknown Source)
at java.lang.Class.getConstructor(Unknown Source)
at ru.CryptoPro.JCP.tools.cl_23.a(Unknown Source)
at ru.CryptoPro.JCP.tools.cl_23.a(Unknown Source)
at ru.CryptoPro.JCP.tools.cl_22.run(Unknown Source)
... 9 more

~

< >
Crypto-Pro Installer, 2005-2018
YcTaHoBKa OTmeHa

Puncyrok 8. OkHo npouecca ycTaHOBKM

B cnyyae ycnewHoro BbinosHeHnsi ycTaHOBKM byaeT oTtobpaxeHo okHo (cm. puc. 9). lNocne nepexoga panee
B C/ly4ae YCTAHOBKM MOXET ObITb MPEeANoKeHO 3anyCTWTb MaHeNb YNpaBfeHWs U CO34aTb sSPAblK ANs 3amycka
KoHTposnbHoii navenn Ha Pabouem ctone (cm. puc. 10).

|£] JCP Installer — X

/7~ N\
P KPMMTOMPO
N—"

YcTaHOBKa
MNpouecc 2aBeplueH.

T O T OO SO T TP TS Te o

$$ Arguments $% ~
exec arg: C:\Program Files\Java\jre1.8.0_172\bin\java.exe
exec arg: ru.CryptoPro.JCP.Util.SetPrefs

exec arg: -system

exec arg: -node

exec arg: /ru/CryptoPro/JCP/ULil

exec arg: -key

exec arg: PaneDefaultProvider_class_default

exec arg: -value

exec arg: 0

Default provider completed: 0

< >

Crypto-Pro Installer, 2005-2018
Hanee OTMeHa

Pucynok 9. OkHoO ¢ pesynbTaTamu yCTaHOBKM
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|£] JCP Installer — X

/7~ N\
P KPUMTOMPO
N—""

YcraHoBKa

[Mozapasnaem! BoiNONHEHWe 3aBepLUeHO.

CoznaTh ApnbiK Ha pabouem cTone

3anycTHTb NaHenb YNpPaeneHns

Crypto-Pro Installer, 2005-2018
3aKpbiTh

PucyHok 10. 3aBepLueHne ycTaHOBKM

I'Ipou,ecc YOANEHNA OTNNHAETCA OT YCTAHOBKUW TOJIBKO OTCYTCTBUEM HEKOTOPLIX LWLArOB, TAKNX KaK JTNLEH3NOHHOE
cornawleHne, eeog Cepl/ll7|HbIX HOMEpPOB.

B cnyyae ownbku cooTBeTCTBYIOLEE COODLLIEHNE MOSABUTCA B XO4€ WM npu 3aBepweHun onepauun. Ecam no

KaKUM-TO MPUYMHAM YAANUTb NPeAbIAyLLylo Bepcuio He yaaetcs (Hanpumep, dalifibl 3aHATbI APYriiM MPOLECCOM),
OymeT NpefsioxXeHO nepe3anycTuTb yCTaHOBWMK (cMm. puc. 8).
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=

/7~ N\
P KPUMTOMPO
N—"

YnaneHune
HeobxoauMo nepezanycTUTb MHCTANNATop.

s e
®aitn C:\Program Files\Java\jre1.8.0_172\lib\ext\QCF.jar He HaigeH. A
Owwubka npu yaoanedun C:\Program Files\Java\jre1.8.0_172\lib\ext\)JCPRevChe
Owwubka npu yonanedun C:\Program Files\Java\jre1.8.0_172\lib\ext\JCPRevT o0
Owwbka npu yaanednn C:\Program Files\Java\jre1.8.0_172\lib\ext\CAdES.jar
Owwubka npu yaanedun C:\Program Files\Java\jre1.8.0_172\lib\ext\XAdES.jar ¢
Owwubka npu yaoanedun C:\Program Files\Java\jre1.8.0_172\lib\ext\AdES-core.
Owmbka npu yaanednn C:\Program Files\Java\jre1.8.0_172\lib\ext\XMLDSigRI
®aiin C:\Program Files\Java\jrel1.8.0_172\lib\ext\JCSP.jar He HaigeH.

Owwubka npu yaoanedun C:\Program Files\Java\jre1.8.0_172\lib\ext\J6Oscar.jar
®aitn C:\Program Files\Java\jre1.8.0_172\lib\ext\J6CF.jar He HailaeH.

Owwubka npu yaanedun C:\Program Files\Java\jre1.8.0_172\lib\ext\Rutoken jar

< >
Crypto-Pro Installer, 2005-2018
Hanee OTMeHa

Pucynok 11. Owubka npy yaaneHnn KOMNOHEHTOB

Mocne HaxaTusi Ha kHoOMKy «[lanee» ycTaHoBWUK OyaeT nepesanywieH U nepelijeT K CTaguu NPOBEPKM
BBEAEHHOI MHdopMaumn (CM. puc. 7), MOC/iIe Hero paHee MpepBaHHas OMepaLnsi YCTaHOBKU/yAaNeHNsi MOXET ObiTb
BO30OHOB/IEHA N 3aBepLUEHA.

1.3.2 VYcTaHoBKa C NOMOLLbIO KOMaHOHOW CTPOKU

KoHconbHasi Bepcusi ycTaHoBwmMka setup_console.bat npu 3anycke Tpebyer ykasate JRE. Ona mano
OTANYaeTcs OT rpachnyeckoii sepcun. Bo3amMoxHbl 2 BapraHTa MCMNOIL30BaHMSI KOHCOIBHOMO YCTaHOBLLMKA:

1) nowaroBo ykasbiBaTb si3blk ycTaHoBwMka, JRE 1 BBOAMTL faHHble aHANOTMYHO TOMY, Kak 3TO AeNaeTcs
B rpacpr4eckoM YCTAHOBLUMKE; MpW 3TOM MOXHO WCMONb30BaTh KiaBuwy Enter gns coxpaneHns 3HadeHusi mno
YMONYAHMIO HA KaXKJOM Luare.

2) BbINOMHMTL YCTAaHOBKY/yAaneHue 6e3 B3aumopeiicTBusi ¢ nosb3oBaTtenem. ObsizaTenbHo Heobxognmo
yKa3blBaTb aprymeHT -force. DTO BO3MOXHO NPy UCMOIb30BAHMN LONOJHATEbHBIX NaPaMETPOB KOMaHAHOI CTPOKM,
Hanpumep (setup_console.bat -help):

setup_console.bat <JRE> -force [-ru | -en] [-install | -uninstall] [-jre <value>]
[-jcp | -jcryptop | -cpssl | -cades | -ocf | -j6cf | -cpssl | -jcspl [-serial_jcp
<value> -serial_cpssl <value> -serial_jcsp <value>] [-rmsetting] [-default_provider [0]1]]

roe:

e [-ru|-en] — A3bIk nHcTanNsTOPA,

e [-install | -uninstall] — BbibpanHoe gelicTeune (ycTaHoBka uan yaanexue),

e [-jre <value>] — nyts k JRE (no ymonuanuto, ecnm napametp He 3agaH, bygeT mcnonb3oBaTbes
Tekywas ucnosnHsiemas JRE),

e [-jcp | -jeryptop | -cpssl | -cades | -ocf | -j6cf | -cpssl | -jcsp] — ocHoBHbIe gocTynHbIE MOgyNH,

o [-serial jcp <value> -serial cpssl <value> -serial jcsp <value>| — cepuiinble HOmepa Ans
BbIOPaHHbIX NPOLYKTOB,

e [-default provider [0 | 1]] — nposaiigep no ymonuanuto (0 — JCP, 1 — JavaCSP),

e [-rmsetting] — yganeHne cyllecTBytoWNX HACTPOeK (TONBLKO NpY yAANEHN MOAYNEN).
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BofbWMHCTBO apryMeHTOB MOXET ObITb OnyLieHo. Tak, OTCYTCTBUE OMUUU -jre MPUBEAET K WUCMOJIb30BAHMIO
Tekyweli ucnonusiemoii JRE, 3apanHoii 8 <JRE>.

Mpumepbl kKomMaHa:
1) ycraHoeka JCSP u cpSSL B C:\Program Files\Java\jre7 c yka3aHuem cepuiiHoro Homepa ans JCSP n
HasHadeHuem JCSP npogaiigepom no ymondanumto:

setup_console.bat "C:\Program Files\Java\jre7" -force -ru -install -jre "C:\Program Files\
Java\jre7" -jcp -jcsp -cpssl -serial_jcsp XXXXX-XXXXX-XXXXX-XXXXX-XXXXX -default_provider 1

2) ymaneuune JCSP B JRE no ymonuanutio (tekywas ncnonnsiemasi JRE):

setup_console.bat "C:\Program Files\Java\jre7" -force -en -uninstall -jcsp

B stom cnydyae nocne yganenns JCSP Bce ewe ocrtaetcs nposaiifepom no ymondaHuto. [nsi msmeneHus
npogaiiiepa No yMOHaHMUIO BOCMOJb3YATECH 3aKNAAKOA « ANrOpUTMBbI>.

1.4 VYcranoska Ha UNIX un Mac OS

B cnyyae ncnonbsosanusi Java-mawinH Bepcumn 10 u Bbiwe:

Vcranoeka Kpuntollpo JavaCSP B cnyyae skcnnyatayuu MO 8 OC *nix He Tpebyetcs.

Vcranoeka Kpuntollpo JavaCSP nHa OC UNIX ¢ ycraHoBneHHoli Java-mawwuHoii sepcum 1.7 wnm 1.8
ocylecTBnsieTcst aHanorudHo yctavoske Kpuntollpo JavaCSP Ha Windows, ¢ pasHuueid nuwe B nCnonHsembix
chalinax ans ycTaHOBKM U 3amycKa KOHTPOJILHONA naHesw.

Ons ycranosku Kpuntollpo JavaCSP HeobxoanmMo BbIMOAHUTL KOMaHAY:
./setup_console.sh <myts_x_JRE>

Hanpumep: setup_console.sh /usr/java/jdkl.7/jre

Ons ynanenna Kpuntollpo JavaCSP Heobxogumo BbINONHWTL KOMaHAY:
setup_console.sh <myts_x_JRE>

[ns 3anycka KOHTPOJIbHOW NaHeNn HeODXOANMO BbINONHUTL KOMaHAY:
ControlPane.sh <myTe_k_JRE>

Mpwn 3Tom BygeT ncnonb3oBatbest ncnonHsiemblii caiin <JRE>/bin/java.

Vcranoeka Kpuntollpo JavaCSP gonxHa ocyuiectaateca agmuHuctpaTopom. [lpasa, Heobxopumbie ans
yctanoeku JavaCSP, MoXHO nony4nTs ofHUM U3 CleayoLmx cnocobos:

e BoiiTn kak nonbsosaTtesb root;

e Buinonnue komangy "su";

e Boinonxue komangy "sudo -s" (eguHcTBeHHbIN WTaTHBIA cnocob ans Mac OS).

[pyroii BapuaHT yCTaHOBKM — C MOMOLWbIo rpacdmyeckoro setup_gui.sh B cuctemax Unix n Mac
OS ananornynbl Windows, 3a uckitodennem ogroro otauuus: JRE pns ycranosku/yganexms B rpacpuyeckom
YCTAHOBLLMKE HEOBXOAMMO yKa3aTb C nomowbto KHOMKNM «OTKpbITh. .. » (cM. puc. 4) unm BnucaB B cCheyunanbHoe
none.
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['pacbuyeckuii yCTaHOBLLMK 3aMyCKAETCs C MOMOLLLIO CKpUNTa setup_gui . sh nog ynpaeneHmem y4eTHoOR 3anucu
agMmuHucTpaTopa. PaboTa KOHCOMLHOrO yCTaHOBLIMKA onucaHa B pasg. 1.3.2.

1.5 JlokanbHas ycTtaHOBKa Bbi3oBOM Java

B cnyyae ucnonbsoaHus Java-mawiunH sepcumn 10 n Bbiwe:

Vcranoeka Kpuntollpo JavaCSP He Tpebyetcs.

Mpu yctanoeke Kpuntollpo JavaCSP Ha onepaumoHHble cuctembl € yCTaHOBNEHHOR Java-mawmHoii Bepcun 1.7
nam 1.8, otandnele ot Windows n Unix, HeobxoanmMo BOCNONb30BaTLCS YCTAHOBKONA Yepes BbI30B NporpaMmbl Java.

Nepes 3anyckom yCTaHOBKU HEOBXOAUMO yOeauTbCst B TOM, YTO:

e BCe (haiiNibl N5 YCTAaHOBKMN HaXOAATCS B OQHOM KaTasore;

e B nepemeHHoii okpyxerust PATH nepebim BcTpedaetcs katanor <JRE>/bin/ umenno Toii Java-mawmHsl, B
KOTOPYIO MAAHMPYETCS NPOBOAUTLCS YCTaHOBKA, MO0 NPU KaXKAOM BbIMOSHEHNN KOMaHJ, YKa3blBAETCs MOJHbIN NyThb
K ucnonusemomy daiiny Java;

® YCTaHOBKa MPOM3BOAUTCSA afMWHUCTPATOPOM.

[ns 3anycka nporpammbl yCTaHOBKM HeODXoauMo Bbi3BaTb Java ¢ umeHeM jar-cpaiina, Hampumep:
java -classpath JCSP.jar ru.CryptoPro.JCSP.JCSPInstaller

[Mporpamma yCcTaHOBKYW MOAAEPXKNBAET CAEAYIOLLNE KOMAHAbI:

-install

VcTaHOBKA NakeTa WMAN HECKONbKNX MaKeTOB.
-uninstall

VaaneHne ofHOro UAN HECKONbKNX MaKEeTOB.
-installed

MonyyeHne CNMcKa yCTaHOBEHHbIX NaKETOB.
-help

Mony4yeHune cnpagku.

Mpun BLINOSHEHUN KOMAHAbLI MOTYT ObITb yKa3aHbl AOMOJHUTENbHbLIE OMLUN:
-skipFiles

3anpetuTs konuposats uan yganate JAR-cbaiinbl.
-rmsetting

Vpanute Bce HacTpoiiku. [Npn 3agaHum sToli onuun OyayT ypaneHbl BCe MONbL30BATENbCKUE U
aAMVHUCTPATMBHbIE HACTPOiiKn. PekomeHayeTCsl NCNob30BaTh 3TY ONUUIO TOJILKO Mpu noaHoM yaaneHun Kpuntollpo
JavaCSP c komnbtoTepa. MNpu obHoeneHun sBepcrmn Kpuntollpo JavaCSP, sty onuunto ncnonb3oeath He pekoMeHyeTcs.

-verbose [<file>]
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[etann3nposaHHblii BbIBOZA NMPOTOKOIA Ha 3KpaH wuan B chaiin <file>.
-dest [<folder>]

VcTanoeuTb B KaTanor <folder>.
-force

OTKNOUNTD NPOBEPKY HAaNNYMS paHee YCTAHOBIEHHOTO/yAaNeHHOrO MakeTa.

[ns nonxoii yctaHoskm Kpuntollpo JavaCSP Heobxogumo 3anyctuTs:

java -classpath JCSP.jar ru.CryptoPro.JCSP.JCSPInstaller -install

Mpu yctanoeke naketa JavaCSP moryT ObITb yka3aHbl SONOAHUTENbHbBIE ONLMNM:
-serial XXXXX-XXXXX-XXXXXK-XXXXK-XXXXX

YcTanoBka cepuiiHoro Homepa XXXXX-XXXXX-XXXXX-XXXXX-XXXXX
-company "Your Company"

VcTaHOBKa KOMMaHUM BAafesbLa CEPUAHOrO HOMepa, UCMOJIb3YeTCsl TONBKO COBMECTHO C -serial.
Ecnn nmsa komnaHnm cogep>xuT npobesibl, TO OHO LOJIXKHO ObITh 3aKNHOYEHO B KaBbIYKM.

Ons ynanenus JavaCSP HeobxoauMo 3anycTuTb KjiacC BapuaHT YCTaHOBKW C onuwei -uninstall, nanpumep
cneayowuM obpasom:

java ru.CryptoPro.JCSP.JCSPInstaller -uninstall -skipfiles delfiles.lst

MNocne 3aBepeHus npouecca yganenus JavaCSP, Heobxoanmo yaanuTe Bce daiifibl MMEHA KOTOPbIX HAXOAATCS
B cnncke delfiles.lst. Takxke Heobxogumo yaanuTs bubnnoteky cspjni.

1.6 [lpoBepka v BBOO NuueH3Un

[nsi paboTbi ¢ NMLEH3MEN MOXKHO MCMONB30BaTh KOHTPOJILHYIO naHens (3aknagka Java CSP) unan komaHgHyto
ctpoky (knacc ru.CryptoPro.JCSP.JCSPLicense).

MuHumaneHbie Tpe6OBaHI/IF| K JINUEH3NWN Ons ,D,aHHOI7I CNCTEMbI YKa3aHbl Ha KOHTpOﬂbHOI7I MaHENN, TaKXE NX
MOXXHO Y3HATb M3 KOMaH,EI,HOI7I CTPOKW:

ru.CryptoPro.JCSP.JCSPLicense -required

Beog nmueH3nm ocyllecTBAsieTcs BbI30BOM Kiacca ru.CryptoPro. JCSP.JCSPLicense ¢ napameTpamu:
ru.CryptoPro.JCSP.JCSPLicense -serial "serial_number" -company "company_name" -store
Takke MOXXHO NPOBEPUTH 3aAaHHYIO JNLEH3NIO De3 ee YCTaHOBKM:

ru.CryptoPro.JCSP.JCSPLicense -serial "serial_number" -company "company_name"

Bbizoe knacca ru.CryptoPro.JCSP.JCSPLicense 6e3 napamMeTpoB NPOBEPUT YCTAHOBAEHHYIO JINLEH3NIO.
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[aTy nepBoii yCTaHOBKM MOXHO Y3HaTb C NMOMOLLbIO KOMaHZbI:
ru.CryptoPro.JCSP.JCSPLicense -first

[ns BbiBOAa cnpaBku:

ru.CryptoPro.JCSP.JCSPLicense 7

[nst BBOAA NNLEH3MM C MOMOLLLIO KOHTPOJILHOWM naHenn oTkpoiiTe 3aknagky Java CSP u HaxmuTe KHOMKy
Beop nuuensun. B oTkpbiBLIEMCst OKHE BBEAUTE WMsI MOJIb30BATENS!, Ha3BaHWe OPraHW3aLMK U CEPUiiHbI HOMep
npogykTa (cm. puc. 12).

JCP  Anroputmbl  ObopynoeaHue  [lIONOAHWTENBHO — OKpyKeHue XpaHunua Knoueil u cepTudukaTos
J6Qscar Cepeep ITLS Hactpoiikn TLS Java C5P Hactpoiikn Java CSP

KpunTtolpo Java CSP v.5.0
(c) Kpunto-Mpo, 2005-2018, Bce npaea 3allMLLIEHb]

Jnuenzna
Bepcua: 5.0
CepmifHbiid Homep: PF405-60030-00REK-39
Bnaneneu: He ycTaHoBnex
OpraHuzauua: He ycTaHoBneHa
Tun: CepBepHas, NOANKCE W WHbpoBaHHe
[onycTuMoe yucno sgep: HeorpaHuyexHoe
Bpems peiicTeua: o 24.09.2018
[aTa nepeoi YCTaHOBKM: 26.06.2018
JNnuenzua Kpuntollpo CSP: CepeepHas nuueHzus (Java CSP HeoOXoanMa cepeepHas NULIEH3NS)
|£| Beoa nmueHznm X
Mmsa: USER
OpraHuzaumsa: ACME
CepuiiHbiii Homep: |00000-00000-00000-00000-0
OK OTtmena
OK OTMeHa MpHUMeHnTb

Pucynok 12. Beog nunuensun

1.7 TMonntuku 6esonacHocTn
MonnTukn H6esonacHoctu onuceiBatotes B paiine ${java.home}/1lib/security/java.policy

1.7.1 TpaBa poctyna ana JCSP.jar

B CJlyda€ ncnoJib30BaHnA Java-mawinx BEPCUN 10 un BbIwWweE:

Kpuntollpo JavaCSP zanyckaetca n3 katasora nosib3oBaTessi.

Kpuntollpo JavaCSP yctanaenusaetcs B katanor ${java.home}\lib\ext. Obbi4HO 3TOT KaTanor mmeer
npaBa AoOCTyna, pa3pellatolime BceM jar-dpaiinam, cogepXxalmMcsl B 3TOM KaTasore, NoayunTb BCE NpaBa AoCTyna:

grant codeBase "file:${java.home}/lib/ext/*" {
permission java.security.AllPermission;

};
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Ecnn 3TOT KaTanor umeeT npasa JOCTYNa, OTIMYHbLIE OT NPUBEAEHHLIX Bbille, HEOOXOAMMO HaCTPOUThL MpaBa JOCTYnNa
ans JCSP jar. MpumepHblii Bug aTtoro haiina npueeneH Huxe.

grant codeBase "file:${java.home}/lib/ext/jcp.jar" {
permission java.lang.RuntimePermission "preferences", '"read';
permission java.util.PropertyPermission "os.name", "read";
java.util.PropertyPermission "<usedProperty>", "read";

};

<usedProperty> — Property, ucnosb3yembie npu HaCTPoiike Kaknx-anbo nyTeii.
1.7.2 npaBa poctyna gns agmuHuctpatopa JavaCSP

AAMVIHVICTpaTOpy besonacHocTu AOJIKHbI 6bITb NpenoCTaBsi€Hbl Cnefyowmne npaea AoCTyna:

grant {
permission java.lang.RuntimePermission "preferences", '"read";

}

Kpome Toro, agmuHuctpatop 6e30MacHOCTM [OJKEH UMETb MpaBa [OCTYNa, 3aBUCSLLME OT OMEPALMOHHON
CUCTEMBbI, ANs1 AOCTYynNa K HacTpoiikam Preferences. Hanpumep, ans Windows agmuHuctpatop 6esonacHocTu fosixKeH
MMEeTb NpaBa JOCTynNa Afst YTeHus/3anncy B kNtod peectpa HKEY_LOCAL_MACHINE\SOFTWARE\JavaSoft\Prefs\ru\
/Crypto/Pro\/J/C/S/P.

1.7.3 [paBa poctyna gns npunoxeHui

YcTaHOBAEHHbIE Ha BUPTYaJibHYO MalUnNHY Java NPUNNOXKEHNA HE OOJIKHbI MMETb AOCTYN K KJKOYaM. ﬂ'ﬂﬂ 3TOro
BCE NPUNOXKEHNA, YCTAHOBJIEHHbIE Ha BUPTYaJibHYO MaLlLUHY Java, AOJI>KHbI ObITh MK nosay4eHbl OT npom3Bo,u,|/|Tene|7|
AOBEPEHHBIM cnocobom unm nmeTb npaBa 0oCTyna, 3anpewarowme oCTyn K KJko4YaM.

O6biuHo kaTanor ${java.home}\1lib\ext pa3pelsaeT BCEM NPUIOXKEHNSM A BCEX MOJb30BATENSIM BCE NPaBa
poctyna. Heobxogumo wan orpaHmynTb 3TW npaBa AOCTyna, 3anpeTUB AOCTYN B KaTajloryu comepXaliue Kaio4un
(a TakXKe K CMapT-kapTe M AWCKETE) WM YCTaHABANBATb B 3TOT KAaTasor TONbKO MPUJIOKEHNSI TPON3BOLMUTENEN,
NoAyYeHHbIe [JOBEPEHHBIM CNOCOBOM.

1.7.4 [lpaBa pgocTtyna nonb3oBaTens

Monb3oeaTens JavaCSP pomxken obnagaTe cnegyrowumu npasamm gocTyna:

e [lpaBa gocTyna, 3aBUCSILLME OT ONEPALMOHHON CUCTEMbI, 4151 OCTYNa K HacTpoiikam Preferences. Hanpuwmep,
anst Windows nonb3oBaTesib JOJKEH MMETL MpaBa JOCTyna AAs YTeHUst u3 Katoda peectpa HKEY_LOCAL_MACHINE\
SOFTWARE\JavaSoft\Prefs\ru\/Crypto/Pro\/J/C/S/P, B cny4ae ncnonp3osanus Java-mawuvH sepcun 10 n Bbiwe
— HKEY_CURRENT_USER\SOFTWARE\JavaSoft\Prefs\ru\/Crypto/Pro\/J/C/S/P;

e [lpaBa gocTyna, 3aBUCsLLME OT OMEPALIMOHHONA CUCTEMBI, HA YTeHMe/3anncb,/co3haHne KaTaaoroB Ha ANCKETY
(Npu cnonb3oBaHWKM HOCUTENS QUCKETA).

/var/cprocsp/tmp), MOryT BbITb CO3LaHbl TONLKO M3-MOJ yHeTHol 3anucu root. [Ins nx aBTOMaTm4yeckoro
CO3[aHUsSI C MpPaBUJIbHBIMU MpaBaMy JOCTYNa AOCTATOYHO CO3[ATb KOHTEHep M3-mof root wuaw, B ciy4ae
ncnonb3osanus Java-mawmH Bepcun 10 n Bbiwwe, BINOAHUTL 3anyck configure.sh us nanku guctpubyTtuea.

@ Mpumeyanue. ns UNIX-nnatpopm nanku keys n tmp, 3agaHHblie no ymonyauto (/var/cprocsp/keys u
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2 KoHTponbHasi naHesnb

Kpuntollpo JavaCSP He umeet cobcTeeHHol KoHTponbHoii navenn. OH gobaensieT cobCTBEHHbIE 3aKaAKu
Java CSP n HacTtpoiiku Java CSP Ha koHTponbHyto naHens. B gaHHOM pa3sgene npuBognTcs onucaHue 3aknagok
Kpuntollpo JavaCSP, koTopbie siBASIKOTCS MHCTPYMEHTOM, MO3BOJSIOMM YCTaHABAMBATL U U3MEHATH JIMLEH3UIO
KpunTonpoBsalifepa, NapamMeTpbl KpUNTONPOBaiiLepa v KpUNTOANrOPUTMOB.

[ns 3anycka koHTposnbHoW naHenu 8 Windows ucnonb3yiiTe:
ControlPane.bat <myrs_x_JRE>

[nsa 3anycka koHTponbHoii nanenu B UNIX ucnone3yiite:
ControlPane.sh <myrs_x_JRE>

3anyck KOHTPONILHOW nNaHenu B APYrUxX OMEPaLMOHHBLIX CUCTEMAx OCYLUECTB/SIETCS 3amycKOM KJacca
ru.CryptoPro.JCP.ControlPane.MainControlPane npuHsTbIM B Ucnonb3yemoii Bamu cucreme cnocobom.

2.1 3aknapka «Java CSP»

3aknagka Java CSP (cm. puc. 13) npegHasHadeHa Ansi npocMoTpa MHOPMaLNMM O TekyLuel ANLEH3NU Ha
ncnosib3oBaHue kpuntonpoeaiigepa Kpuntollpo JavaCSP, a takxe ans ycTaHoBKWM HOBOW SnueH3nM.

|£ ] Hacrpoiiku Kpuntolpo JCP - O X

JCP  Anroputmbl  ObopyposaHue  [lononHuTensHo  OkpyxeHue  XDaHWMMWA KIKOUei n cepTuduKaTos
J6Qscar Cepeep ITLS Hactpoiikn TLS i JavaCsP Hactpoiikn Java CSP

KpunTtolpo Java CSP v.5.0
(c) Kpunto-Mpo, 2005-2018, Bce npaea 3allMLLIEHb]

Jnuenzna

Bepcua: 5.0

CepmifHbiid Homep: PF405-60030-00REK-39

Bnaneneu: He ycTaHoBnex

OpraHuzauua: He ycTaHoBneHa

Tun: CepBepHas, NOANKCE W WHbpoBaHHe

[onycTuMoe yucno sgep: HeorpaHuyexHoe

Bpems peiicTeua: o 24.09.2018

[aTa nepeoi YCTaHOBKM: 26.06.2018

JNnuenzua Kpuntollpo CSP: CepeepHas nuueHzus (Java CSP HeoOXoanMa cepeepHas NULIEH3NS)

Bsoa nuueHzun

OK OTMeHa MpHUMeHnTb

PucyHok 13. 3aknagka «Java CSP» koHTposbHOA naHenm

Mpu ycTanoeke kpuntonposaiigepa Kpuntollpo JavaCSP 6e3 BBOga nuLeH31M Noib30BaTENO NPefOCTaBISETCS
JMUEH3UST C OrpaHM4YeHHbIM CpokoMm geiictBusi. [Ons ucnonssosavus Kpuntollpo JavaCSP nocne okoHuaHus
3TOr0 CpoKa MOJb30BaTENb LOJDKEH BBECTW CepuiiHbili HOMep C bnaHka JluueH3um, nonay4eHHoi y opraHn3aunu-
paspaboTymka MAM opraHmsauuMu, MMELW el NpaBa pacnpocTpaHeHus npogykta (gunepa). Jns BBoga nnueHsum
HaXxmnTe KHOmKy BBOA NWUEH3MM 1 3anonHWTe COOTBETCTBYHOLLEE MONE B OTKpPbIBLIEMCS OKHe (noapobHee cwm.
pasa. 1.6).
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Ecnu Ha yctaHoBneHHblid B cucteme kpuntonposaiigep Kpuntollpo CSP ycTaHoBneHa kaneHTCKasi ANLEH3MS,
To JavaCSP npu BbinonHeHun kpuntorpadpmyecknx onepauuii NpoBepky COBCTBEHHON AULEH3UU HE MPOU3BOAUT 1
JOMYCKaeT MCNob30BaHMe BCero pyHkumoHana. Ecnu xe Kpuntollpo CSP ycTaHoBseH Ha cepBepe n nMeeT cepBepHyto
anuensuto, To n JavaCSP B cBoto ouepenb TpebyeT cepBepHytO NULEH3UIO, MPOBEPKY KOTOPOW OH MPOU3BOAWNT
npy COOTBETCTBYIOLLMX BbI30Bax Kpuntorpaduyecknx yHkumii. Mo ncreveHun cepeepHoli BpeMeHHON nnLeH3uu,
ycTaHaBAuBaemoii no ymondauuio, JavaCSP nepectaHet koppekTHo paboTats.

B cnyqae ucnonbzosannsi JTLS (cpSSL) cosmectHo ¢ JavaCSP Ha cepBepe noOMUMO CepBepHOIi NNLEH3NM s
cpSSL noTpebyeTca Takxke cepsepHast auuensus JavaCSP u cepeepHas nuuensus CSP.

Buumanue! JluueHsus byget coxpaHeHa Tonbko nocie HaxkaTusi kHonok « OK» unn «lMpumennTe>.

3aknagka Java CSP copepxut cnegyrowyto nHgopmaumto:

Bepcus kpunTtonposaiigepa Kpuntollpo JavaCSP;

CEPUIAHBIA HOMEP NINLEH3UM HA UCMOJIb30BaHNe KpunTonpoeaiigepa Kpuntollpo JavaCSP;
UMs Blafenbua JnLeH3nu;

opraHn3aumsi, K KOTOpOii OTHOCUTCS BRagenel;

TUN JNLeH3un;

[OMYCTUMOE YNCNO NPOLECCOPOB ANst fAaHHOW AuMueH3un (He NCnonb3yeTcs);

BpeMsl 4eliCTBUS NINLEH3UN;

JaTy nepBoii YCTAaHOBKMW NpoBaiigepa;

nunuensus Ha Kpuntollpo CSP.

2.2 3aknapka «Hactpoiikn Java CSP»

3aknagka Hactpoiiku Java CSP (cm. puc. 14) npepgHasnadeHa pansi npocmoTpa  uHdopmauum o
KpUNTOMNpPOBaiAepax, NCNOAb3YEMbIX AN UCMOJHEHNS KpunTorpaduyeckux onepauuii, npegocrasnsiembix JavaCSP.

|£ ] Hacrpoiiku Kpuntolpo JCP - O K
JCP  AnroputMmbl  ObopynoeaHue  [lIONOAHWTENBHO — OKpyeHue XpaHunuila Knoueid u cepTUhukaTos
160scar Cepeep JTLS HacTpoiiku TLS Java CSP Hacrpoiiku Java CSP

Bbibepute Tun CSP Ans HacTpPOMKKM NPOBaiiAepoB N0 yMoNYaHMio (TpebyeTca nepesanyck naHenu):
GOST R 34.10-2001 Signature with Diffie-Hellman Key Exchange

‘Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider v
GOST R 34.10-2012 (256) Signature with Diffie-Hellman Key Exchange
Crypto-Pro GOST R 34.10-2012 Cryptographic Service Provider v
GOST R 34.10-2012 (512) Signature with Diffie-Hellman Key Exchange
Crypto-Pro GOST R 34.10-2012 Strong Cryptographic Service Provider M
RSA Signature and Key Exchange Tun
v 24~

MIcnonb20BaTh KAKOUEBbIE KOHTENHEpbI (TPebyaTcA Nepesanyck NaHenu):
(®) nonb3osatens

() komnbroTepa

BbibHpaThb KNloueBble KOHTeHepbl No (TpebyeTcs nepesanyck naHenu):
(®) Ipy>KecTBEHHOMY MMeHH

() yHuK@NBHOMY MMEHN

Dﬂoﬁasﬂmb UMA NpoBalaepa B anuac Np1 NepeuncieHu KoHTelHepos (TpebyeTca nepesanyck naHenu)

OK OTMeHa MpHUMeHnTb

Pucyrok 14. 3aknagka «Hactpoiiku Java CSP» koHTposibHOlW naHenu
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Takxe 3aknagka npefoCTaBAsieT BO3MOXHOCTb U3MEHEHUS! UCMOJIb3YEMOrO KpUNTOnpoBaiigepa Kaxaoro tuna.
Mo ymonyaHuto ycTaHOB/IEHBI KpUNTONpPOBaigepb! (ykasaHo ans cnyyas ucnonb3osanus Kpuntollpo CSP 5.0 KC1),
yKasaHHble B Tabn. 1

Tabnnua 1. Vicnonssyemsbie JavaCSP no-ymonyanuto kpuntonposaiigepsi

Twun nposaiigepa HaseaHue ncnonbsyemoro no ymondaHuio nposaiigepa

GOST R 34.10-2001 Signature with Diffie- | Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider
Hellman Exchange

GOST R 34.10-2012 (256) Signature with | Crypto-Pro GOST R 34.10-2012 Cryptographic Service Provider
Diffie-Hellman Exchange

GOST R 34.10-2012 (512) Signature with | Crypto-Pro GOST R 34.10-2012 Strong Cryptographic Service Provider
Diffie-Hellman Exchange

Mpumevanune. B cnyyae wncnonszosanus kpuntonporaiigepa KPUMTO-MPO CSP Bepcumn 3.9 n Huxe,
BbiNajatowme cnucku ans tunos nposaiigepa GOST R 34.10-2012 (256) Signature with Diffie-Hellman
Exchange, GOST R 34.10-2012 (512) Signature with Diffie-Hellman Exchange byayT nyctbimu.

[ns cmeHbl MCnosiib3yeMoro KpunTonpoBaiifepa HeobxogMMo B BbiNajaloweM MeHIO BblbpaTb AOCTYMHbINA
KpunTonposaiigep, nocne 4ero HaxaTb kHOMKY «[lpuMeHutby». [locne 3Toro wsMeHeHusi BCTYNST B CUJY.
[JononHuTensHO MOXHO BbIOpaTh, YbM KOHTEHEpbI OTObpakaTb (MONb30BATENS WAM KOMMBLIOTEPA) M B KAKOM
copmaTe (MO APY>KECTBEHHOMY WMEHU WN YHUKAIbHOMY).

Y10bbl M3MeHeHWst oTobpaxanucb Ha 3aknagke <«XpaHuauwia Kiaodeid u ceptudukaTtoBy, Heobxoanm
nepesanyck naHesu.

2.3 3aknagka « Anroputmbl»

3aknagka «Anroputmbly (cMm. puc. 15) npepHa3HaudeHa AN NPOCMOTPAa WCMOJb3YEMbIX MapaMeTpoB
peann3oBaHHbIX KpunTorpaduvecknx anroputmos. [omMumo 3Toro, AOMNYCKaeTcst M3MEHEHUE TEKYLUMX NapaMeTpPoB
Ha Jtobble Apyrue, fonNyCTUMbIE COOTBETCTBYIOLWMMMN airopuTMaMm.
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|£ ] Hacrpoiiku Kpuntolpo JCP - O X

J60scar Cepeep JTLS Hactpoiiku TLS Java CSP Hactpoiiku Java CSP
JCP  AnroputMbl  O6opynoBaHue — [ononHuTensHo — OKpyKeHne XpaHUNULWa KNoyel u cepTudukaTos

[NpoBaiiaep No yMon4YaH1i0 AN reHepauum knwued (TpedyeTca nepesanyck naHenn):

Java CSP (xsw, 3LM, wudposane) 5
Twvn npoeaiigepa ANA HACTPOIKK NApaMeTpoB:

GOST R 34.10-2001 Signature with Diffie-Hellman Key Exchange w7
[apameTpbl

MapameTpbl X3LWMPOBaHKA

[OCT P 34.11-94, napameTpbl N0 YMONYaHHIO ~
MNapameTpbl Wk poaHna

FOCT 28147-89, napameTpbl N0 YMONUYAHWKD v
MapameTpbl noanMck

[OCT P 34.10-2001, napamMeTpbl N0 YMONYaHHKD M
MapameTpbl KNkuesoro ofbmeHa

IOCT P 34.10-2001, napameTpbl 06MeHa Mo yMONUYaHHI0 ~

YCTaHOBUTb NapaMeTpbl N0 YMONUYaHHID

OK OTMeHa MpHuMeHnTD

Pucynok 15. 3aknagka « AIropnTMbl» KOHTPOJILHOI MaHenun

o ymonuaHuto Ha 3aknagke « ANropnTMbl» ONpeaenieHbl HaCTPOliKu:
e [lpoBaiigep no ymonyaHuto Ans reHepaunu kntodeii (Tpebyercs nepesanyck);
e Twun nposaiigepa A5t HACTPOiKM NapaMeTpoB.

Mo ymonuaHuio Ha 3aknagke «AropuTMbl» ONpefdeneH Criefyrowuii Habop napameTpoB, KOTOpPble MOXHO
HaCTpauBaTb B 3aBUCUMOCTU OT BbIOpaHHOro Tuna nposaiigepa:

e napametpsl anroputma xawmposanus [OCT P 34.11-94 (napameTpbl no ymonyanuto ans nposaiigepa FOCT
P 34.10-2001), FOCT P 34.11-2012 (256) (napameTpsl no ymondanuto ansi nposaiigepa OCT P 34.10-2012, 256
out) u FOCT P 34.11-2012 (512) (napametpbl no ymondaxuto ansi nposaiigepa FOCT P 34.10-2012, 512 6uT);

e napameTtpsl anroputma wudpposarus FOCT 28147-89 (napameTpsl no ymondanuio gist nposaiigepa FOCT
P 34.10-2001) n TK26 Z (napameTpbl no ymondyatuto ansi nposaiigepa OCT P 34.10-2012);

e napameTpbl anropnTma BblpaboTkn u nposepku anektportolt nognucu: FOCT P 34.10-2001 (napameTpbi no
ymonuanuto gasi nposaiigepos [OCT P 34.10-2001 n FOCT P 34.10-2012, 256 6ut) u FOCT P 34.10-2012 (512)
(napametpbl no ymonyanuto anst nposaiigepa FOCT P 34.10-2012, 512 6uT);

e napameTpbl anroputma kitoudesoro obmerna FOCT P 34.10-2001 (napameTpbl obmeHa Mo yMOAYaHUIO AJist
nposaiigepos TOCT P 34.10-2001 n FTOCT P 34.10-2012, 256 6ut) n TOCT P 34.10-2012 (512) (napameTpbi no
ymondanuto ansi nposaiigepa OCT P 34.10-2012, 512 6ur).

MaHens nosBonsieT 3agaTb MpoBaiigep MO yMOMYaHMIO ANst paboTbl Ha BkAagke «XpaHwinwa Kilo4Yein un
cepTuchrkaToBy» (MOC/IE COXpaHEHUSI N3MEHEHUS NOTPebyeTCs nepesanyck naHesn, YTobbl 3apUKCMPoOBaTh N3MEHEHUS
Ha BKIagke «XpaHWInwa Kio4eid n cepTuukaToBy ), a TakKe yCTaHABAMBATL CNefytOLMe NapaMeTpbi:

e napametpsl anroputma xawmposanust FOCT P 34.11-94 (napameTpbl no ymondanuto ans nposaiigepa FOCT
P 34.10-2001), TOCT P 34.11-2012 (256) (napametpbl no ymondanuto ans nposaiigepa FOCT P 34.10-2012, 256
out) u FOCT P 34.11-2012 (512) (napametpbl no ymondanuio ansi nposaiigepa FOCT P 34.10-2012, 512 6uT);

e napametpbl anroputma wudposarus [OCT 28147-89 (napameTtpbl no ymonuaHuto gns nposaiigepa TOCT
P 34.10-2001) n TK26 Z (napametpbl no ymondanuto ansi nposaiigepa [OCT P 34.10-2012), a Takxe napameTpbi
wundpposanus 1, napamerpol wndposaHus 2, napameTpbl wudposarus 3, napametpsl Ockap 1.1, napametpsl Ockap
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1.0, napametpul PUKL, TK26 2, TK26 1, TK26 3, TK26 4, TK26 5, TK26 6;

e napameTpbl asroputMa BbipaboTkm n nposepku snektpontoi nognucu FOCT P 34.10-2001 (napametpsl
no ymonyatuto ans nposaiigepos FOCT P 34.10-2001 u TOCT P 34.10-2012, 256 6ut) u TOCT P 34.10-2012
(512) (napametpbl no ymonyanuto ans nposaiigepa FOCT P 34.10-2012, 512 6uT), a Takxe napametpbl Ockap 2.x,
napametpbl noanucu 1 ans nposaiigepos TOCT P 34.10-2001 n FTOCT P 34.10-2012 (256) n napametpsl TK26 2
ans nposaiigepa FOCT P 34.10-2012 (512);

e napametpbl anroputma kitodesoro obmeHa FOCT P 34.10-2001 (napameTpbl obmeHa no ymMon4aHuio,
napametpbl obmena 1 ans nposaiigepos [OCT P 34.10-2001 n FOCT P 34.10-2012, 256 6ut) n napametpel TK26
2 pans nposaiigepa FOCT P 34.10-2012 (512).

Mpu ycranoeneHHom nposaiigepe JavaCSP cnucok «[lpoBaiigep no ymonyaHuto ajisi reHepauun Katodeii» >
cogepxut 2 anementa — nposaiigep JCP (no ymonyanuio) u JavaCSP. [laHHasi HacTpoiika Onpeaensier, Kakoii
nposaiifep OyAeT MCNONbL30BaTLCA MpU reHepaunmn Katodeli Ha 3aknagke "XpaHunuwa kitodeid n cepTudmkaTos a
Takxe Tun nposaligepa no ymondanuto npu ucnonssosaHum JTLS n CAdES.

Mpu BbIbOpPe BTOpOro nyHkTa B cnucke — nposaiigepa JavaCSP — notpebyetca nepesanyck navenm gns
TOro, 4Tobbl U3MEHEHUS BCTYMUM B CUJTY U CMNCOK AOCTYMHBIX KOHTEMHEPOB Ha 3akiafke «XpaHuiauwa Kitoueid
1 cepTMUKATOB» Nepesarpysmnncs.

2.4 3aknapgka «XpaHunuwa kaodein n ceptucpmnkaTtos»

3aknagka «XpaHunuwa kntodeli n ceptudpukatosy (cm. puc. 16) npegHasHaveHa 415t NPOCMOTPA XPaHUANLL,
KJtoYeld, YCTaHOBJIEHHbIX B CUCTEME, MPOCMOTPA W YNpaB/eHUst KOHTeliHepaMy B XpPaHUANLLAX.

|£] Hacrpoiiku Kpuntolpo JCP — O X
160scar Cepeep JTLS HacTpoiiku TLS Java CSP Hactpoiiku Java CSP
JCP  Anroputmbi  OfopynoeaHue  [ononHuTencHo — OKpyKeHue XpaHunuuia Kueii u cepTuhnkatos
= XpaHWnula KoHTeliHepos
? mﬁ”im CunTbiBaTEND 5
+ 3 HDIMAGE i
1% CLOUD Onepaunk C KOHTeHHepaMu

MOXKHO €O30@BaTb KIKUYEBbIE KOHTEHEpDI 1
3anpockl Ha CepTUdMKAT

CozpaTtb

* CunTpiBaTeno: REGISTRY

* HazpaHue: REGISTRY

* Mposaiifepsl:

*#% Crypto-Pro GOST R 34.10-2001 Cryptographic
- Service Provider: 75

= Xparnnwa cepTudukaros =** Crypto-Pro GOST R 34.10-2012 Cryptographic
Service Provider: 80

##* Crypto-Pro GOST R 34.10-2012 Strong
Cryptographic Service Provider: 81

OBHOBHTE

OK OTmMeHa [pUMeHNTD

PucyHok 16. 3aknagka «XpaHuinwia KNtoYeid u cepTuukaTtoBy» KOHTPOJLHON NaHenm

C nomoLLbto 3aKnagKyu MOXHO:

® KOMMpPOBaTb, NPOCMATPMBaTb, CO3MaBaTb 1 YAANSATb KOHTEWHEPL!I B XPaHWJINLLE;

e KOMMPOBaTb M MPOCMATPUBaTL CepPTUMKATLI B XPaHWINLLAX U B KOHTeliHepax, f0baBnsATL cepTudmkaTbl 3
aiinoB 1 KOHTEAHEPOB B XpaHUNMLLE CEPTMUKATOB 1 YAANATL UX N3 HEro;
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® VI3MEHSTb MapoJi HAa XPaHWJINLLAX N KOHTelHepax.

Mocne yctanoeku npoeaiigepa Kpuntollpo JavaCSP B kauecTee npoBaiifiepa no yMOSNHaHWIO 1 Mepe3anycka
naHenn Ha 3aknagke « XpaHWINLWA KtoYeld 1 cepTubukaTosy OyayT AOCTYMHbI TUMbI KOHTEHEPOB, NEPEYUCIEHHbIE
8 navenu Kpuntollpo CSP.

B cnyuae, ecnn 3arpysky cnucka npoBaiifepoB NpoU3BECTN He YAANOCh, HAMPUMEP, MPN OTCYTCTBUM GrbanoTek
NI HEMPaBWJILHON YCTaHOBKE, CMUCOK KOHTEHepoB byaeT nyct. Ecnm nposaiigepom no ymonyaHuto Anst reHepauum
kntouelt 6bin JavaCSP, To nepes 3arpyskoil KOHTEiHEPOB Ha 3aknagke «XpaHUuwa kaouell n cepTunukaToB»
nosiBnTcs coobuuerne ob owmbke (cm. puc. 17).

Owmbkal K

CrnUCoK KOHTERHEPOB HEAOCTYMNEH: BO BPEMA 3arpy3ku Npou3oLina ownbka
Provider ru.CryptoPro.JCSP.JCSP not found

Pucyrok 17. Ownbka npun 3arpyske cnucka KOHTEHepOB

B cnyuae, ecnu cywecteyet npobnema, cesizanHasi ¢ nposaiigepom JavaCSP (JCSP. jar), To, HecMOTpsi Ha TOT
akT, 4TO NOABUTCS yKasaHHOE Bbille CooblieHNe, HA 3aknagke «ANropuTMbl» MOXHO byaeT BblbpaTb nposalifep
JCP B KauecTBe npoBsaligepa no ymonyaHuo s Toro, 4tobbl obecneunTb ganbHelLyo BOSMOXHOCTL paboThl.
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3 HacTpoiika napameTpoB npoBaigepa C NOMOLLbIO
Preferences

B HekoTopbix criydasix MoxeT noTpebosaTbcs HacTpoiika JavaCSP nytem pepakTupoBaHus napametpos
nposaligepa, xpaHawuxcs B Preferences.

[ocTyn K HUM NPENMYLLECTBEHHO MOXHO MONY4YNTb TPeMsi cnocobamu:

1) nporpammHo, ¢ nomowbto Preferences.systemRoot() win Preferences.userRoot (), nepeuncneqns
nyTel K y31aM 1 3aJaHUS HOBbIX 3HAYEHNIA;

2) Bpy4HylO, peAakTupysi napameTpbl B cooTBeTCTBytowmx pasgenax (SOFTWARE\JavaSoft\Prefs\ru
nnn SOFTWARE\Wow6432Node\JavaSoft\Prefs\ru komnsiotepa HKEY LOCAL MACHINE wunn nonbsoBaTens
HKEY CURRENT USER) peectpa OC Windows wnu daiinel Buga prefs.xml B COOTBETCTBytOLMX MNamnkax
.systemPrefs/ru (Hanpumep, /etc/.java/.systemPrefs/ru) unn .userPrefs (/home/user/.userPrefs/ru)
OC *nix;

3) ¢ nomowpbto knacca ru.CryptoPro.JCP.Util.SetPrefs, Haxogswerocs B wmogyne JCP u
NPeAOCTaBSIOWErO BO3SMOXHOCTY 4151 JODABNEHUS N PefaKTUPOBAHUSI, HAMPUMEP:

java ru.CryptoPro.JCP.Util.SetPrefs -user -node ru/CryptoPro/JCP -key JCP_any_param -value
any_value

java u.CryptoPro.JCP.Util.SetPrefs -system -node ru/CryptoPro/JCP/Key -key JCP_any_param
-value any_value

Tabnnua 2. OcHoeHble napametpsl JavaCSP

Onucaxue MyTb Kniou CooTtBeTtcTBYyeT

VicTouHnk kntoyeBbix ru/CryptoPro/JCSP /params | KeySet class default 3aknagka «HacTpotiikn

KOHTeliHepoB — Java CSP», ncnonssosatue

nonb30BaTeNb UM KJTHOYEBbIX KOHTENHEPOB

komnbtoTep, yucio (0-1)

Bbibop kntouesbix ru/CryptoPro/JCSP /params | NameType class default |3aknagka «HacTpoiiku

KOHTeliHepOB MO UMEHU Java CSPy, BbIbOp

— OPY>XECTBEHHOMY W KJTIOYEBbIX KOHTENHEPOB

YHUKaJIbHOMY

Nmsa RSA nposaiigepa ru/CryptoPro/JCSP /params | Default CSPProvider 3aknagka «HacTpoiiku
RSA class default Java CSP», RSA Signature

and Key Exchange
Vmsi npoesaiigepa FTOCT P | ru/CryptoPro/JCSP/params | DefaultCSPProvider 3aknagka «HacTpoiikn
34.10-2001 2001 class_default Java CSP», GOST R 34.10-

2001 Signature with Diffie-
Hellman Key Exchange

Wmsi nposaiigepa FTOCT P | ru/CryptoPro/JCSP/params | DefaultCSPProvider 3aknagka «HacTpoiiku

34.10-2012 (256 6u) 2012 256 class default |Java CSP», GOST R 34.10-
2012(256) Signature with
Diffie-Hellman Key
Exchange

Vmsi npoeaiigepa FTOCT P | ru/CryptoPro/JCSP/params | Default CSPProvider 3aknagka «HacTtpoiikn

34.10-2012 (512 6urT) 2012 512 class default |Java CSP», GOST R 34.10-
2012(512) Signature with
Diffie-Hellman Key
Exchange
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