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1. NHcTtannauma CK3UW Kpuntollpo CSP

YctaHoBka auctpubytnea CK3U Kpuntollpo CSP pgomkHa npou3BoAUTLCA MOJSib30OBaTeNeM,
UMeLWnM npasa agMMHUCTpaTopa.

Ona yctaHoBKM nporpamMMHoro obecneyeHuMs BCTaBbTE€ KOMMAKT-AWCK B AuckosoAa. W3
npeanaraembix AUCTpubYTMBOB BblibepuTe AUCTPUBYTMB, noaxoAaswmMin Ana Bawen onepaumMoHHON
CUCTEMbI, WUMEILWNIA HYXHbIW BaM ypoBeHb 3alMWEHHOCTM W YyAO06HbLIM Ans Bac £A3bIK YCTaHOBKMW.
3anycTuTe BbINOJIHEHME YCTAaHOBKM!.

jEJ Ycranoeka "Kpuntollpo CSP" ﬁ

Bac npuBETCTBYET NpPOrpaMmMa yCTaHOBKH
"KpuntolNpo CSP (KC1)"

MNporpaMMa BeINQMHKT YoTaHoBKy HpunTalpo CSP 3.9.81237
Ha KOMMboTep, ANA NPoLOTKEHMA HEHMATE KHONKY “Janee”,

Cr'y‘mg:

b NMPEAYTMPEX AEHWE: [aHHaA NporpaMmMa SallMILeHa SaKkoHamM9
J L '} 0 BTOPCKMX NPEBSX M MEXIYHEPOAHBIMK COMNEWEHUAMM,
Y *- _.‘
Hazan Hanee = ] [ OTMeHa

L

Puc. 1. NpuBeTcTBEHHOE OKHO MacTepa YCTaHOBKM.

Ecnu macTep yctaHoBKM OB6Hapy>XUT Ha MalwmHe 6onee paHHo Bepcuto CK3U Kpuntollpo CSP, To
B OKHE MosIBUTCA MH(OpMaUns 0 3aMellaeMbiX NpoayKTax:

) Ycranoska "Kpuntallpo CSP" Iﬁ

Bac npHBETCTBYET NporpaMMa yCTaHOBKH
"Kpuntolpo CSP (KC1)"

MporpaMmMa BeINONHWT YoTaHoBky HpunTolpo C5P 3.9.81237
Ha KoMMeHOTEP. [NA NPOAOMKEHMA HEMMATE KHonky “flanse”.

CneayiowmMe NpoayKTel BYAYT 38MELWLEHE KOMIOHEHTAMI
YCTEHABNWBAEMON BEPCAA: Ll

KpunTolpo CSP 3.9.8049

Gr"_}f'mg:

b
I\ ?'
1
b '_.
Hazan Hanee > l [ OTMeHa
L Bl I —————————— D A
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Puc. 2. YcTaHOBKa C 3aMeLlileHUEeM KOMMOHEHT.

MpuMmedaHue: pu yCTaHOBKE B peXMMe 3aMelleHMs] KOMMOHEHT BaXHO, 4Tobbl YpOBEHb
3alMLLEHHOCTU YCTaHOBNEHHOW Ha KoMmnbioTepe Bepcunm CK3WM Kpuntollpo CSP coBnagan c
YPOBHEM 3aLUMLLEHHOCTN B BblIbpaHHOM BaMu ana yctaHoBKW ANCTpubyTMBE. B NMpoTUBHOM cny4vae
nosiBuTCa coobuieHne 06 owmnbke 1 yCTaHOBKA 3aBeplleHa He byaeT:

i'él CEeAeHWA O NPOrpaMMe ¥CTAHOBKM © KpHITO ﬂ

il

WCTaHOBNEHHAA BepcHA FpHnTollpo CSP MMEET ApYroH YRPOEEHE
. fEezonacHOCTH (KC),

B aToM cnyyae Heo6xoauMMoO Bbi6paTb YCTAHOBKY C AUCTPUGYTMBA, MMEIOLLEro COOTBETCTBYIOLINIA
YCTaHOB/IEHHOMY YPOBEHb 3aLUNLLEHHOCTH.

Ons panbHenwen yctaHosku Kpuntollpo CSP HaxMmuTe fanee.

Mocnepylowas ycraHOBKa MNpPOM3BOAUTCA B COOTBETCTBMM C COObLWEHWAMKU, BblAaBaeMbiMU
nporpamMMon yctaHoBku. B npouecce ycTtaHOBKM 6yaeT npeanoXxeHo 3aperncTpmposaTb AOMNOSHUTENbHbIE
cunTbiBaTENN KOYEBON MHMOPMaUUKU, AONOMHUTENbHbIE AATUMKN CNydanHbiX Yncen (ans yposHeln KC2 u
KC3) nnu HacTpouTb KpunTonpoBanaep Ha ucnofnb3oBaHue cnyxbbl xpaHeHusa knroden (ans yposHsa KC1).
Bce 3TW HacTpoOMKM MOXHO MPOU3BECTU Kak B MOMEHT YCTaHOBKW KpunTonpoBanaepa, Tak u B ntobon
MOMEHT NocCNne 3aBeplleHns yCTaHOBKM Yyepes naHenb ceoncte Kpuntollpo CSP.

Mocne 3aBeplleHUsi YCTAHOBKM  AUCTpUBYTMBaA HeobxoAUMMO MpPOM3BECTM  Mepe3arpysky
KOMMbtoTEpa.

Mo ymonuyaHuio (BUA ycTaHoBkM «O6blyHas») ycTaHaB/MBAKOTCH TONIbKO OCHOBHblE hannbl Ans
pabotbl CK3W (ans Windows Server 2008 no yMon4yaHMIO TaKXe ycCTaHaBnmBaeTcs «/[lpanBepHas

6ubnuoteka CSP»). [0 XenaHU MOXHO YCTaHOBUTb cleaylowme AOMNOSIHUTENbHbIE KOMMOHEHTbl (BUA
yCTaHOBKMU «BbibopouHas»):

1_’{? ¥cranoeka "Kpunmollpe C5P" I&

BeibopoyHan yCcTaHOBKA

BbIEEDMTE KOMMNOHEHTRI NPOrpaMMbl, KOTOPBIE HeobxoaMMo YCTAHOBWTE.

LLlenkHMTE SHEHOK B CNMCKE HHHE, yTobkbl MZMEHWTE Cnocob YCTAHOBKH KOMMNOHEHTAE,

= ONMCEHWE KOMNOHEHTE
OrHOBHBIE dhaknbl .
OcHoBHbIE daiine! (x64) dalnel, HeobxoguMee 4na

paboTel NpoAYKTAE.

COBMECTMMOCTE C MpaayKTamM Microsoft
Cnywhia ¥paHeHua KoYl
Revocation Provider
KpWnTonpoBaMnep YpoBHA Aapa OC
CoBMecTHMOCTE C KpunTollpo CSP 3.0

Manka:

C:\Program Files (x88)\Crypto Pro\CSPY,

[ < Hazan ][ Hanee = ][ OTMeHa ]

Revocation Provider - MexaHn3Mm npoBepku TeKylero cratyca ceptudurkara C UCNoSib30BaHUEM
OCSP. flBnsieTcq AONOSHEHMEM K CTaHAapTHOMYy MexaHu3Mmy Windows npoBepku cTtaTyca ceptudukarta Ha
OCHOBE CrucKa O0TO3BaHHbIX cepTudukatos (COC, CRL). Kpome 3TOro npenocraBnisieT BO3MOXHOCTb
ncnonb3osaHna COC, BbiNyLWEHHbIX N0 NpasuaaM, onmcaHHbiM B RFC 3280.

L5
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Cnyx6a XpaHeHUs KJ/4Yel - CUCTEMHbIN CepBUC AN UCMNONMHeHMs 2, obecneuymsaeT
LOMOSTHUTENBbHYIO 3aLUMTY KITHOUYEBON MHMOPMaUUK OT APYrUX NPUSIOXKEHUIA, BbINOAHSIOWMXCSA Ha MOBM.

KpuntonpoBaigep ypoBHA saapa - Heobxoaum pana pabotbl TLS B cnyxb6ax Windows
Vista/2008/7.

CoBMecTUMOCTb C npoaykTtamMum Microsoft - O6ecneunBaeT COBMECTMMOCTb C TaKMMU
npunoxeHmsamu, kak Microsoft Office, Outlook Express. HeobxogmMm pns Bxoga B CUCTEMY MO CMapT-
KapTam.

CosmectuMmoctb ¢ Kpuntollpo CSP 3.0 - Peructpupyer MMeHa npoBangepoB, COBMECTUMblE C
Kpuntolpo CSP 3.0. HeobxoamMo TOMBbKO MpuM HanMuum B XpaHunuuie <«JInyHble» cepTudunKaTos,
ycTaHoBneHHbIX ¢ Kpuntollpo CSP 3.0.

MpumeuyaHne. B coctae Kpuntollpo CSP SDK, Bxoaut

"!!—“ onucaHuwe napaMeTpoB KOMaHAHOMW CTpOKM YycTaHosBwuka Windows

== (\CHM\ msi-readme.txt), «kotopbie yaobHo wncnonb3oBaTb ANS
aBTOMaTM4eCcKoro passepTbiBaHMs aucTpmbyTtuea.
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2. HTepdeinc CK3U Kpuntollpo CSP

2.1. [ocTtyn K KOHTposibHOW naHenn CK3U

[aHHblA pa3gen aBASIETCS MHCTPYKUMEN MO WCMOSb30BaHUK KOHTPOJIbHOM naHenu (naHenu
HacTpoWKM) cpeacTBa Kpuntorpaduyeckon 3awmTtbl MHGopmauum (CK3U) Kpuntollpo CSP. [MaHenb
HacTpoikn Kpuntollpo CSP gocTynHa Kak OTAEsIbHbIA MYHKT B rpynne nporpamMm «Kpuntollpo» (MeHw
Myck = Mporpammbl), a Takxe M3 ocHacTtkm Kpuntollpo PKI, pacnonoxeHHOW B TOW e rpynne
nporpamMm «Kpuntolpo» (MeHio Myck = MporpamMmbl).

{_fl DVD-cryauns Windows

& Internet Explorer (64-paspagHbiii)
@ Internet Explorer admin

# Windows Media Center

&% Konnekuusa ragxeroe pabouero ctona JoxymenTol
@ Mporpammer No yMonyaHuto
|3 Npourpeisatens Windows Media Visobpaxetns
-4 Cpeacteo npocmotpa XPS

%) ®akcel u ckanmposanue Windows e

lf'_j LlenTp o6Hoenenna Windows
. Agto3zarpyska S
, Wrpel
. Kpunto-lpo
|2 KpuntoMpo CSP
#~ Kpuntollpo PKI

@] Cepmnares Mporpammei No yMOAYaHMIO
W~ Ynpaenenune nuuensuamu Kpuntolpo PKI

Manene ynpasnexns

Ycrpoiictea n npuHTepbI

. OBcnyxmneaHne CnpaBka v noaaepxxa
. CraHnpapTHble

Hazap

L ey - g |
3asepLuerne pabotel T

l Hatmu npozpammei u galasi

Puc. 3. locTyn K OCHacCTKe.

B ocHacTke «YnpasneHue nuueHsumamu Kpuntollpo PKI», pacnofsioxeHHon B rpynne
nporpamMmm «Kpuntollpo» (MeHio Myck = lMporpamMMmbl) OCYLLECTBASETCS BBOA /MLEH3MA M MNPOCMOTP
JIMLUEH3MOHHOM MHbOopMaumm 060 BCex ycTaHoBEeHHbIX npoayktax OO0 "KPUMTO-TMPO".
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- S | B |l
L e—— “—

W~ Qaiin feficteme Buwa Owknoc  Cnpaeka — &

&= |[E = HE

= Kpuntollpo PKI Kpunrollpo PKI

s YnpasneHue ANLEHINAMK

-

= Kpuntollpo PKI

@ KpunroMpo Winlogon Hazeanue Onucanue
l?;] Kpurrolpo TSP Client [Fgl¥npasnesue nuyensuamn
! Iﬂﬁ KpunroMpo OCSP Client @Kpunml‘lpn Winlagon Moaaepxka Kpuntolpoe C5P ana Winlogon
1 |||E Kpunrolpo CSP @Kpunml’lpn TSP Client OBecneuneaer paboTy NpuaoxeHni co cnyBamu T..
EIEIKpunTnI'Ipn OCSP Client OBecneyreacT paboTy NPUACHKEHNA co cnyxBamu ...
| |||EKp|.-|nTUI'Ip0 Csp CK3W Kpuntelpo CSP

Puc. 4. OcHacTka «YnpassieHue nuueHsnamm Kpunrtollpo PKI».

B ocHacTke «KpunTtolpo PKI», pacnonoxeHHon B rpynne nporpamm «Kpuntollpo» (MeHio Myck
= MporpamMmbl) B KOHTEKCTHOM MeHI0 nyHkTa Kpuntolpo CSP nocTynHa KOHTposbHas naHenb CK3U
Kpuntolpo CSP «Ceo#cTBa: Kpuntolpo CSP» (cM. Puc. 5), koTopasi COCTOUT U3 CEMU BKALOK:

e Ob6uwume;
e O6opyaosaHue;
e Cepsuc;

e be3onacHoCTb;

e  JlONOJIHUTENBHO;
e  ANropuTMSbI;

e WinLogon.
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iz Kpuntollpo CSP @

| ANrOpUTHEI I Be30NaCHOCTE | Winlogon | HacTpoiika TLS
Dbuyme | OBopyaoBaHWE | CepBuc I LononHKUTENEHD
l" 4 Kpuntolpo CSP Bepoun agpa CK3K: 3.9.8000 KC1

Bepova npoaykTa: 3.9.8123
2 KoMnadua KPUMTO-NPO. Boe npaea 3auMueHsl.

'&' 2aNyCTHTh C NDESBaMKy 8AMUHWCT DETODS

NuueHzKa
CepuiiHeli Homep:  39390Z0037EAZYGGROED

Bnagenew 1
Opranvzauma:

NMuuenzka C5P: 03.06,.2014
Nuuensa TLS: 03.005.2014

[ BEoa NHMUSHIMA. .. ]

Mepean ycradoska: 04.03.2014

Azkik

BrlIfEpMTE ASbIK ANA 0TODDEHEHUA OHOH

x " [qvnunanme CHCTEE v]
CSP Balen yHeTHOM 3anMoi:

BeibepTe A3kIK ANA oTORDEHEHWA OKoH a—
CSP nonb30BaTENEN, HE 3AAABWMX ASLIK
(ymonuaHwe gicTemel):

[ Ok ] [ OTMEHE MPHUMEHKMTE

L

Puc. 5. NMNaHenb HaCTPOMKH

2.2. Ob6wasn HacTponka CK3U

Bknagka O6wme naHenu ceonctB CK3UM Kpuntollpo CSP npegHasHadeHa Ans npocMoTpa
MHdopMauum o Bepcun yctaHosneHHoro NO CK3U Kpuntollpo CSP n ans naMeHeHus sisbika oTobpakeHus
OKOH, BblAaBaeMblX KpMNTonpoBangepomM.

2.3. BBopg cepuinHOro HomMepa nMuUeH3num Kpuntonposanaepa
«KpunTollpo CSP»

Mpwn ycraHoBke nporpammHoro obecneveHns Kpuntollpo CSP 6e3 BBOAa NMUEH3MN NONb30BaTeNtO
npenocTaBnsieTcsl JIMLEH3US C OFpaHMYEHHbIM CpPOKOM AeincTteus. [ns mcnonb3oBaHus Kpuntollpo CSP
nocrnie OKOH4YaHus 3Toro cpoka (cM. Puc. 8) nonb3oBaTesnb A0MXKEH BBECTUM CEpUiHbIN HOMep c 6naHka
JIMueH3nn, nonyyeHHoW y oOpraHusauum-paspabotumka wAWM  OpraHuMsaumu, WMelwen npasa
pacnpoCcTpaHeHns NpoAyKTa.

Onsa BBoga nuueH3um BbinonHuTe Myck = Mporpammbl = Kpuntollpo = YnpaBnexHue
nuuensnamn Kpuntollpo PKI. B ocHacTke Ynpasnenue nuueHsnamum Kpuntollpo PKI (cm. Puc. 4)
BblbepuTe NpOAYKT, JMLEH3MI0O Ha KOTOPbIA Bbl xoTUTe BBECTU. B KOHTEKCTHOM MeHi Bblibepute Bce
3apaum - BBectn cepuiiHbiii HOomep. (cM. Puc. 6)
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¥npaeneHune anueHsnamu Kpuntollpo PKI = B
Qain  [eictene  Bug Owkne  Cnpaexa
| 2E Hml & ®

¥NpaeneHue IMLEHIMAMMN

E- Kpuntolpe CSP e T Mo FED
e »

Bce zagaun BeECTH CEPUAHEIR HOMED...

Bua p  doK gefcTenA nnuensin 22.05.2014 (ncrek)

n AuueHzun: CepeepHan

pouA npogykra: 3.9.9183

pcwa kpunTtorpadmueckoro agpa (CK3M): KC13.9.6000

Hoeoe ckHo OTCHX4E

Cnpaeka

Bel MOKETE BEECTH HOBBIN CEPUIAHEIN HOMER, MCNONE3YA COOTBETCTEYHILLYYHY KHOMKY HA
NaHENM MHCTPYMEHTOE WK KOHTEKCTHOE MEHID 43HHOTD 3NEMEHTA,

Ana ycraHoekn nuueHsnoddore (lic) gafina socnonesyiTecs anemeHTom "YnpasneHne
NULEHINAMK".

BeecTi HOBEIN CepuiiHBIA HOMED NMLEHZ MK

Puc. 6. BBoa cepuiitHOoro Homepa.

Cucrtema otobpa3uTt okHo «CBeaeHuns 0 nonb3oBaTesie», B KOTOPOM HeO6X0AMMO yKa3aTb CBeAeHMUS
0 nonb3oBaTenie, OpraHus3auuu, a TakKXe BBeCTU CepuiHbIi HoOMep C 6naHka JiMueH3sumn B
cooTBeTCTBYlOWMe nons ssoga (cm. Puc. 7).

( ﬁ! Kpuntollpo CSP ﬁ1

CBeOeHna o nonbL3o0BaTense
YKEWUTE CBEAEHMA 0 celbe,

MNonssoEaTents:

DpraHvsauma:

CepuiiHEIA HOMED;

OTMeHa

I
&

Puc. 7. BBoa AaHHbIX JIMLEH3UN

Mocne BBoaa n Haxatua knasuwun OK npousoriger Bo3BpaT K OCHACTKe YNpassieHue ANLEH3USMU
Kpuntollpo PKI ¢ yka3aHHbIM TUNOM NIMLEH3MM U CPOKOM ee aelcteus (cM. Puc. 4).

10
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@ OQaiin [Jeficteme Bwag Okne Cnpaeka

x| HEIH= &G

¥npasneHne NMUEHINAMKN
3‘% Kpuntolpo WinLogon
|2 Kpwntolpe CSP

Kpuntollpo CSP

Cpok gerctens angenzie: 07.09.2010 (ncrex)

Tun anuenzum: Knnentckan, TLS-cepeep v gpaiieep
Bepoua npogykra: 3.6.6426

Bepcuna kpuntorpadmyeckoro sgpa (CK3M): KC1 3.6.5358

Bel MoKeTE BEECTM HOBEIA CEPUIAHBIA HOMEP, MCMNONE3YA COOTEETCTEYHOLLYYHY KHOMKY Ha
NEHENN MHCTPYMEHTOB WAK KOHTEKCTHOE MEHHD J3HHOMD 3NEMEHTE.

Ana ycTaHoekn AnueHsnoddore (lic) galina eccnonssydTecs 3neMedTom "YnpasneHune
NULEHZNAMBK.

Puc. 8. BpeMa aeiACTBUA IMLLEH3UUN UCTEKIIO.

2.4. Hactporka obopynosaHus CK3U

Bknagpka O6opyaoBaHue KOHTposibHOW NaHenu CK3WM npeaHasHayeHa Ans m3MeHeHus Habopa
YCTPOWCTB XPaHEHMUS N CUMTbIBAHUS KOUYEBOW MHMOPMaUMK U AaTUMKOB CriydalHbix uncen (O4YC).

MNpenyCTaHOBNEHHBIMU SIBASILOTCA BCE CUYUTbIBATENM CMapT-KapT (M COOTBETCTBYKOLUME UM TUMbI
HOocuTenen) n BCce AMCKOBOAbI CbeMHbIX AWCKOB, B ToM uucne flash-Hocutenn. B npouecce ycTaHOBKM
KpUATONpoBanAepa MOXHO AOMOJIHUTENbHO 3aperncTpupoBaTb B CUCTEME CYMTbIBaTeNb «PeecTp».

fig Ycranoska “"Kpuntollpo CSP" 1 X|

MocneaHWe NpUroToBEeHWA K YCTAaHOBKE NporpamMMbl

ﬂporpamma roToea K Ha4any ¥YCTaHOEBKH.

BeibeprTe Tpebyemble BUEAMOTEKH NOAAEPHKKM (MOXHO HACTPOUTE NO3XE):
[~ 3aperucTpuposath cuMTbIBaTENL "PeecTp”
[V 3aperucTpHpoBaTh CYMTLIBATEND CMAPT-KApT
[V 3aperucTpHpoBaTh CYMTLIBATENE CHEMHBIX HOCHTENEH

™ McnonbsosaTe cRy#By XpaHeHUA KNHOYeH (MOMHO HACTPOMTE NO3XE)

HaxmuTe KHONKY "YCTaHOBMTL", 4Tobbl HA4aTh YCTAHOBKY.

Y1obbl NPOCMOTPETE MAM M3MEHNTL NAPaMETPb! YCTAHOBKH, HaXMUTE KHonKy "Hasaa".
HaxmnTe KHonky "OTMeHa" Ana BbIX0Aa M3 NPOrpamel.

< Hazaa

B ncnonHeHun no yposHto 3awmntel KC1 npeaycraHoBneH buonornyeckunin CH. B ncnonHeHnsax no
ypoBHAM 3awmTbl KC2 n KC3 Buonornyeckmin ACH wnm annapatHbii ACH «Cobonb» MOXHO aob6aBuTb B
npolecce yCTaHOBKWM KpunTonpoBanaepa.

11
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i Ycranoska "Kpuntolpo CSP™ o X|

MocnegHWe NPpUroToBEeHWs K ¥CTAHOBKE NPorpaMmbl

MporpamMMa roToBa K Ha4any YCTaHOBKH,

BeibepuTe Tpebyemble BMENMOTEKH NoAAEPHKH (MOMHO HACTPOMTE NO3MKE):
[ 3aperucTpupoBaTh CYMTHIBaTENL "PeecTp”
[V 3aperucTpHpoBaTh CYMTHIBATEND CMAPT-KApT

[V 3apervcTprpoBaTe CYMTBIBATENE CHEMHBIX HOCHTENEH

[V 3apervcTpupoBaTh AATHMK ChyYakiHelx Yncen "Cobone”

[~ 3apervcTpHpoBaTh BHONOrMHYECKHI AGTHMK CNYYaHHBIX YMCEn (He PEKOMEHAYETCA)

HamuTe KHONKY "YCTaHoBHMTL", Y4ToDbl Ha4aTh YCTaHOBKY.

Y1obbl NPOCMOTPETE MAM M3MEHWMTE NApaMETPLl YCTAHOBKH, HaMMUTE KHoNKy "Hasaa".
HawmuTe KHonky "OTMEHa" ANA BbIX0AE U3 MPOrpaMtel.

<Hasaa |{ OTHEHa |

2.4.1. N3MeHeHne Habopa YCTPONCTB CYMUTbIBAHMS KJTHOYEBOM MHMOpMaLmn
2.4.1.1. Ao6aBneHue cuntbiBaTens

Ona Toro, utobbl fobaBuTb cuuTbiBaTenb, BbinonHUTe Myck = Mporpammbl = Kpunrtollpo =
Kpuntollpo CSP. Ecnu akTuMBHa ccCbifika «3anycTuTb C npasBaMu aaMuHucTpatopa» (cMm. Puc. 5) TO

HaXMuTe e€ M nepenante Ha BkIagky O6opyaoBaHue. B naHenun HacTtpoikm obopyaoBaHus CK3U
Kpuntollpo CSP (cM. Puc. 9) HaxmuTe KHOMNKY HacTpouTb cuuTbiBaTeNu.

iz Kpuntollpo CSP ﬁ

ANropHTME! I BezonacHocTE I Winlogon | HacTpoiku TLS
Ofwme | OfopyaoeaHue | Cepemc | HdononHKMTEenEHD

CUMTLIBEATENW 33KPEITEIX KNHOYER

MozeonAeT AoBEEMTE MK YoanuTe CHATRIESTENM
3aKpPEITEIX KNHOYER,

[ HacTpoMTh CHMTLIBATENHM. .. ]

OETUmMKH CIYQERHEIX YWMCER

ooino -
Hiooio MossonAeT AobaBnTE MK ¥OoanuTe 4aTHAKK CNyHauHbIX

giong Yucen,

[ Hactpoutes ACH...

TNkl KNKYEBLIX HOCMTENEA

b= MossonAeT AoBEBMTE MIM YAANWTE THMEI KNKYEBEIX
ng HOCHTENEHA,

[ HaCTpOMTE THNEI HOCHTENER. ..

QK H OTMeHa l MpHMEHTE

.

Puc. 9. KoHTponbHasa naHenb. Bknagka «O6opyanoBaHme»

12
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Cuctema oTo6pasuT OKHO «YnpaBneHune cumTbiBaTenamm» (cMm. Puc. 10).

La hl
[l ¥npasneHwe CUMTBIEATENAMM [&J

CyMTEIBaTENM

N
| =
=

¥CTaHOBNEHb! CNEAYHOWME CHMTEIBATENK:

@ BCe CUMTLIBATENM CMAPT-HKEPT
ﬁﬁce CBEMHEBIE QMCKM
FEPEEL_FFI
AobaeuTe. .. ]| Y¥0anuTe | | CBOWCTES
| | ]
QK || OTMeHa

[

Puc. 10. OkHO «YnpaBJjieHMe CUMTbIBaTEeNIAMN »

Onsa Toro yto6bl Kpuntollpo CSP 3.9 caenano AOCTYMHbLIM MCMNOMIb30BaHWE HOBOIMo CUMTbIBATENS,
HaxxmMuTe KHonKy [lo6aBuTb. NponsongeT 3anyck MacTtepa ycTtaHoOBKM cumnTbiBaTtens (cM. Puc. 11). B okHe
MacTepa YCTaHOBKM HaXMuUTe KHonKy [fanee.

.
I Macrep ycranosxm cunTeisatens A [&J

MECTEP YCTaHOBKK CHHMTRIBATENA
=

_—

g

MEDTE.'I:I YCTAHOBKK NOMOraeT BEINONHATE YCTAHOEKY M
HECTPORKY CYMTLIBATENR KNIOYEELE HOCHTENEA.

Y7ok NPMCTYIMTE K YCTAHOBKE, HEMKUTE KHoMKy " Hdanes”.

Puc. 11. 3anyck MacTtepa YCTaHOBKM CUYMTbIBaTena

13



XTAN.00083-01 90 03. Kpuntollpo CSP. MHCTpyKUMSA NO UCMOb30BaHUIO

Cuctema oto6pasuT okHO «Bbibop cuuTbiBaTens» (cM. Puc. 12). Ansa Toro 4tobbl Mcnonb3oBaTb
cunTbiBaTeNb, BXOAAWMNN B cocTaB auctpnbytnesa CK3UW Kpuntollpo CSP, B 3TOM OKkHe BbibepuTe 13 cnucka
CuUMTbIBaTENb, KOTOPbLIW cneayeT A06aBUTb, 1 HaXXMUTe KHOMNKy [anee.

E MacTep ycTAHOEKW CUWTBIEATENA

Boibop cCuMTHEaATENA
KaKol cCYMTRIBEETENE HEOGXKDOMMO YCTEHOEMTE 7

BriSepTe CYMTLIBETENE, KOTOPRIA CNEeayeT N0G3EBWTE, M HEXMATE KHomky ' danes”.

[MNpowzBooMTENM: NocTyNHBIE CYATRIBITENM:
€9Dalos 0514105
Crypto-Pro Lid. @ Dallas (DS5057E)
Kormnanua Kpunto-Mpo @ Dallas (D55057L)
@ Gemplus USE SmartCard Reader 0
3 Mcopn
ﬁ Muckoson A
] -
< Hazag ][ Hanee > J [ Cimaeta

Puc. 12. OkHo «BbI60p cuuTbiBaTens »

B 3aBMCcMMOCTM OT BbIGpaHHOro cuuTbiBaTENs MOXET noTpeboBaTbCsl BbIOOP coeaMHEHUS ANS 3TOro
ycTporicTBa. Toraa cucrtema otobpasut okHO «Bblbop coeamHeHuns» (cM. Puc. 13). B 3ToM OokHe BbibepuTte
COeAMHEHME ANS CYMTbIBATENS M HAXMUTE KHOMKy Oanee.

E MacTep ycTaHOEKW CHWTBIBATENRA

Boibop coemAHEHWMA
TpefyeTcA BRIGpaTE COEAMHEHWE ANA 3TOMO YCTROACTES

BrifepyTe coegMHEHWE, KOTOPOE CNEAYET MCNONES0ESTE ANA AGHHOMD COEQMHEHHA.
Yrobkl MpoaonxTs YCTEHOBKY NOCNE COEMMHEHWA, HaxmMiTe KHonky " anee”.

LpcTynHele coegMHEHNA:

LFT1

LPT2

< Hazag ][ Oanee > ] [ Cimaeta

Puc. 13. OkHO «Bbl6op cunTbiBaTens »

14
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Cuctema oTobpasut okHO «WMMsa cumTbiBaTens» (cMm. Puc. 14). B 3TOM OKHe BBeAUTE UMS
BbI6paHHOro CcYMTbLIBATENS N HaXMUTe KHOMKy [fanee.

-
E MacTep ycTanoekM cUMTLIBEATENR ‘

Wrmn cumTeeaTens
TpefyeTcA HASHAYMTE MMA ANA 3TOMD CYMTLIBATENA

MoskHo mufio BEECTW XENaeMoe MMA ANA 3TOrD CYUMTEIBATENA, MME0 MCNONES0EaTE
NPEANOXEHHOE HIKE MMA. Y7086l NpoooM*MTE YCTAHOBKY Nocne BeIGopa MMEHW,
HasranTe KHomky " anee".

HMH CUYHMTRIEATENRA:

< Hasan |[ Danee = ] | CmaeHa |

Puc. 14. OkHO «NMA cunTbiBaTensa>»

Cucrtema oTobpas3nT oKHO «3aBeplieHue paboTbl MacTepa yCTaHOBKW cumTbiBaTensa» (cM. Puc. 15).
BHMMaTenbHO NpoyMTailTe TEKCT B 3TOM OKHe, HaxMmMuTe B HeM kHonky FOTOoBO v nepesarpysute
KOMMblOTEpP, €Ccnum 310 TpebyeTcs.

.
E MacTep ycTanoekM cUMTLIBEATENR ‘ LEJ

JaBpepuweHne paboTel MacTepa
YCTAaHOBKW CHUThIBATENA

BrifpanHelt Bamu cunTeiEaTens TpedyeT AononHMTE NEHOR
YCTEHOBKW OpafBepa yCTpoWCTES OT NPOMSE0AMTENA
AAHHOrD yoTpoRcTea. Bel MoXeTe NonywTe 3TW OpafEspel
Ha eeb-cepeepe KomnaH KpunTo-lpo no agpecy

hittp:# fwwew cryptopro nu/cryptoproproducts/csp/readers him.

Urobkl 33KOHYMTE YCTEHOBKY CHMTLIBATENA, HEXMUTE
kHonky “ToToso”.

MNocne saBepleHWA YCTEHOBKM DEKOMEHOYETCR
MEFEIAMPY3INTh komnetoTEp.

HaxranTe kHonky "Hasan', ecnm TpefiyeTCA MSMEHWTE
MapEMETPE! YCTAHOEKM,

< Hazan || lotos0 1 | Ommena

Puc. 15. 3aBeplueHMe MacTepa YCTAaHOBKU CUMTbIBaTens
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NMpuMeuaHue. lMeeTcs BO3MOXHOCTb YCTaHOBKW J[panBepoB
CTOPOHHUX  npousBoauTenen, obecneumBarowme  B3aMMoZencTBue
Kpuntolpo CSP c annapaTHOM 4acTblo B Cllyyae, eCc/ii OHM He BXOAST B
coctaB  auctpubytmsa CK3W. [Ons  wXx  yCTaHOBKM  cneayer
||_!__!_|| BOCMOJ1b30BaTbCS nporpaMmmom yCTaHOBKM, nocrasssieMon
Npou3BOANTENSAMU Takmx ycTpoihcTB. Hanpumep, ecnn Kpuntollpo CSP
yXe YCTaHOBJIEHO, M HYXHO MWCNO/b30BaTb HOBble YCTPOWCTBA,
HeobxoaAnMO YyCTaHOBUTb NOAAEPXUBalOWMe ApalriBepa u Apyrme mMoaynum

OT Npou3sBoAnNTEeNen 3TUX YCTPOMUCTB.

2.4.1.2. YpaneHue cumtbiBaTtens

Onsa Toro utobbl caenatb HeAOCTYMHbIM MCMNOJSIb30BaHWE cuuTbiBaTens, BbiNnonHuUTe Myck =
Mporpammbl = Kpuntollpo = Kpuntollpo CSP. Ecnn akTmBHa ccbinka «3anycTuTb C NpaBamMu
aaMuHucTpatopa» (cM. Puc. 5) To HaxMmuTe eé€ u nepenguTte Ha BKkNaaky O6opypaoBaHue. B naHenn
HacTpokn obopyaoBaHua CK3UM Kpuntollpo CSP (cm. Puc. 9) Haxmute kHonky HacrtpounTb
cyuTbiBaTenu.

Cucrtema oTo6pasuT OKHO «YnpasseHue cuuTbiBaTensamm» (cM. Puc. 10). Boibepute cumntbiBaTEND,
KOTOpbIV TpebyeTcs caenaTb HEAOCTYMHbLIM, U HAXXMUTE KHOMKY YAaNUTb.

Cunctema oTtobpasut okHO «[lloaTBepxaeHWe Ha yaaneHue cumTbiBaTtens» (cM. Puc. 16). Haxmute
kKHonky Aa. CunTbiBaTenb 6yaeT yaaneH.

r N
E MNogTeepxasHWe Ha YOANEHWE CHMTHIEATENR l" I

! Bel gefcTEMTENEHD XOTWTE YA3NWTE cHMTeIBaTENE: Dallas (D51410E),
L LPT1?

da | [ Het

e

Puc. 16. OkHo «lMoaTBepxAeHne Ha yaaneHne cYMTbiBaTens »

2.4.1.3. MpocMoOTp CBOMCTB cuUUTbiBaTens

Onsa Toro, 4tobbl MPOCMOTPETb CBOMCTBa cuuTbiBaTENSA, BbiNnOnHMTE Myck = MporpaMmbl =
Kpuntollpo = Kpuntollpo CSP u nepeigute Ha Bknaaky O6opyaoBaHue. B naHenn HacTponku
o6opynoBaHusa CK3W Kpuntollpo CSP (cM. Puc. 9) HaxMmuTe kHonky HacTpouTb cuuTbiBaTenm.

CncteMa oTo6pa3nT OKHO «YrpaBrieHne cuuTbiBaTensMu» (cM. Puc. 10). Boibepute cumntbiBaTens,
CBOICTBa KOTOPOro TpebyeTcsi MPOCMOTPETh, U HaXMUTe KHoNky CBOMCTBA.

Cunctema otobpasnt okHo «CBolcTBa: MMs cuntbiBaTtens» (cMm. Puc. 17), B KoTopoM oTob6paxkaeTcs
cnpaBoyYHas nHdbopMaumsa o BbIGpaHHOM cuuMTbIBaTENE, B TOM YMUCAE, U AAHHbIE O COCTOSIHUM YCTPOMCTBA.
Mocne NnpocMoTpa CBONCTB CUMTbIBaTENS HaxXxMuTe kHoMNKy OK.
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[ 2 Peecrp I&1
Obw e |

I-_IEE CUMTEIEATENE MHDOPMALMK M3 DEECTPA,

BubnMoTeKa CONPAXKEHMA

CocToaHKe: MoaknoyeHs!
MaroToBMTENE: KamMnanua KPHUMTO-TIPO
Bepoma: 3.6.9450, 27251
l N
[ 0K ][ OTMeHa ]
L 4

Puc. 17. OkHo «CBOMCTBA: UMA CUMTbIBaTesN S »

2.4.2. 3MeHeHne Habopa yCTPONCTB XpaHeHUs Ka4veBon MHbopMaunm

2.4.2.1. Jo6aBneHune Hocutens

Onsa Ttoro 4tobbl caenaTtb AOCTYMHbIM HOCUTENb K/K4YeBOM MHGopMaumu, BbinonHute Myck =
Mporpammbl = Kpuntollpo = Kpuntollpo CSP. Ecnn akTuBHa ccbiika «3anycTuTb C MpaBamu
aaMuHucTpatopa» (cM. Puc. 5) To HaxmuTe eé€ U nepenamTe Ha BkNaaky O6opypaoBaHue. B naHenmn
HacTponkn obopyposaHus CK3W Kpuntollpo CSP (cM. Puc. 9) Haxmute KHONKy HacTtpouTb TuUnbl
HOCUTenemn.

CncteMa oT06pa3uT OKHO «YrnpaBrieHMe Kto4YeBbIMM HocuTensmMmn» (cM. Puc. 18).

Hocutenn Maructpa, Maructpa C6epbanHk/BGS, Ockap, Ockap CSP 2.0, PUK sasnswoTcs
cMapTkapTtamn. Hocutenun tuna Rutoken n eToken asnstortca USB-knrouamu.
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L. ¥npasneHue KIHOUYEEEIMN HOCHTENAMM [&J

Knoyessle HooUTENM

(i e
| ==
=

¥CTaHOBNEHbI CNEA YHIWKME KNHIHEBbIE HOCUTENK:

cf.ﬁ.ﬂﬁena IDProtect (F) -
IPOT INP ASPOT
IPT INPASPOT 1
IPOT INPASPOT2
,f JaCarta

# JaCarta LT
i Rutoken
# RutokenECP Al

m

[ﬂDEaBMTb... ] | YOanMTe | | CBONCTES

DK | | OTmena

L

Puc. 18. OKHO «¥YnpaBJsieHue KJ1lo4YeBbIMU HOCUTESIAMU >

Ona Toro 4tobbl caenaTtb AOCTYMHbIM  KJ/IKOYEBOW HOCUTENb, HaXMuTe KHoOMky [o6aBuTb.
Mpounsonaet 3anyck Mactepa ycTaHOBKM KntouyeBoro Hocutenst (cM. Puc. 19). B okHe MacTepa yCTaHOBKMU

HaXXMuTe KHoNKy danee.

MacTep ¥YCTAaHOEKH KNHOYEEOro HOCHTENA XI

MECTEP YCTAHOBKHM KNHYeBOro
“\.,,..-*-""

il HOCHATEnNnA

‘o

b acTep yoTAHOBKM NOMOr3ET BRINOAHMTE YoT SHOBKY 1
HACTPOMEY KAKYEERIE HOCHTENESHA,

YTofkl NPHCTYNMTE K YCTAHOBKE, Ha#®MMTE KHoMEY ' Hanes",

< Hazan I DNanee » I OTreHa

Puc. 19. 3anyck MacTepa YCTaHOBKM KJ/1IOUEBOro HOCUTENs
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Cuctema otobpasnt okHo «Bbibop kntouveBoro Hocutensa» (cMm. Puc. 20). B 3ToM okHe Bbibepute
K/1I04EBOW HOCUTENb, KOTOPbIA CreayeT caenatb AOCTYMHbIM, U HAXMUTeE KHoNKy Oanee.

-

[l MacTep ycTaHoBKM KAHHEEOrD HOCUTEAR

Bmfop kmouesoro HocUTENR
Kakoi knioyesol HoCKTENE HEOEXDQMMO YCTEHOBMTE 7

BrifepKTe KNYEB0A HOCKMTENL, KOTOPLIA cheayeT AoGaBWMTE, M HaxMUTe KHonky “[anss".

MpowssomiTeny: MocTynHele KNOYEELIE HOCMTENN:
I i DEIEEN N
Charismathics GmbH = ESMARTToken E
ISBC CORP. @ ISBC_JavaCard I
Kornarue KPUOTO-NPO (B .|card
Kornanua Mporpamapk 8 MPCOS-GEMALTOD I
& MPCOSEMY il
A e CACIDGC LPA TN

< Hazan ][ Hanee = J [ OmaeHa

Puc. 20. OkHO «Bbl6op KJSIHOHEBOro HOCUTEJISA »

Cucrtema otobpasut OkHO «MMsa ki4deBoro Hocutens» (cMm. Puc. 21). B 3TOM OKHe BBeAUTE UMS
BbI6paHHOro HoCUTENA U HaXxXMuTe KHonky Aanee.

E MacTep yCTaHOBKK KAKYEEOND HOCUMTENRA

HMma KmoyeB0ro HOCUTENR
TpebyeTCcA HASHAYMTE MMA ONA 3TOMD KNDYEE0rD HOCKTENA

MooxHo nubo BEECTW XENSEMOEe MMA LNA 3TOMD KNHWYSB0ro HOCUTENA, Mo

MCNONb30EET NPEANIKEHHDE HIKKE MMA. YTofkl NpoOoMKMTE YCTAHOBKY NoCne
BbIGOpE MMEHI, HakmMuTe kHonky " Hanee".

MrA knioyesoro HocuTENA:
MPCOSEMY

< Hazag ][ Hanee > J [ Cimaeta

Puc. 21. OkHO «AMa KNOYEeBOro HocuTena »

19



XKTAN.00083-01 90 03. KpunTtollpo CSP. MHCTpYKUMSA NO NCMONb30BaHUIO

Cuctema MoxeT oTo6pasnTb AOMNOMHUTENbHbIE OKHA B 3aBMCUMOCTM OT TUMA KIIHOYEBOr0 HOCUTENS,
Tak ana MPCOS/EMV 6yneTt oTtobpaxeHo okHO «Pa3smeTka kapTbl» (CM. Puc. 22). B 3TOM OKHe yKaxuTte
pasMeTKy KapTbl U HaXXMUTe KHOMNKy [fanee.

-

|u_'_ M-EL_FEFII YCTAHOEKW KAHYEEOND HOCUTENR

HMmn KmouyeBoro HOCUTENR
TpefyeTCcA HASHAYMTE MMA ONA 3TOMD KNDYEB0ra HOCKTENA

MooxHo nufio BEECTW XENSEMOE WMA ANA 3TOM0 KNHYEB0ro HOCWTENA, G0
MCMONb30EATE NPEANIKEHHDE HIKE MMA. YToBkl NpoooMyMTE YCTAHOBKY NoCne
BbIGODE MMEHI, HakmuTe kHonky " Janee".

HMH HENOYEE0ra HOCHUTENR!
05155 I

< Hazag |[ Lanee = ] | Cimaeta

Puc. 22. OkHO «Pa3MeTka KapTbl>»

Cuctema otobpasnT OKHO «3aBeplleHune paboTbl MacTepa YCTAaHOBKWM KJ/IIOYEBOr0 HOCUTENs» (CM.
Puc. 23). HaxxmuTe B HeM KHonky NoToBo.

er

E M-EL_FEP YCTAHOEKHW KAHYEEOND HOCUTENR .‘ [&J

JaBpepuweHne paboTel MacTepa
YCTAHOBKMW KIKOYEBOro HOCHUTENSA

Urobkl 33K0HYMTE YCTAHOEKY KNHDYSE0rD HOCHTENA,
HaxmMuTe KHonky "ToToBa™.

HaxranTe kHonky "Hasan', ecnm TpefyeTcA MSMEHWTE
MapaMeTpel YoTAHOBKM,

< Hazan || lotoB0 1 | Ommena

Puc. 23. BaBepl.uel-me MacTepa YCTaHOBKM KJ1l0O4YEeBOro Hocurtens
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2.4.2.2. YaaneHue KJloMeBOro Hocurtens

Onsa Toro utobbl caenaTb HEAOCTYMHbLIM KNOYEBOW HOCUTENb, BbiNonHuTe Myck = MporpamMmbl =
Kpuntollpo = Kpuntollpo CSP. Ecnn akTuBHa ccbiika «3anycTuTb C npaBaMu aaMuHUCTpaTopa» (CM.
Puc. 5) To HaxmMuTe e€ 1 nepenaute Ha BkIaaKky O6opyaosaHue. B naHenn HacTpoinku obopyaosaHus
CK3U KpunTtolpo CSP (cM. Puc. 9) Haxmnte KHOMKy HacTpouTb TUNbI HOCUTENIEN.

Cuctema 0T106pa3uT OKHO «YnpaBreHue K4eBbiMU HocuTensmu» (cM. Puc. 18). Boibepute
KJTIOYEBOW HOCUTENb, KOTOPbIV TpebyeTcs yaanuTb, U HAXMUTE KHOMKY YAanuThb.

CncteMa oTtobpasnt OKHO «lloATBEpPXAEHWE Ha yAaneHWe K/4yeBoro Hocutens» (cMm. Puc. 24).
HaxmuTte kHonky Aa. KnouyeBon CTaHET HeAOCTYMHbIM.

i K
|L'_ HCIATEEPH(,D,EHHE Ha YAaneHWEe KNHYEE0ro HoOOMTEAA l ]

! . Bbl gefcTEMTEABHD XOTUTE YAANWTE KAKIYEBOW HocnTens: INPASPOT2T

Ja | [ Het

“ .
Puc. 24. OkHo «lMoaTBepkAeHne Ha yaaNieHue K/1I04eBOro HocuTens »

2.4.2.3. MpocMoOTp CBOMCTB K/1IOUEBOro HocuTens

Onsa Toro 4tobbl NPOCMOTPETH CBOMCTBA KOUEBOro HocuTens, BbinonHmTe NMyck = MporpaMmel
= Kpuntolpo = Kpuntollpo CSP v nepengute Ha Bknaaky O6opyaoBaHue. B naHenu HacTpomku
o6opyanoBaHus CK3W Kpuntollpo CSP (cM. Puc. 9) HaxmuTe KHonky HacTpouTb HOCUTEnwu.

Cnctema oT06pa3suMT OKHO <«YMpaB/ieHWEe K/4YeBbIMU HocuTenamm» (cM. Puc. 18). Bbibepute
K/1l0UEBOWM HOCUTENb, CBOMCTBA KOTOPOro TpebyeTcs NMpoCMOTPETb, U HaXXMuTe KHonky CBOMCTBA.

CnctemMa otobpasut okHo «CsoicTtBa: MMsa Hocutens» (cMm. Puc. 25), B KOoTopoM oTobpakaeTcs
cnpaBo4yHas MHGOpMauMs O BbIBpaHHOM K/KOYEBOM HOCUTENEe, B TOM YWUCIE, WU AaHHble O COCTOSHUM
ycTporicTtBa. ocne NpocMoTpa CBOMCTB KOYEBOIr0 HOCUMTENS HaXMuTe kKHonky OK.
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iz INPASPOT2 =

Obwme | HacTpoiika pasMeTK

INPASPOTZ
IPOT

BubnoTexa CONPAXKEHMA:

CocToAHKE: MogknNHeHs
M3roToBMTENE: Inpas Litd
Bepoma: 1.0.0.0
[ 0K ][ OTMeHa ]
L 4

Puc. 25. OkHO «CBoMCTBa: UMA HOCUTENs »

2.4.3. HacTpoika gatuymkos ciydamHbix umcen (OCYH)
2.4.3.1. Ao6aBneHue ACH

Mpn Hactporike [AOCH wn 3arpy3ke AuHamMumyeckux 6ubnunotek A[AOMKHO 6biTb YCTaHOBMEHO
nporpamMMHoe obecriedyeHne, COOTBETCTBYHLEe anmnapaTHoMy cpeactBy. [lMogkntouveHue [ACH posmkHO
COOTBETCTBOBATb YCTaHOBKaM MporpamMMHo-anmnapaTHOro KoMnsaekca.

Ons Toro 4tobbl gobasntb ACH, BbinonHute Myck = Mporpammbl = KpunTtollpo = Kpuntollpo
CSP. Ecnu akTUBHa CCbllka «3anycTuTb C npaBaMu agMuHucTpatopa» (cM. Puc. 5), To Haxmute eé un
nepenguTe Ha Bkiaaky O6opyaosaHue. B naHenun HacTpolikm obopyaosaHua CK3U Kpuntollpo CSP (cm.
Puc. 9) HaxmuTe kHonky HacTtpoutb [4CU.

CncteMa oTo6pasunT OKHO «YnpaBneHue gaTymKaMmn crydarHbix uncen» (cMm. Puc. 26).
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. =\

[ ¥YnpasneHue aaT4MKami CayHaiHex GMcen

AaTUikM CnyyaiHelx YMcen

YcTaHoEneHs! CNefyHoWKE A3aTHHKK I'_I'I':.l"-laﬁHbD( HEcen:

OobaeuTs. .. | | ¥ aanMTe | | CEOMCTBa

Ok ] | OTMeEHE MpUMEHKTE

LS

Puc. 26. OkHO «YnpaBsiieHue gaTumKaMm cnydyamHbIX ymcen»

Onsa Toro ytobbl mobasutb ACYH, HaxmuTe KHonMky J[o6aBuTtb. [pousonaeTr 3anyck MacTtepa
ycTaHoBku [CH (cM. Puc. 27). B okHe MacTepa yCTaHOBKM HaXMUTe KHonky [anee.
X

MacTep yctaHoekHd ACYH

MacTep ycTaHoEKKM ACY

o S
=
—

MacTep yCTAHOBKM NOMOrEET BRINOMHWTE YCTAHOBKY 1
HACTPORAEY AETHHMEDE CaYMaiHER sHoen [OEH],

YTofkl NPMCTYNWTE K UCTAHOBKE, Ha#kWTE EHoMEY W Oanee’’.

OTrieHa |

< Hazan

Puc. 27. 3anyck Mmacrepa ycraHoBku [1CH
Cucrtema otobpasnt okHO «Bbibop ACH» (cM. Puc. 28). B 3ToM okHe BbibepuTe AaTumK Cay4alnHbIX

yucen, KOTOprl‘/'I cnepyer [06aBUTb N HAXMUTE KHoOMky Aanee.
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i T

[l Macrep ycranossw [ICY

BwiGop ICY
Karoin OCY Heofxompimo yoTaHoBWT: 7
Brifepwte JCH, koTopeii cneayeT noGaBWMTE, M HaxMUTE kKHonky “[lanes”.
MpowseomaTena: LoctynHee OCH:
(Bce npovssomaTEmA) iﬁ ANmMO3 OcH
Komnarma KPUNTO-MPO 3 Mopn
000 Pupma "LAHkan” Buonormueciuwid JCY
Kpuntolpo WMexoarert Matepuwan
i! CoBone
[ < Hasan ][ Hanee = ] [ Omaena

Puc. 28. OkHO «Bbi6op ACY>»

Cucrtema otobpasut okHo «Wma AOCH» (cMm. Puc. 29). B 3ToM OKHe BBeAMTE WMSA Bbl6paHHOro
AaTuMKa CnydamHbIX YMCEN N HAaXMUTE KHOMKy [anee.

r

2 Macrep ycranoesxa [ICH

Hram ICY
TpefyeTcA HESHEYTE MMA anA 3Toro JCY

MoxHo nubio eeecTi xenaemoe umA anA storo JCH, nubo wenonesoeate
NpeanokEHHoE HAXE MMA. YTobbl NpoaoMEKTE YCTAHOBKY NOCNE BhIGOpE MMEHA,
HaranTe kHonky “danes”.

N Mrar OCH:

< Haszan ][ Danee > ] [ Omena ]

b JE— 4

Puc. 29. OkHOo «Uma ACY»

Cucrtema oTto6pasuT OKHO «3aBeplueHne paboTbl Mactepa ycraHoBku ACY» (cm. Puc. 30). Haxmute B
HeM KHornky FOTOBO 1 nepesarpysuTe KOMMbIOTEP.
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MacTep ycTaHoexkH ACY E[

3aeepleHue paboTkl MAcTepa
yeTaHosku ACH

Hrobel sakoHuuTe yoranoeky JCH, HammuTe kHOMKY
"MoToea'.

MNocne saBeplIeHUA YCTAHOBKM PEKOMEHIYETCA
MNEPE3AMPH3INMTE kornewTEp.

HastaTe kHoNkY "Hasan", ecnd TpeayeTcA WEMEHUTE
NaparAET phl YCTSHOEK M,

OrtaeHa |

< Hazan

Puc. 30. 3aBepwieHne Mmacrepa ycraHoBku [1CH

2.4.3.2. Ypanenue ACH

Ong Toro ytobbl yaanute ACH, BeinonHnte Myck = Mporpammbl = Kpuntollpo = Kpuntolpo
CSP. Ecnin aKkTMBHa CcCbllka «3anyCcTuUTb C nNpaBaMu aaMuHucTpatopa» (cMm. Puc. 5) TO HaxmuTe €€ un
nepenauTe Ha Bklaaky O6opyaoBaHue. B naHenn HacTpolikn obopyaosaHus CK3W Kpuntollpo CSP (cM.
Puc. 9) HaxxmnTe kHonky Hactpoutb [ CH.

Cucrtema oTtobpasuT OKHO «YMpaBneHue AaTymkaMu ciydarHblX ymcen» (cM. Puc. 26). Boibepute
AaTUMK, KOTOpbIN TpebyeTcsa yaanuTb U HaXMUTE KHOMKY YAanuTb.

Cucrtema oTobpasnT okHO «lloaTBepXAeHWE Ha yAaneHue AaTyuka ciydamHbix umcen» (cMm. Puc.
31). HaxmMuTe kHonky Aa. [aTtuuk cnyyainHbix umcen 6yaeT yaaneH.

MoaTBEp K AEHWE Ha ¥ AaNEHME A aTUMKa CAYYarHbIX Y1cen ] X]

) E Bbl ABACTEMTENEHO XOTHTE YASNMTE A3THHK CRYYaiHbIX Yrcen: Kpuntolpo McxoaHeIr MaTepran?
.

da |

Puc. 31. OkHo «lMoaTBep>xaeHne Ha ypaneHue [ACY»

2.4.3.3. MpocmoTp ceBoiicTB ACH

[Onga Toro 4tobbl NnpocMoTpeTh ceolicTea ACH, BbinonHuTe Myck = Mporpammbl = Kpuntollpo =
KpunTtollpo CSP 1 nepenaute Ha BkNaaky Ob6opyaoBaHue. B naHenwu Hactpolikm obopyposaHusa CK3U
Kpuntolpo CSP (cM. Puc. 9) HaxmuTe kHONKy HacTtpoutb ACH.

Cucrtema oTtobpasuT OKHO «YMpaBneHue gaTymkaMmu cnydarHblx uncen» (cM. Puc. 26). Boibepute
[laTumnK, CBOMCTBA KOTOPOro TpebyeTcss NPOCMOTPETh, U HaXMuTe kKHonky CBOMCTBA.

Cuctema otobpasut okHO «CsoicTtBa: Mma [AOCY» (cMm. Puc. 32), B koTOpoM oOTO6paxaertcs
cnpaBo4yHas MHdopMaums 0 BbiIbpaHHOM AaTyuMKe CrlydalHbIX YMcesn, B TOM YUC/1e U AaHHble O COCTOSHUMU
ycTpowncTtea. NMocne npocmoTtpa ceomnctB ACH HaxMuTte kHonky OK.
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i Bronormueckwia JICH Iél

Bronorryeckui 4CH,

BubnmoTexa CoONpAAEHMA!

CocToaHKe: MoaknoYeHs!
HaroToBuTENL: KomnaHua KPMTO-TIPO
EBepoma: 3.9.4523.0

Ok ] I OTHMEHE

b

Puc. 32. OkHOo «CBo#cTBa: ums ACY»

MpuMeuvaHnune. Ecnn B CK3WM HacTpoeHO HECKONbKO AaTyMKOB
CNyyYyalHbIX 4ucen, TO nNpu (GOPMMPOBAHMN UCXOAHOM  KJIKOUEBOM
nHdopmaunn 6yaet wucnonb3oeaTtbca OCH, HaxoAsaWMNCA B CNuUCKe
ycTaHoBneHHbix [CY B camolii BepxHelh cTpoke, ecnam [OCY He
ycTaHoBneH, To 6yaet ncnonb3oBaH cneayownii n 1.4. Hanpumep, ecnu
YCT@aHOBNEHO JABa JAaTyvMka ChydyanHbiXx uucen - bBuoACH wn [ACH
OnekTpoHHOro 3amka «Cobonb», OHWM HaxoAATCs B COCTOSAHUM —

IL!_!_“ «MOAK/OYEH» U B BEPXHEN CTPOKe ChucCKa AaTUYMKOB C/yYamHbIX yuncen
ykazaH [CY 3SnekTtpoHHoro 3amka «Cobonb, TO ¢dopMMpoBaHue
NCXOAHOM KYeBOoM wHbopMaumm 6ygeT ocywecTBnatbcs Ha [CH
OneKkTpoHHoro 3amka «Cobonb». [Ansa wucnonb3oBaHusa buo[CH,

Heo6xoAMMO C MOMOLBbI KHOMOK J J nepeMecTtnTb €ro Ha

BEPXHIOK MO3ULUNIO B CrTNCKE.

2.5. PaboTta c KoHTenHepaMn n ceptTudmkaTamm

Bknagka CepBMcC KOHTponbHOM naHenu CK3W Kpuntollpo CSP npegHasHadyeHa ANS BbIMOHEHUS
cneaylowmx onepaummn:

. KonunpoBaHue n yganeHune 3akpbITOro KaK4va, Haxoaswerocs B CyLWeCcTBYOLWeEM KOHTeVIHepe;

o TectnpoBaHme (nposepka paboTocrnocobHOCTN) M oTo6paXkeHMe CBOWCTB Kitoda (Kaw4en) u
ceptudukarta (cepTndunKaToB) B CYLLECTBYIOLEM KOHTENHEpPE;

. MpocMOTp M YyCTaHOBKa cepTUdUKaTa, HAXOASLWErocss B CYLIECTBYHOLWEM KOHTENHepe
3aKpbITOro Kjto4a Ha HocuTene;

e OcyllecTB/IEHME CBA3KM MEXAY CYLLECTBYHOLWMM cepTUdUKaTOM U3 daina v CyLlecTBYIoWUM
KOHTEMHEPOM 3aKpbITOrO K/loYa Ha HOCUTENE;

. N3MeHeHVe n yaaneHne coxpaHeHHbix naposnei (PIN-koaoB) A0CTyna K HOCUTENAM 3aKpbITbIX
KNo4en;

e Ouuctka MHDOPMaUUM O paHEE WCMONb30BAHHbLIX CbEMHBLIX HOCUTENSAX, Ha KOTOPbIX
pacrnosiarasiuCb KOHTEMHEpPbI 3aKpPbITbIX K/HOYEN.
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2.5.1.

TecTnpoBaHue, KONMMPOBaAHME U yaaneHne KoHTenHepa

3aKpbITOro Ksiro4a

2.5.1.1.

TecTupoBaHue KOHTEIHepa 3aKpbITOro KJjwua

Ona Toro utobbl NnpoBecTn TecT paboToCnOCOBHOCTU KOHTEMHepa 3aKpbITOro Kjk4a, BbINOSHUTE
Myck = Mporpammbl = Kpuntolpo = Kpuntolpo CSP n nepeliante Ha Bknagky CepBuc (cMm. Puc.
33). Haxmute kHonky MpoTecTupoBaTthb.

L

2 Kpunrollpo CSP

=

ANrOpHTMEI | Be30nacHoCTh | Winlogon | HacTpoiikiy TLS

Obwyme I ORopyaoBaHueE | Cepeuc | AononHATEREHD

KOHTEMHED ZEKPEITOMD KNKDYa

3TH MACTEPA NO3BONAKDT NPOTECTMPOBATE, CKOMMPOBETL MK
¥yaoanuTe KIIIHTEI:1HE|:I 3J3KPBITOrD KNoYa C HOCMTERA.

[npOTECI'HpOEFETI:-...J [ CronupoBaThb... ] [ ¥aanuTs. ..

CepTUDMKaTEI B KOHTEAHEDE 38KPEITOMD KNKDYa

ITOT MACTED NOZEONAST MPOCMOTPETE CENTMGBMKETEI, HEXOOALMECA
B KOHTEAHEDE 3EKPEITOMD KMNKIYE, M YCTAHOBMTE MX B XPEHUMMULE
CEPTUMKATOR,

[ MpocHMOTPETE CEPTMRMKETEI B KOHTEAHEDE. ..

MU4HBIA cepTdMKaT

ITOT MECTED NO3E0NAET CBASATE CEPTMHMKAT 13 daina c
KOHTEHHEPOM 3AKPLITOMD KNKIYa, YCTAHOBME 3TOT CepTURMKET B
MPEHWUMMLLE,

[ ¥CTEHOBUTE NAYHEIA CEPTHMgMKET. .. ]

Mapony 3arpeIThIX KNoqei

3TH MECTEDE NOE0NAKT MSMEHEHUTE Naponi (TMH-koab!) 3aKpeITEIX
KMHOYER MK YASMMTE 38N0MHEHHEIE PEHEE MNEpani,

WzmeHuTE naponb... ] [ ¥AanuTe 3anoMHEHHEIE napon... ]

[ OK ][ OTMeEHE ] MpUMEHIT!

Puc. 33. KoHTponbHasi naHenb. Bknagka «CepBuc>»

CnctemMa oTo6pasunT OKHO «TeCTupoBaHmMe KOHTenHepa 3aKpbIToro kato4da» (cM. Puc. 34).
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I Tectuposanue koHTeRHEPa 3EKPLITOrD KAKHa

KoHTelHEep ZaKpLITOro KAKYa
BESAMTE UMW YKEHMTE KOHTERHED SEKPEITOMD KKDYE, KOTOPEIA HEobxXoaKMD
MpoTECTHPOBATE

HMMA Knio4esoro KI:IHTEI:1HE|:IEI:

| | Of3ap... |
BESOEHHOE MMA 3303ET KNKYEEDN KOHTERHED: | Mo CEPTUDMKETY. .. |
@ MNonb3oBaTens
KoMnekoTepa

BribepuTe CSP AnA NoOMCKE KMHOYEBEIX KOHTEMHEDOE:
Crypto-Pro GOST R 34, 10-2001 Cryptographic Service Provider - |

@3an Nanee > OTmMeHa

Puc. 34. OkHO «TecTupoBaHUe KOHTelHepa 3aKpbITOro Kjruya»

B 5TOM OkHe HeobXx0ANMO 3anosIHUTL cneaytollee rnose BBoAa:

e M5 KIIOUEBOro KOHTeMHepa - BBOAUTCS BPYYHYIO UM BbibupaeTcs us cnucka (cMm. Puc. 37)
nocpeacTBOM HaxaTus KHonkn O63op.

Onumn noucka:

o BBeaeHHOe MMA 3ajaeT KII4YEeBOW KOHTEMHep - nepeksiyatesb yCTaHaBNMBaeTCs B
nonoxeHve Monb3oBartenb Ui KoMnbrotTep, B 3aBMCUMOCTU OT TOrO, B KAKOM XpaHWauLLe pacrnofioXeH
KOHTenHep.

. Bbi6epute CSP oNna nomcka KA4YeBbIX KOHTEAHEepOoB - HeobxoaAuMbIA KpunTonpoBanaep
(CSP) BblbnpaeTtcs U3 npeanaraeMoro crimcka.

MoXHO Takxe BblbpaTb KOHTElHep, COOTBETCTBYIOWMIA YCTaHOBEHHOMY B CUCTEMe cepTudukary.
Onsa aToro BMecto KHonkn O630p Hy>xHO HaxaTb Mo ceptudmkaTty m BoibpaTtb N3 cNMcka cepTMdUKaToB,
YCT@HOBJ/IEHHbIX B JIMYHbIE XpaHWUINLLLA NOMb30BaTENS UK, €C/TN eCTb NpaBa aAMUHUCTPATopa, TOKaNbHOro
KOMMNbIOTEpa, TOT, KOHTElMHep KOTOporo Heob6xoanMMo npotectupoBaTh (cM. Puc. 38);

Mocne Toro, Kak BCe NMoss 3anosiHeHbl, HAXXMUTe KHONKY [Aanee.

Ecnn Ha [AoCTyn K 3akpbITOMY KJ/O4Wy YCTaHOBAEH Mapofib, TO CMCTeMa MOMPOCUT BBECTU ero.
BeeauTe naposb U HaxmuTe KHonky OK.

Cucrtema oTob6pasnT UTOrOBOE OKHO MacTepa «TeCTMpOBaHWe KOHTEMHepa 3aKpbIToro kioya» (CM. Puc.
35), B koTopoM 6yaeT BbiBeAeHa MHGOpMaLMS O AAaHHOM KOHTENHepe 1 pe3yfbTaT TecTa.
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It TectvposaHue koHTeRHEDa SEKPLITOrO KAHa

===

JaBeplleHa

PaboTta macTepa npoBepKn KOHTeHepa

MpoBEpKE SABEPILMNACE C OWKWAKORA
KOHTEAHED 3aKPRITOMD KNDYE

MMA

YHUKANEHOE MMA

FQCN

NpOBEpKa LENOCTHOCTI KOHTEHHEDS

le-c6179c63-ab3b
REGISTRY\Je-c51
W\ \REGISTRY Yle-oi
YCMELWHD

m

Knwou obmera AOCTYNEH
3KCMOPT OTKPEITOrD KNKDYE YCMEWHD
MMNOPT OTKPLITOMD K4S YCMELWHD
noanucb Cwibea 0x80070¢
COZAEHWE KNHYa ofMeHa Cwbrca 0x80 1000
3KCMOPT KAKYa 3anpeLLeH i
4 I [

| CroMMpoBaTE B Dydep obmeHa |

| < Hazaa H [oToBo ] | OTMeHa |

2.5.1.2.

— —— = — — E)

Puc. 35. UtoroBoe oKHO «TeCTUpoBaHME KOHTelHepa 3aKpbITOro KJjtou4a»

KonupoBaHue KOHTeliHepa 3aKpbITOro Kjkua

Ong Toro 4tobbl CKONMPOBATb KOHTENMHEP 3aKPbITOro Kaw4ya, BbinosiHuTe Myck = MporpamMmmbl =
Kpuntollpo = Kpuntollpo CSP n nepengute Ha Bknaaky CepBuc (cM. Puc. 33). HaxmuTe KHOMKY
CkonupoBaTb.

Cunctema oTo6pa3unT okHo «KonmpoBaHMe KOHTENHEpa 3aKpbIiToro kawda» (cMm. Puc. 36).

-

[l KonuposaHwe koxTEAHEpa 3EKPLITOMO KAKYE

KoHTeilHED 3aKPbLITOMND KNHUYA

BEEOWMTE MKW YKEKKMTE KDHTEﬁHED 3aKpeITOro KnioYa, KDTDDbIﬁ HeobxogMMo
CKONMWMpOBEaTE

MMA knioYesoro KDHTEﬁHEDEI:

| Mo cepTHUDHMKETY. .. |

CRzop... |

BEEOEHHDE MMA 3303ET KNKYEE0N KOHTERHED:
@ MNonez0BaTENA
KoMnetoTepa

BribepuTe CSP ANA NOWCKE KNHDYEBLIX KOHTERHEDOE:
Crypto-Pro GOST R 34. 10-2001 Cryptographic Service Provider - |

< Hazan Nanee > OTHeHE

e
=

Puc. 36. OkHO «KonupoBaHue KOHTEIHEepa 3aKpbITOro Kjakua>

-
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B 5TOM OkHE Heobx0ANMO 3anosTHUTb cnepywuiee none eeoaa:

e IMA K/IlOUEBOro KOHTeMHepa — BBOAUTCA BPY4YHYIO MM BbibupaeTtcs ns cnucka (cMm. Puc. 37)
nocpeacTBOM HaxaTus KHonkn O63o0p.
Onumun noucka:

. BBeaeHHoe MMA 3ajaeT KJ/IOUYEBOW KOHTEMHep - nepek/yatesnb yCTaHaBIMBaeTCcs B
nonoxeHuve MNMonb3osBatenb nin KoMnbroTep, B 3aBMCUMOCTN OT TOrO, B KAKOM XPaHW/ULLE pacrnosioXeH
KOHTEelHep;

o Bbi6epute CSP ANna noucka K/4YeBbiX KOHTEAHEepoB - HeobXxoaAnMbIA KpunTonpoBanaep
(CSP) BbibMpaeTca 13 npeanaraemMoro cnucka.

F B
Kpuntollpe CSP p—
0:00:52
Brifop KNKYEBOD KOHTEMAHEDS
B cnMCKe NOKE36IBETE:
@ Ipy#ecTEeHHBIE MMEHS (71 ¥HMKENEHBIE MMEHE
CNWCoK KNKHEBEIX KOHTEAHEPOE NONE30BaTENA:
e
CunTbiBaTens | MMa KoHTelHepa S |
PeecTp 535 ‘E ‘
PeecTtp F7a8 (A |
: PeecTp le-2fadf75a-1f1a-4d3e-3529-23de 54428 5d
Peectp le-50c9e4de-f82d-4825-b 25d-fa0425725df6
4| ' T ' [ 3
| |
Ok ] [ OTMeHE ]
L

Puc. 37. Bbi6op kN1104UEBOro KoHTeHepa
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[l BesonacrocTs Windows I&

Bribop ceptudmkata

BriGepute cepTrdmkat n3 xpanunnwa "SndHeie” Tekywero
NoALE3CEATENA,

| Test
| Mzgarene: Test Center CRYPTO-PRO
Aeactentenen o 15.08.2013 no 04.1...

Test Center CRYPTO-PRO
Mzpatene: Test Center CRYPTO-PRO
Aeficrentensd o 07.04,.2009 no 04.1...

test123
MzpaTene: testl 3
Aefictentened ¢ 09112012 no 01.1...

| Test2
| Mzgarene: Test Center CRYPTO-PRO
Aeictentened o 15.08.2013 no 04.1...

oK ] ’ OTmeHa

Puc. 38. Bbi6op cepTudpukara

MoXHO Takxe BblbpaTb KOHTENWHEep, COOTBETCTBYIOLWMA YCTAHOB/IEHHOMY B cUCTeMe cepTudukaTy.
[nsa 3Toro BMecTto kKHonkn 0630p HyxHO HaxaTb Mo cepTudukaTty n BoibpaTb U3 CNUCKa CepTUPUKATOB,
YCTa@HOBJ/IEHHbIX B JIMYHbIE XpPaHUINLLA NONb30BaTENA UK, €CNN eCTb NpaBa agMMHUCTPATopa, JI0OKaabHOro
KOMMblOTEpa, TOT, KOHTEHep KOTOporo Heob6xoanMo ckonuposaTb (cM. Puc. 38);

Mocne TOro, Kak Bce Noss 3anojfiHeHbl, HAXXMUTe KHONKy Janee.

Ecnn Ha AocCcTyn K 3aKpbITOMY K4y YCTaHOBMAEH Maposib, TO CUCTEeMa MOMpoCUT BBECTU €ro.
BeeagunTe naponb n HaxmuTe KHomnky OK.

Cuctema otobpasnt okHO «KomumpoBaHue KOHTeNHepa 3aKkpbiToro kmova» (cM. Puc. 39), B KOTOpoM
HeobxoANMO BBECTM MMS HOBOIO K/IOYEBOr0 KOHTEMHEpa M yCTaHOBUTL Nepekniovatesns BBegeHHoe nmsa
3ajaeT KJIl0YeBOi KOHTeWHep B nosoxeHune Monb3oBaTtens i KomnbioTep, B 3aBUCUMOCTU OT TOrO,
B KaKOM XpaHunuuwe TpebyeTcs pa3mMecTuTb CKONMMPOBAHHbIN KOHTENHep.
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i N
[l KonupoBaHwe KoHTEAHEPE 32KPHITOrD KADYa @

KoHTellHED 3aKPLITOMND KNHYa

BEeaWTE MKW YKEKKUTE K.IIIHTEI:1HE|:I JaKpbIToro Kno4a, KDTDDbIIﬁ HeobxoaHMMo rg
CKONMWMpOBEaTE

MMA KMKOYEEOrD KOHTEAHEDE!

copy2| [ Ofzop... ]
BESOSHHOE MMA 33AEET KIKHEE0H KoHTERHED: [I'Iu CEPTHRMHKETY. .. ]
@ NonbsoBaTens
) KoMnbtoTepa

BribepuTe CSP ANA NOWCKE KNHYEBLIX KOHTENHEDOE:
Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider v]

azan Hanee = ] [ OTMeHa

Puc. 39. OkHO «KonupoBaHMe KOHTeiHepa 3aKpbITOro Kjto4a»

Mocne BBoga HaxmuTe KHonky FotoBo. Cucrtema o0TO6pasuT OKHO, B KOTOPOM Heobxoammo
BblbpaTb HOCUTENDb AN CKOMMPOBAHHOIO KoHTelHepa (cMm. Puc. 40).

& Kpuntolpo csP @ﬁ
] ) 0:0056 |
?:, BcTaBeTe WMCTRIA KNIGYEEOH HOCUTENE
l‘|==: copy2".

CeensHuA

¥oTpoicTea: BoTaeneHHBIR HOCKTENL:

E

Peectp

>

Gemnlie ISR

CocToaHwe:

[ QK ][ CimaeHa ][ CBEREHWA <=

b

Puc. 40. OkHo Bbi6opa HocuTens

BctaBbTe HOCMTENb B CyMTbiBaTesb U HaxMuTe KHonky OK. Cuctema oTo6pasmT OKHO YCTaHOBKM
napons Ha AOCTyn K 3aKpbiToMy kfwo4dy (cM. Puc. 41). BBeante naponb U NOATBEPAUTE €rO.
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[ E Kpunrollpo CSP — [—L?—f

0:00:57
(Sl=p YcTaHoBMTE Napont Ha CO308B3EMBIN KOHTENHED “topy 2™,
==
al =
@) ¥CTEHOBWTE HOBBIM OEP0Nb EM

HoBkiit Naponk: |

MoATEEMHAEHWE:

Puc. 41. OkHO BBOAA napons
MNMocne BBOAA HEO6XOAUMBIX AAHHbIX HaxMuTe kHonky OK. CK3U «Kpuntollpo CSP» ocyliectBut
KOMMpOBaHWE KOHTENHepa 3aKpbITOro Kiwva.
2.5.1.3. YaaneHue KOHTelHepa 3aKpbIToro Kjarua

Onga Toro utobbl yganuTb KOHTEMWHEp 3aKkpbITOro kato4va BbinonHuTe Myck = MporpaMmbl =
Kpuntollpo = Kpuntolpo CSP u nepenante Ha Bknagky CepBuc (cM. Puc. 33), HaxmuTe KHOMKY
Yaanutb KOHTelHep.

Cuctema 0T06pasnT OKHO «YAaneHne KOHTeHepa 3aKpbITOro kio4a» (CM. Puc. 42).

L2 hl
[l YnaneHwe koHTERHEpa 33KPBITOTO KNHOYE I&
KonTednep 3aKpbiTOro KIKYa
BEEAMTE MK YKEHMMTE KOHTEHHED 38KPBITOMD KKKYa, KoTopeii Heobxoammo @
YOanuTE

MMA KnioYesoro KDHTEﬁHEDEﬂ

I Ofzop... I
| |
BEEOEHHOE MMA 3303ET KNKIYEE0N KOHTEAHED: ll'lu CEDTUERMKETY. .. I
@ MNonszoBaTEnA i
) KoMnbkoTepa

Boibepute CSP 4nA NOMCKE KNKOYEBEIX KOHTERHEDOE:
Crypto-Pro GOST R 34, 10-2001 Cryptographic Service Provider - I

Puc. 42. OKkHO «YaaneHue KOHTelHepa 3aKpbITOro Kjarua>»

B 5TOM okHe Heobx0AMMO 3anoNHUTL Cneaytollee rnose BBoAa:

e UMA KIIOUEBOro KOHTeHepa - BBOAMTCS BPYUHYIO UK BbibupaeTcs ns cnmcka (cMm. Puc. 37)
nocpeacTBOM HaxaTus KHonkn O63op.

Onumun noucka:

o BBeaeHHOe MMA 3ajaeT KIKUYEeBOW KOHTeEMHep - nepeksioyaTtesb yCTaHaBMMBaeTCs B
nonoxexHve Monb3oBarennb i KoMmnblotep, B 3aBUCMMOCTU OT TOr0, B KAKOM XPaHWINLLE PacCrosiIOXeH
KOHTeWHep;

o Bbi6bepute CSP ana noucka KjiloueBbliX KOHTEMHEpPOB - HeobxoaMMbIi KpunTonpoBaaep
(CSP) BbibnpaeTtcs U3 npeanaraeMoro crimcka.
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MoXHO TakXe BblbpaTb KOHTEWHEpP, COOTBETCTBYIOLWMIA YCTAaHOBNEHHOMY B CUCTEMe cepTudukary.
[ns aToro BMecto kHonkn 0630p HyXXHO HaxaTb Mo cepTudmkarty n BoibpaTb M3 CNMCKa cepTUdUKATOB,
YCT@HOBJ/IEHHbIX B JIMYHbIE XpPaHWUIMLWA NONb30BaTeNsa UK, eCin eCcTb NpaBa agMUHUCTPAToOpa, I0KaNbHOIo
KOMMNbIOTEpPA, TOT, KOHTEMHEP KOTOpOoro Heobxoanmo ckonmpoBaTb (CM. Puc. 38);

[Mocne BBOA@ BCeX AAHHbIX HAaXXMUTe KHOMKY MOTOBO.

Cuctema 0T06pasvT OKHO MOATBEPXAEHWSA yAANEHUS KIKYEBOro KoHTemHepa (cM. Puc. 43). Haxmute
kKHonky Aa. CK3U «Kpuntollpo CSP» npou3seneT yaaneHue Kio4YeBOro KOHTeNHepa.

2 Kpunrollpo CSP l ]

Cefivac BygeT NpoW3BEREHD YARNEHWE BCEX 3AKPBITEIX KNHIYER K1

l % cepTdMKaToE KOHTERHERA
'‘REGISTRY\\le-c8179ch3-ab3b-4c92-3e88-39bbl c76a540", KonTeinep
MEPECTAHET CYLLIECTEDEATE, BOCCTAHOBMTE KNHIYKM © 3TOMD KOHTEAHEDE
Byger HesoamoxHo, [MpogonmsuTe?

4 ][ e

b -

Puc. 43. OKHO NoATBEpP>XAEHUS yaanieHUsl K1Io4UeBOoro KoHTelHepa

2.5.2. T1pocMOTp U yCTaHOBKa JIMYHOIro cepTudmKaTta, XpaHsLerocs B
KOHTEeNHepe 3aKpbITOro Kya

2.5.2.1. MpocmoTp cepTucdmukaTa, XpaHALLEerocsi B KOHTeMHepe 3aKpbITOro
KJIlo4a

Onsa Toro 4yTtobbl MPOCMOTpPEeTb CepTUMdMKAET, XPaHALWMNCA B KOHTEMHepe 3aKpbITOro KJkua,
BbinosiHUTe Myck = MporpamMmmbl = Kpuntolpo = Kpuntolpo CSP n nepengute Ha Bknagky Cepsuc
(cM. Puc. 33), HaxxmuTe kKHonky MpocMoTpeTb cepTUdUKaTbl B KOHTEWHeEpe.

Cucrtema oT06pasunT okHO «CepTudurKaTbl B KOHTEMHEPE 3aKPbITOro Ko4va» (cM. Puc. 44).

i N
I CepTudmkaTsl & KOHTERHEPE 3AKPLITOMO KAKIYA [é]
KonTeiinep 3aKkpoiToro Knro4a
BESAMTE MMM YKEHHTE KOHTERHED 33KPLITOMD KNKDYE ANA NPOCMOTPE g
CEPTUDMKETOR B 3TOM KOHTEMRHEPE

WmMA knrovesoro KIIIHTEI:1HE|:IEII

| | Ofzop... |
BESOEHHOE MMA S30SET KNKDHYEE0N KOHTENHED: | Mo cepTUdMKaTy. .. |
@ NonbzoBaTens
KomMnetoTepa

BribepuTe C5P ANA NOWCKE KNHOYEBRIX KOHTENHEPOE:
Crypto-Pro GOST R 34. 10-2001 Cryptographic Service Provider - |

<. Hazag Nanee > OTMeHa

Puc. 44. OkHo «CepTudunkaTbl B KOHTEAHEPE 3aKPbITOro KJjro4a»
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B HeM Heob6x0AMMO 3anoNHUTL CneaytoLlee nose BBoAa:

. UmMsa kno4vyeBOro KOHTeMHepa — BBOAWUTCS BPYUYHYK WM Bblbupaetcs us crnvcka (cM. Puc.
37) nocpeacTBOM HaxaTus KHornkn O630p.

Onuun noucka:

. BBeaeHHoe MMA 3ajaeT KJ/IOUYEBOW KOHTEMHep - nepek/yatesnb yCTaHaBIMBaeTCcs B

nonoxeHve Monb3oBaTtenb nin KoMnbroTep B 3aBMCMMOCTU OT TOr0, B KAKOM XPaHWIMULLE PacrosioXeH
KOHTEeNHep;

o Bbi6epute CSP ANna noucka K4YeBbiX KOHTEAHepoB - HeobXxoaAnMblii KpunTonpoBanaep
(CSP) BbibMpaeTca 13 npeanaraemMoro cnucka.

MOXHO TakXe BblbpaTb KOHTEMWHEP, COOTBETCTBYIOWMIA YCTAaHOBNEHHOMY B CUCTEMe cepTudukary.
[ns aTOoro BMecto kHonkun 0630p HyXXHO HaxaTb Mo cepTudukarty m BoibpaTtb U3 cnmucka cepTndurKaTos,
YCTAHOB/IEHHbIX B JIM4YHble XpaHWULWA MONb30BaTeNs W JNIOKaNbHOMO KOMMbKOTEpa, TOT, KOHTEMHep
KOTOPOro HY>HO MpoCcMOTpeTb (CM. Puc. 36);

Mocne Toro, Kak BCe NOJS 3anojiHeHbl, HAXXMUTe KHOMNKY Janee.

Ecnu koHTeWHep 6bin caenaH Ha komnbioTepe ¢ Kpuntollpo CSP Bepcum 3.9 m Ha poctyn K
3aKpbITOMY K/O4y YCTaHOBJIEH Mapofib, TO CUCTEMa MOMNPOCUT BBECTU ero. BeeauTe naponb M HaxmuTe
KHonky OK.

Ecnn ceptudumkata B KOHTeMHepe 3aKpbiTOro KjK4ya HeT, TO CcuctemMa o0TobpasuT OKHO,
MHMOopMUMpYoLWEE Nob30BaTens 06 oTCyTCTBMMN cepTudUuKaTa B KoHTeMHepe (cM. Puc. 45).

2 Kpunmollpo C5P I,iE-J

B koHTEAHEpE 33KPRITOMD KNKIYE
! W le-17379732-3209-4358-94f-084107 497 c1' oToyTCTEYET CEpTUdMKAT
OTEPBITOTD KAKYE LMD POoBaHWA

b = ")

Puc. 45. OkHo, nHpopMmupyowee 06 orcyrctBum ceptucpukara

Ecnu ceptudukaT B BbI6paHHOM KOHTElHEpe uMeeTcs, TO cuctema otobpasmnt okHo «Ceptudukart
Ana npocmoTpa» (CM. Puc. 46).

35



XKTAN.00083-01 90 03. KpunTtollpo CSP. MHCTpYKUMSA NO NCMONb30BaHUIO

L i
I CeprudmkaTsl & KOHTERHEPE 3AKPLITOMD KAKOYa I&

CeprmmkaTt gna npocHoTpa

MpocMoTpUTE 1 EBIDEpMTE CEpTUgMIKET ﬁg

CepTutikaT: Test?

CyOBekrT: CM=Test2, C=RU

MoCT aBLLMK: E=info@cryptopro.ru, C=RL, O=CRYFTO-FRO, CM=Test Center CRYFTC
AefcTBMTENEH C 15 agrycra 2013 r, 16:21:29

JefcTeMTEnEH No: 4 okTAbpA 2014, 11:09:41

CEpPUMHEIN HOMED: 4E75 A143 0002 0004 E261
YCTaHOBUTE ] [Csuﬁcrsa...
Ofzop...
| |
[ = Hazag ][ MoToBO ] [ OTMeHa

W — = =5

Puc. 46. OkHO «CepTudmnkaTtbl B KOHTEMHEPE 3aKPbITOro KJr4a»

Ona npocMoTpa OCHOBHbIX CBOWCTB cepTuduMKaTa HaXMuTe KHONKy CBOMCTBA B OKHeE
«CepTndurkaTbl B KOHTEMWHEpe 3aKkpbIToro knw4ya» (cMm. Puc. 46). Cucrema otobpasut cCBOMCTBa
ceptudukata (cM. Puc. 47).
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il Ceprudmxar Iél

OBwme |Cuv:raE= | MyTe CEDTHEIJHRBUH”|

ﬁ Ceegennn o ceprudmKare

3ToT ceprwdMKaT NpegHasHaYaeTCa [NA:

* MoaTESpHASET YAANEHHOMY KOMNEOTEDY MASHTHOMKALLID
BalLEro KOMAbKITEDS

KoMy BelOaH: Test2
Kem Boigan: Test Center CRYPTO-PRO

Aeidicteurensed ¢ 15, 03, 2013 mo 04, 10, 2014

=) -
f EcTb 3aKpbIThiK KAKXY ANA 3TOro EEDTMEI:IMKEITEI.

L= 4

Puc. 47. OkHO NpocMOTpa CBOMACTB cepTudmkara

2.5.2.2. YCcTaHOBKaA JIMUHOIO cepTudmKaTa, XpaHsALlEeroca B KOHTelHepe
3aKpbITOro KJjro4a

NMpuMeuvaHue. B faHHOM pasgesnie pyKoBOACTBA Mo YyCTaHOBKOM

NNYHOro cepTudukata NOHMMaETCa YCTaHoBKa cepTudukata B

ll_!_!_“ xpaHunvwe JInuyHble ¢ HGOPMUPOBAHMEM CCbIIKM HA 3aKpbITbIA KIHOY,
COOTBETCTBYIOLWMNIN AaHHOMY cepTuduKaTy.

Peanunzaumsa Kpuntollpo CSP no3BonseT XpaHUTb NIMYHble cepTUdMKaTbl NOSb30BaTENS HE TOJIbKO
B JIOKaANbHOM CrpaBoYHUKE CcepTUdUKATOB KOMMNbIOTEPA, a TakKXe BMeCTe C JIMYHbIMW KO4YaMum
nonb3oBaTens Ha KI4YeBOM HocuTesne (Mpu YCNOBUK, YTO KIKOYEBOW HOCUTENb MMeeT AOCTaTOUHbI 06beM
namatM Aans 3anumcu  ceptudwmkaTta). XpaHeHue cepTudwukaTa Ha KIKOYEBOM HocuTene Mno3BOSsET
Nosb30BaTeNl0 MEPEeHOCUTb BCH HeobxoamMylo KiuyeByld WHdopMaumio C KomnbkoTepa, rae 6bin
cdhopMmnpoBaH KoY Nonb3oBaTens Ha gpyrve paboune mecrta.

Ona Toro uTo6bl BOCMOMbL30BaTbCA JIMUHBIMKU KKOYAMM U cepTudUKaTaMn Mofb3oBaTens B
PasfIMUHbIX MPWUIOXKEHUAX Ha APYroM KOMMbioTepe, Heo6XoAMMO Ha 3TOM KOMMblOTEpe YCTaHOBUTb
MoJib30BaTeNbCKUIA CepTUdMKAT B NIOKaNbHbIX CIPaBOUYHUK M CO3AaTh CCbIKY, KOTopas 6yAeT 04HO3HAuYHO
CBA3bIBATb CEPTUMMUKAT C JIMUHBLIM KJIIOHOM MO/b30BaTeNS.

Onsa Toro 4tobbl yCTaHOBWUTb NIMYHBIN cepTUdUKAT, BbINONIHUTE MOCAeA0BaTEeNbHOCTb AENCTBUNA,
yKasaHHbIX B NyHKTe 2.5.2.1.

B okHe «CepTudukatbl B KOHTEMHEpe 3aKpbITOro knaw4ya» (cM. Puc. 46) HaxMmuTe KHOMKY
YCcTaHOBUTDb.

Ceptudumkatr 6yaeT ycTaHoOBNeH B XpaHunuuwe <«JIMyHble» TeKylwero rnofab3oBaTens uau
KOMMblOTEPA, B 3aBUCUMOCTU OT OMuuMn, BbIGpaHHOM NMpu NOMCKe KOHTEMHEepa.
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Ecnu ceptudukar yxe ectb B XpaHunuwe, 6yAeT BblAaHO NpeaynpexineHne o nepesanucu

npexHero ceptudukata (cMm. Puc. 48).

2 Kpuntclpo CSP l I

"-.I 3TOT CepTUhMKET YHE NPUCYTCTEYET B XPaHWAMLLE CEpTUGNKATOE,

3aMEHNTE CYLLECTEYHILLMA CEpTUEMKAT HOBBIM, C NPOCTaENEHHONA
CCBUIKOA Ha 3aKpBITEIA Koyt

B[ e

Puc. 48. NMpeaynpexpaeHne o nepesanucu ceptudmkara

B cnyyae ycnexa 6yaeT BblAaHO OKHO O 3aBeplueHuu onepaumn (cm. Puc. 49).

2 Kpunrollpo CSP I&

"-.I CepTudimkar Geln ycTaHoBNEH B Xpadunnwe "SluyHeie” Tekywero
V' nonezoeatens,

A ]

Puc. 49. OkHO 3aBeplUeHUs YCTaHOBKMU cepTudmnkara

2.5.3. YcTaHoBKa nu4HOro ceptudukarta, XxpaHauwerocs B danne

MpumeuyaHue. B faHHOM pa3sgene MHCTPYKUMM Mog YCTAaHOBKOM

JIMYHOrO cepTuduKaTa TMOHMMAETCA YyCTaHoBKa cepTudmkata B

ll_!_!_“ xpaHunvuwe JinuyHble ¢ HGOpMMPOBAHMEM CCbIIKM Ha 3aKpbITbIN KItOY,
COOTBETCTBYHOLWMNA AAaHHOMY cepTudmkaTy.

Ons Toro utobbl YCTAHOBWUTb JIMYHLIA cepTudmKaT BbiNoaHMTE Myck = MMporpamMmsbl

=

Kpuntollpo = Kpuntolpo CSP u nepenante Ha Bknagky CepBuc (cMm. Puc. 33), HaxmuTe KHOMKY

YCTaHOBUTDb JINUHbIA cepTudUKar.

Cnctema oTo6pasuTt OkKHO «PacnonoxeHune danna ceptudukata» (cM. Puc. 50). B none Umsa
cdanina ceptudunkaTa ykaxuTe MosHbIA NyTb K 3TOMY (anny (yaobHO BOCNONb30BaTbCA KHOMKOM O630p)

MU HaXXMUTe KHOMKy Aanee.
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"

-
L2 MacTep ycTaHOBKK AMYHOID CEPTMGMKETE @

Pacnonoxenwe ¢aiina cepmadwKara
BeemTe MK yKEKMTE pACNONOXEHME $AANE YCTEHAENWESEMOrD CEpTUDMKETE @

Wra palina cepmapukaTa:

‘:PIIIFIMEIT $afna MOXET OOHWM W3 CNE QYLLK

] Falin cepmutiakata - A.509 (CER.CRT)
Coofiwenwe ctanpapta PECS #7 (F7B..P7M. .DER)
¥PEHWNWLLE CEPMANM30BaHHERX CepTMdMKaToE ((S5T)

JameyaHue:

HekoTopeie hopMaTte! haiAnos MoryT CoASpXaTs B 0OHOM haine
Gones 0AHOMo CEPTURMKATE.

Oézop... |

< Hasan Nanee = CmaeHa

Puc. 50. OkHO «Pacnono>xeHue c¢ainoB ceptudpukarTa>

Cuctema nepenger Kk okHy «CepTudukar gnsg ycrtaHosku» (cMm. Puc. 51). B HeM BbiBOAWUTCA
OCHOBHasi MHdopMaums o ceptTudukate. HaxxaB Ha kHornky CBOMCTBA MOXHO MPOCMOTPETb MOAPOGHYIO
nHdopMaumio o cepTudmkaTe B CTaHAAPTHOM OKHE MPOCMOTPa CBONCTB cepTudukara.

-

-
I MacTep ycTanoBkK AMHHOTD cepTudmKaTa I&l

Cepmadmxar:
CyfbexT:
MNocTaBwmeg:

DeficTBMTENEH C:

CepmwdwucaTt Ans yCTAHOEKA

MpochMaTpKTe W BIBEpUTE CEPTUMKAT ANA YCTAHOBKM F;E

[efcTBMTENEH NO:

CepitHLIR HoMep:

Crypto-Pro Intemal Enterprise Certification Authority
DC=n1, DC=cp, CM=Crypto-Pro Intemal Erterprise Certification Authorty

DC=n1, DC=cp, CN=Crypto-Pro Intemal Erterprise Certification Authority
14 anpenn 2010r. 15:00:56

14 anpenn 2015r. 15:06:59 ]
5750 FDFG EEES 6751 4BBE E255 B563 D12D

D3op

< Haszan ][ Hanee > ] [ Omaexa ]

Puc. 51. OkHO «CepTudmnkart ANA yCTaHOBKK »

Haxmute kHonky Janee. Cucrtema otobpasuT okHO «KOHTenHep 3aKkpbiToro kat4a» (cM. Puc. 52).
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-
[ MacTep ycTaHoBkM AMHHOTD cepTudmKaTa

KoHTtednep sakpoitoro Kmoua
Beemite vnM yKaEkMTe KOHTERHED SEKPEITOMD KNHDYE, KOTOPEIA COOTEETCTEYET
EEIGPEHHOMY CEpTUDMKETY

Halimi KoHTelHED SETOMATYECKKA

Mrn kKmioyesoro KOHTEAHEDE:

Ofzop... |

BeeneHHOE MMA S8038T KNOYEEOR KOHTERHED: |
@ [MonbsoEaTenA
KomneoTepa

Brifepire CSP anA noMcka Knoyess KOHTERHEpOE:
| Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider -|

% — — F

Puc. 52. OkHO «KOHTellHep 3aKpbITOro Kjarua>»

B HeM Heob6x0aMMO 3anoTHUTL cnepywume nond seeoaa:

e HalTM KOHTeillHep aBTOMAaTM4YeCKM - MPOBOAWUT MOMCK MOAXOASLLEro KOHTelHepa cpeau
AOCTYMHbIX KOHTEMHEPOB, €CNIN KOHTEWHEp HaldeH, To ero nMsa 6yAeT NoAcCTaB/ieHO cpasy;

. UMsa KNno4vYeBOro KOHTeMHepa — BBOAWUTCS BPYUHYK WK Bblbupaetcs n3 crnvcka (cM. Puc.
37) nocpeAcTBOM HaxaTus KHornkn 063op;

e BBegeHHOe MMA 3ajaeT KJIOUEBOM KOHTeWHep - rfepek/yaTteNb ycTaHaB/NMBaeTCs B
nonoxeHve Monb3oBatenb uWiM KoMmnbloTep, B 3aBUCUMMOCTM OT TOrO, B KakKoM XpaHunuuie
pacrooXeH KoHTeNHep;

o Bbi6bepute CSP ana noucka KJiloueBbIX KOHTEMHEPOB - HeobxoaMMbIi KpunTonposanaep
(CSP) BbibupaeTtcs U3 npegsiaraemMoro cnmcka.

Mocne TOro, Kak BCe NOJs 3anojiHeHbl, HAXXMUTe KHOMKy [danee.

Ecnm Ha AJoCTyn K 3aKpbITOMy K/HOYY YCTaHOBJEH MNaposib, TO CUCTEMa MNOMNPOCUT BBECTU €ro.
BeeguTe naponb n HaxMute KHonky OK.

Cucrtema oT06pasunT okHO «XpaHunuwe ceptudmnkaTos» (cM. Puc. 53).

C nomowbio KHoMkn O630p Bbibepute xpaHunuuwe JinuHble. Ceptudukat 6yaeT yCcTaHOBMAEH B
xpaHunuuwe Texkywuii nonb3oBaTesnb/JInuHblie wnu JlokanbHbI KOMMNblOTEp/JINUHbIE B
3aBMCUMOCTU OT 3HauveHuss nepeknwdatens Monb3oBatenb/KoMnbiloTtep. V3MeHUTb 3HauveHue
nepeknioyaTtens Monb3oBartenb/KoMnbloTep Henb3s; OHO ONpeaenseTcs pacrnosioKeHNneM KOHTenHepa
3aKpbITOro kat4a (CM. npeabiaywmn NyHKT)
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i N
E MacTep ycTaHoBKW AMYHOMD cepTudukata I,ig-,l
XpaHunuile CEpPTHIMICETOE
YiakNTE XPEHATMLLE CEPTWRWKATOE ANA YCTAHOBKW B Hero BeifpaHHoro g

paHes cepTMPUKaTa.

¥iasaHHbIRA paHee hnar Mcnonk30EaHWA KNHYEBLI KDHTEﬁHEpDB NonkS0E3ITENRA MNA
KOMMNEKDTEDE ONpEOENRET Bblﬁl:ll:l HEDﬁmDMMbB{)IIEHMHMLLL CEPTARMKETOE

Hra xpaHnuLa cepTMgMKaTos:

Ofzop...

YCTAHOBWTE CEPTUMKAT B KOHTEAHED

Puc. 53. OkHO «XpaHunuwe ceptudunkaTos>»

OpHoBpeMeHHO cepTudKUKaT MOXHO 3anucaTb B K/KOYEBOW KOHTElHep Ana yaobcTBa noucka
ceptTudmKaTta npu NepeHoce KOHTerHepa Ha APYro KoMnbiloTep. [ns 3TOro CAyXUT onuus «YCTaHOBUTL
cepTudukaTt B KOHTenHep» (cM. Puc. 53).

Mocne Bblbopa xpaHunuwa cuctema oTobpasuT OKHO «3aBepweHne paboTbl MacTepa yCTaHOBKMU
nn4yHoro ceptudukaTta» (cM. Puc. 54).

MacTep ¥yCTaHOBKM NMYHOro cepTydvKaTa ﬂ
3aBepweHWe paboTbl MacTepa
I@ YCTAaHOBKM NMMYHOro cepTUthukaTa
PatioTa FACTERS YCTAHOEKH AMYHOMD CERTHRHEAT A YCNelwHo

FAEEPLUEHA.
Brind yrasaHe! cneqyiow e NapareT ped:

BzAre ceprudgukar “
W3 dalina D:ADocuments and Setting
WA CERTHPHKATS CarrierT ext
CyfreEKT E=fav{crptopro.m, CH=(
MOCT AELL HE, C=RU, CH=tWF Ch
AEACTEMUTENEH © 9 okTAGpA 2003 r. 3:42:00
LERCTEMTENEH MO 9 akTaAdpa 2004 r. 3:51:0
CEPHEHEIR HOMED E104 FFE4 0000 0000 002

[MpoCTaEUTE Cobinky

A CRENETHRIE K a4 I ANRAHLIA hl

d Ll_l

Haegureck, 4T0 BEIGPaHE! NPAEMNEHEIE NAPaMETPEI M
HamtuTe KHoNkY ' ToToEn" 4na BEINOAHEHWA YCTAHOEKH.

(TreHa |

Puc. 54. 3aBepuweHue paboTbl MacTepa yCTaHOBKM JINYHOro ceptudukara

MpoBepbTe NpPaBUAbHOCTL YKa3aHHbIX AaHHbIX U HaXxmuTe KHornky ForoBo. CK3WN «KpunTtollpo
CSP» npou3eepeT yCTaHOBKY cepTudukaTa.
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2.5.4. YnpasneHue naponsaMu AoCTyrna K 3aKpbITbIM K/lOHaM
2.5.4.1. N3MeHeHMe naposia Ha AOCTYN K 3aKPbITOMY KJ1lO4y

Ona Toro u4tobbl M3MEHUTb Mapofib Ha KOHTelHep, BbinosHuTe Myck = [MMporpamMmbl =
Kpuntollpo = Kpuntollpo CSP u nepeinante Ha Bknaaky CepBuc (CM. Puc. 33), HaxmumTe KHOMKY
U3MeHUTb Naposib.

Cucrtema oTo6pa3mnT okHO «KOHTelHep 3aKkpbIToro knto4a» (cM. Puc. 55).

' -
il WzmereHne Napons KOHTENHEDa 33KPRITOMO KAoYa I&

KoHTellHep 3aKpbITOMo KNHuYa
BESOMTE UMW YKEHWTE KOHTENHED SAKDLITOMD KKOYE, HE KOTOPOM HeoBXoaMMD g

M3MEHMTE Naponb.

WMMa kniowesoro KI:IHTEI:1HE|:IEI:

| | Ofzop... |
BEESOEHHDE MMA 3303ET KNKOYEB0 KOHTEAHED: | Mo CEpTHDMKETY. .. |
@ NonbzoBaTenA
KoMneloTepa

BribepuTe CSP ANA NOMOKE KNHDYEBRIN KOHTEAHEDOE:
Crypto-Pro GOST R 34, 10-2001 Cryptographic Service Provider - |

Puc. 55. OkHO «KOHTelHep 3aKpbITOro Kjirua>

B HeM Heobx0ANMO 3anosTHUTb cnepywume nond seeoaa:

e MmMsa kN10UEBOro KOHTEWHepa - BBOAUTCS BPYYHYIO UM BblbMpaeTcs U3 cnmcka
(cm. Puc. 37) nocpeactsoM HaxaTtms KHonku O630p. MoxHO Takxe BblbpaTtb
KOHTelHep, COOTBETCTBYIOLWMN YCTAaHOBNEHHOMY B cucteme ceptudwukaty. [Ans
3TOro BMecTO KHonku 0630p HyxHO HaxaTb Mo ceptudukatry u BbibpaTtb u3
CANCKa CepTUPUKATOB, YCTAHOBJ/IEHHbIX B JIMYHblE XpaHWNULWA Mnofib3oBaTens wu
NIOKaNbHOro KOMMbOTEPA, TOT, KOHTEMHEP KOTOPOr0 HYXHO nNpocMoTpeTb (CM. Puc.
38);

e BBeaeHHoe WvMMA 3ajaeT KJ/IIOUYEBOW KOHTeEMHep - repeksyaTenb
yCTaHaBnuBaeTcs B nonoxeHue Monb3osatenb niv KoMnbrotep B 3aBUCUMOCTH
OT TOro, B KaKOM XpaHwsuLie pacrosioxXeH KoHTelHep. Npu Bbibope KOHTenHepa no
ceptudukaty nepeknwouyatens 6O6yaeT yCTaHOBAEH B  HYXHOE MOJIOXeHue
aBTOMaTU4eCcKu;

e Bblibepute CSP pana noucka KJ/O4YEeBbIX KOHTEAHEpoB - HeobxoaAnMbIN
Kpuntonposaiaep (CSP) Bbibnpaetcs U3 npeanaraeMoro cnmcka.

lMocne TOro, Kak BCe nons 3anofIHEHbI, HAXMUTE KHOMKY FoToBO.

Cuncrema oTtobpasuT OKHO BBOAA Naposs Ha AOCTYM K 3aKpbITOMY K/O4y Bbl6paHHOro KOHTeMHepa
(cm. Puc. 56). BBeauTe yKasaHHbI Napofb U HaxmuTe KHonky OK.
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Kpuntollpo CSP ﬂ
0:03:55
[ 5 BEequTe naponk 409 KOHTEAHEDA
GE=d Med72ia46-221c-4dde-BifF-9d7Be5Ed b3

Maponk: |-u“|

[T Zanormume napons

TreHa |

Puc. 56. BBoa napons Ha gocrtyn

Ecnu naponb BBeAeH BepHO, TO CUCTeMa OTO6pa3vMT OKHO BBOAA HOBOrO Mapons Ha AOCTyn K
3aKpbITOMy Kknto4y (cMm. Puc. 57). Beeante ABakabl HOBbIW Naposib U HaxXMuTe KHonky OK.

Kpuntollpo CSP El
00951
2w BeeanTe ABaMALI HOBLIF N3P0k ANA KOHTERAHEPS
GETA "e472fad6-221c-4dde-8fF7-9d78e56d1b33"

{* Y¥CTaHOEMTE HOEGIM Daponk

HOBEIA Naponk: | TITYYY

MNoATEEp® AEHHE: I [IITYIT]

DTHMEHA | MoapofHe:s == |

Puc. 57. Beoa HoBoOro napons

Mocne Beoaa napons CK3U «Kpuntollpo CSP» oCyLLeCTBMUT CMeHY NMapofisi Ha AOCTYN K 3aKpbITOMY
KoYy,

NMpumeuyaHue. BmMecTo YCTaHOBKM napons Ha A[OCTyn K

3akpbiToMy kntody CK3U «Kpuntollpo CSP» nos3BonsieT 3awundpoBaTb

ll_._!“ OAHHbIN  3aKpbITbIf KoY Ha ApyroM 3aKpbiTOM Kioue, a TaKxe

== pasfennTb 3aKpbiTbin  KAKOY Ha HECKONbKO KJIOYEBbLIX HOCUTENeN.
OcylecTBeHme gaHHbIX onepaumin onmcaHo B nyHkTe 3.1.5.

2.5.4.2. YpaaneHue 3arnoMHeHHbIX naponem

CK3N «Kpuntollpo CSP» no3BonsieT COXpaHUTb B CreuvanbHOM XpaHWnuLie JSI0KalbHOro
KOMMblOTEpPA NApoONM Ha [AOCTYyN K KOHTEMWHepy 3aKkpbIiToro Kiw4ya (CoxpaHeHWe OCyLLeCcTBASETCA
yCTaHoBKOM (priara 3arnoMHUTb Naposib B OKHe BBOAA NapoJis Ha AOCTYN K 3aKpbITOMY KJIO4Y).
Ecnu naponb coxpaHeH B [AaHHOM XpaHunuwe, To npu obpalweHun K 3aKpbITOMY K4y Maposb
aBTOMaTuyeckun 6yaeT cuuMTaH U3 KOHTeMHepa 6e3 nosiBNeHuMs OKHa Ans9 BBoAa naponsd. B atom xe
XpaHWIuLEe COXpaHsAeTCs TOYHOE HaXOXAEHWe K/IHYEeBOro KOHTelHepa (CBA3Ka Mexay WMeHeM
KOHTelHepa U YHUKaslbHbIM UMEHEM KOHTENHEpa).

Ong Toro 4to6bl yaanuTb 3anOMHeEHHbIW Naposib BbinosHUTE Myck = Mporpammbl = Kpuntollpo
= Kpuntollpo CSP un nepenaute Ha Bkiaaky CepBuc (cM. Puc. 33), HaxMmTe KHOMKY Ypanutb
3anoMHEHHbIe NapoJin.

Cuctema oTo6pasuT OKHO «YaaneHne 3anoMHeHHbIX naponen» (cM. Puc. 58).
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Y¥naneH4e 3anoMHeHHLIX I'IEl[IDIIEi;‘i XI

¥ AanKTE ECE 3AMNOMHEHHEIS N3PONH SaKPEITER: KNHYER;
I fi ;

| FoMnerTEpa

¥ AT MHBOPMALHHD 08 HCNONEI0EAHHEE: ChEMHEIE HOCMTENAX:
[~ MonezoeaTens

| FoMneroTEpa

], 4 I OTHEHA

Puc. 58. OKkHO «YaaneHue 3arnoMHEeHHbIX naponen>»

B aTOM okHe ycTaHoBuTe dnaru Monb3oBartensi/KoMnbrotTepa ANs yAasleHUs COXPaHEHHbIX Ha
JIOKasbHOM KOMMblOTEPE B CMeLnasbHOM XpaHWIuLLEe Naposei n HaxmuTe kHonky OK. Ecnn coxpaHeHHbIX
napoJsieli HeT, TO COOTBETCTBYtoWas o6nacTb 6yAeT 3aTEMHEHA.

CK3U «Kpuntolpo CSP» ocywecTBUT yaaneHue CoOXpaHeHHbIX Napofiei TObKO M3 cneumnasnbHOro
XpaHWNLLA Ha SI0OKaNbHOM KOMMNbKOTEPE; NAapOSib HA AOCTYN K 3aKPbITOMY KJ/IHOUY HE yaanseTcs.

KpoMe TOro, B 3TOM Xe OKHE MOXHO OTAEeNbHO yAanuTb WHdopMaumo o duUanMyecknx
XapaKTePUCTUKAX HOCUTENEN, Ha KOTOPbIX PACMOJSIOXKEHbI K/tOYEBble KOHTEMHEepbl, MCMOJIb30BaBLUMECS
paHee Ha AaHHOM KOMMblOTepe. DTO MOJSIE3HO, €C/U KJIIOYEBON KOHTEMHEp Ha HOBOM HOCUTeNle MMeeT TO
e UMSl, YTO OAWH U3 paHee NCMOJIb30BABLUMXCS Ha AaHHOM KOMMbOTEPE KOHTENHEPOB.

2.6. YcraHoBka rnapameTpoB 6e30nacHoOCTH

Bknagka bBe3onacHOCTb KOHTponbHOM naHenn CK3UM Kpuntollpo CSP npegHasHadeHa Ans
Bblbopa napameTpoB 6e3onacHocTn npu pabote ¢ CK3U «Kpuntollpo CSP».

Ona Toro 4tobbl ycTaHOBMUTbH NapameTpbl 6e3onacHocTu, BbinonHuTe Myck = MporpaMmbl =
Kpuntollpo = Kpuntollpo CSP. Ecnn akTnBHa ccbinika «3anycTuTb C npaBaMu aaMuHUCTpaTopa» (CM.
Puc. 5), To HaxxMuTe €€ n nepenagmte Ha Bknaaky besonacHocTtb (cM. Puc. 59).
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2 Kpuntclpe CSP ﬁ

Ofwme I ObopyaoBaHWe I CepBuc I LOononHKUTENEHD
ANTOpUTMEI | BesonacHoCTb | Winlogon | HacTpoiik TLS

HazHa4eHHBIe Mo yMonYaHues C5P anA yKaszaHHbIX THNoE
GOST R 34, 10-2001 Signature with Diffie-Helman Key Exchange:

Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider

Pexim paboTel CSP

CoXpaHATE MHDOPMELKD 00 MCNONE30BaHHEIX ChEMHEX HOCUTENAX

BeibepiTe C5P ANnA HACTpolikA;
[Crﬂ:lto—F‘ro GOST R 34, 10-2001 Cryptographic Service Provider -

(71 Mcnonb3oBaTe cny#y XPaHeHWA KNKoYei
(@) ¥paHWTE KNKOYM B NEMATH NPHMACHEHME

BrAKOYMTD KSLWMPpOBaHKME a

[ DK ] [ OTmeHa MpHMEHKMTE

L

Puc. 59. KoHTponbHasi naHenb. Bknagka «be3onacHoOCTb>»

Ecnn CK3U «Kpuntolpo CSP» ceptudumumpoBaH no yposHio KC1, To Ha Bknagke besonacHocTb
MOXHO BblbpaTb pexuM paboTbl: C XpaHEHMEM KIHOUEN B NAaMATU NMPUNIOXKEHUN NGO C XpaHEHMEM KItOYeENn
B cnyxbe xpaHeHusa knwouden. lMNpun XxpaHeHun knwo4ven B cnyxbe XpaHeHUs Kawyer Bce onepauum C
3aKpbITbIM KJIKOYOM MPOM3BOAATCS BHYTPU CNYXO6bl, BHELWUHEMY MPUSIOXKEHUIO BbIAAETCS TOJIbKO pe3ynbTarT,
yto 6onee 6e3o0macHoO, YeM XpaHUTb K/IHOYM HEMNOCPEeACTBEHHO B MaMATUM MPUIOXEHUN. B nCnonHeHusx
CK3W, ceptudunumpoBaHHbix no ypoBHiO KC2 unn KC3, pexuMm paboTbl C XpaHEHUEM KOYeEH B cnyxbe
SABNAETCSA €AMHCTBEHHbIM AOCTYMNHbIM (CM. Puc. 60).
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2 Kpuntollpo CSP @

ObLwue I OfopyaoBaHWe I CepBuc I LOononHKUTENEHD
AnropuTHEl | BezonacHocTe | Winlogon | HacTpoiki TLS

HazHa4eHHblE N0 yMonYadue C5P Ana yKasaHHbIX THNos
GOST R 34, 10-2001 Signature with Diffie Helman Key Exchange:

Crypto-Pro GOST R 34, 10-2001 Cryptographic Service Provider

Pexiam paboTel CSP
CoXpaHATE MHDOPMELYAKD 00 MCNONE30EaHHEIX ChEMHEIX HOCUTENAX

Bribepute CSP ana HacTpoikm:

[Crypto-P‘rn GOST R 34, 10-2001 Cryptographic Service Provider -

(71 Menonb3oBaTe cnywby XPaHEHHUA KNoYei

(@) XpPaEHWTE KIHOHM B NaMATH NPUACHEHWA

oo

BrAKIYMTE KILWMPOBaHWE

Ok ] [ OTmMeHa MpHMMEHKMTE

Puc. 60. Bknaaka BesonacHocTb, ypoBeHb 3awnTtbl KC2 nnmn KC3.

Mpn XpaHeHuun KNo4ven B cny>K6e XpaHeHUA KNOYEN BO3MOXHO NMPpUMEHEHNE K3WNpoBaHUA
KOHTEVIHepOB 3aKpbITbIX KJHOYen. KawunpoBaHue 3ak/o4aeTcs B TOM, UTO CUUTAHHbIE C HOCUTENS KITHOUN
OCTaloTCAa B NaMATU CepBUCa.

Kntoy M3 Kawa ABnseTcs 4OCTYMHbIM U MOCNe U3BEYEHUS KITIOUEBOIO HOCUTENSA M3 CYUTLIBATENS,
a Takxe nocsie 3aBeplueHus paboTbl 3arpy3uBLIEro 3TOT K/OY MPUIOXeHUs. KaxAablid KoY M3 Kawa
AOCTyMeH NtoboMy MpUNoXEHUI0, KoTopoe paboTaeT noj ToW e YYETHOM 3anucbio, YTO U NPUIOXKEHME,
NMOMecCTMBLLEE 3TOT K/OY B K3W. Bce KAOUM M3 KaWwa AOCTYMNHbI 40 3aBepluieHus paboTbl Cyx6bl
XpaHeHus kitodeid. Mpu nepenosiHEHMM K3lla oYepeaHOol KoY 3anuncbiBaeTCs Ha MECTO CaMOro paHHero
K/to4a, NOMELLEHHOMO B KLU,

KawunpoBaHve KOHTEMHEPOB MO3BOJISIET YBEMUYUTL MPOU3BOAUTENBHOCTb MPUIIOXKEHUN 3@ CYyeT
6onee 6bICTPOro AOCTyNa K 3aKpbITOMY KJO4Yy, T.K. CUUTbIBAHWE KJltOUYa@ OCYLLECTBASIETCS TONIbKO OAMH
pas.

Pa3Mep Kalla 3a4aeT KOMIMYECTBO K/HOYEN, KOTOPbIE OA4HOBPEMEHHO MOMYT XPaHUTLCS B NaMsATHU.

Ona Toro u4Tobbl BKOYUTH KaWnpoBaHue, Heobxoamnmo YCTAaHOBUTb (‘bJ‘IaF B nosne BKAOUUTb
K3lWMpoBaHue. Heobxoanmo Takxe 3agaTb pa3Mep Kawa B COOTBETCTBYHOLWLEM NoJie BBOAA.

MpumeuaHune. Ecnn Ha AOCTYN K 3aKPbITOMY K/IO4Y YCTAaHOBMEH
naponb, Maposib He COXpaHeH Ha I0KaJbHOM KOMMblOTEPE, 3aKpbITbIn
K/1I04 HaxoAuTCs B Kale (paHee K HeMy yxe 6bln ocyllecTBieH AoCTyn),
T0 obpaweHne K [aHHOMY 3aKpblITOMy K4y npousongetr 6e3
nosiBfIeHNS OKHa BBOAA Maposs MONb30BaTeNs — K4 aBTOMaTUYeCcKu
CYMUTbIBAETCH U3 Kella.

ll‘—!—!—“ CK3U «KpunTtollpo CSP» ocylecTBAsSeT K3WMpoBaHMe 3aKpbITbIX
KlOYeN, CBA3a@HHbIX C  cepTuduKaTtamMm, YCTaHOB/IEHHbIMW B
XpaHunuwe ceptudukaToB JlokanbHOro KomnbkoTepa (Hanpumep,
3aKpbITbiX Kntoven LeHTpa ceptudukaummn, Web-cepsepa) ToNbKO Ansd
KOHKPETHOro rnosib3oBaTtens.
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2.7. [onosHUTeNbHbIE HACTPOMNKMN
Bknaaka [lonosHMUTENIbHO KOHTposibHOM naHenn CK3W Kpuntolpo CSP npeaHa3HayeHa aons:
. MpoOCMOTpa BEPCUMIA U NyTen pasMelleHns ncnonbdyembix CK3N «Kpuntollpo CSP» daiinos;
. YyCTaHOBKW BPEMEHU 0XMAAHMS BBOAA MHMOPMaLKMKM OT Nosb30BaTeNS.

2.7.1. TlpocMOTp BEPCUN UCMOSb3yeEMbIX (annos

[Ons npocMoTpa Bepcun U nyTen pasMeweHuns ucronblyembix CK3U «Kpuntollpo CSP» dainnos
BbinosHuTe Myck = Mporpammbl = Kpuntollpo = Kpuntollpo CSP u nepeignte Ha BKAaAKy
[AononHutenbHO (CcM. Puc. 61).

i Kpunrollpo CSP I&

ANrOpUTHEI I Be30NaCHOCTE | Winlogon I HacTpoiikn TLS |
Obwwme I ObopyAoEaHWE | CepBnC | JononHUTENEHD

Bepoin dainoe
-~

Kna Bepoia Tun  MyTe

advapid2.dl 6.1.7600.16385 x64 C:\Windows\system32\ady
advapi3Z.dl &.1.7601.17514 x86 C:\Windows\SysWOWeda

m

cpcng. dil 3.6.4523.0 xe4  CYWindows'system32\cpo
cpecng. dil 3.6.4544.0 86 Ci\Windows\SysWoOWaed o
cpssl.di 3.0.3051.1 ¥86  CriWindows\SysWOWad o
cpssl.dl 3.6.3532.1 ¥64  CrWindows'system32\ops: ™
] 1 F

CKONMMPOBEATE B Dydep ofMeHa ]

Bpema cMAaHWA BECAS

Bo epemMA paboTel C5P Ha akpaHe MoryT DeiTe NOK&3aHE! DManoroBLIe
OKHa, TpebyrowWwKe BE0AE MHDOPMALAM OT NoNe30EaTENA,

3AECk MOWHD HACTPOMTE MHTEPEAN EPEMEHM, MO 3ABEPLUEHMHD
KOTOPOrD 3TH OKHa DYAYT 3aKPeITel, Kak BYATO NoNL30BaTEND
HEan Ha KHonky OTMeHa”

[ VcTaHoBWTE BpEMA CHMASHWA EEOAA...

[ Ok H OTMeEHa ] MPHUMEHMTE

L

Puc. 61. KoHTtponbHaa naHenb. Bknagka «/1onosiHUTENbHO>»
B paspnene Bepcum daitnoB B TabnmuHol dopMe npeacrtaBneHa MHbopMauus 0 BEpCUSIX U NyTAX
pa3meweHnsa ncnonbsywmxcs CK3M «Kpuntollpo CSP» dannos.

HaxaTne Ha kHonky CkonupoBaTb B 6ydep o6MeHa npuBeaeT K COXPaHEHUIO AaHHOM
nHdopmauum B 6ydep obmeHa.

2.7.2. YcTaHOBKa BpeMeHU oxunagaHus sesoga MHGopMaunm ot
nosib3oBaTens

Bo Bpems pabotbl CK3U «Kpuntollpo CSP» Ha 3kpaHe MOryT nosiBNATbCSA AMANOroBble OKHA,
Tpebyowme BBOAA MOSb30BaTeneM ONpefeneHHbiX AaHHbiX (Hanpumep, BBOA Mapons Ha AoCTyn K
3aKpbITOMY KJIO4Y).

Ona Toro uTtobbl YCTaHOBUTb WHTEpPBan BPEMEHW, MO 3aBEPLUEHUM KOTOPOro 3TW OkKHa 6yayT
aBTOMaTU4eCKM 3aKpbiTbl (AENCTBME, 3SKBMBANEHTHOE HaXaTuio Mofib3oBaTeneM KHOMkM OTMeHa),
BbinonHMTe Myck = Mporpammbl = Kpuntollpo = Kpuntollpo CSP wn nepeiiante Ha BKNaAKy
AononHutenbHO (CM. Puc. 61).

Haxmunte KHOMKY YCcTaHOBUTDbL BpeMsAa OXXKmaaHuAa BBoAaA.
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CucteMa oTO6pasuT OKHO «MHTepBan BpeMeHW oxuaaHus BBoga» (cM. Puc. 62). YcTaHoBuTe
Heo6XxoAMMble 3HaYEHWS NepeknoyaTeneil 3HaueHue noJsib3oBatens 1 3HauyeHMe No YMOJIYaHUIo Ans
BCEro KoMnbroTepa.

i N
. MhTepsan epemens oxnaaHuA EEC4 [iE-J

BEeaWTe MHTEPBaN BPEMEHH CHMAGHWA BEOAE NONE30BATENA B
Ouanoroeblx okHax KpunTtollpo CSP B cekyHaax:

3HAYEHWE NONE30EATENA:
@ Mnonb30BaTh CMCTEMHOE 3HAYEHWE Mo YMON4aHAD
YCTEHOBUTE DECKOHEYHOE OHMASHWE

¥CTaHOBUTE MHTEDBaN: A00 | ceKyHA

3HAYEHWE NO YMOMHEHWKD ANA BOEr0 KOMMBKOTEepa:
¥CTEHOBMTE BECKOHEYHOE OHMOSHWE

¥CTaHOBMTb MHTEDBan: 00

Ok ] | OTMEHE

L

Puc. 62. OkHO «HTepBan BpeMeHM OXxnpaaHusa BBoaa>

B 3TOM OKHe ycTaHOBUTE HeobxoanMble 3HavYeHus rlepeKmoaneneVl 3Ha4yeHue nosb3oBaTensa u
3HaueHue no YMONT4YaHUIO A1 BCEero KomMmnbroTepa.

Monb3oBartenb, He ABMSAOWNIACA AAMUHNCTPATOPOM Ha JIOKaJibHOM KOMMNbKTEPE, MOXET
OCYLLECTBUTb TOJIbKO YCTAaHOBKY MepeKt4vaTtens 3HavyeHue nonb3oBaTens (nepeKmoanenb 3HauyeHue
no ymosn4yaHuMIO ANA BCero KoMmnbroTepa 6y,qu BaTEMHEH) B O4HO U3 cneayrwmx MOJIOXEHWUN:

J Mcnonb3oBaTb CUCTEMHOE 3HayeHWe MO YMONYaHUID — YyCTaHaBNMBAET 3HauyeHwue,
onpegeneHHoe nepeknyvyaTtenem 3Ha4yeHne no yMon4aHUK AONn4a BCero KoOoMMNbKTEpPa, 3TO 3HaA4YeHue
YCTAQHOBJIEHO MO YMOJI4aHUIO;

J YcTaHOBUTL 6eckoHeuyHoe oXxugaHue - yCTaHaB/MBaeET beckoHe4yHOe oOXuaaHue BBOAA
AdHHbIX NOoN1b30BaTeENA;

[ YCTaHOBUTb MHTEpBaN — onpefenseT MHTepBasl BPEMEHW, BO BPEMsS KOTOPOro nosib3oBaTesb
AOJ/1KEeH BBECTU AaHHbIE.

N3MeHnTb nepekntovaTesib 3Ha4YE€HUe Mo yMOJIYaHUIO A8 BCEro KOMnblTEpa MOXET TOJIbKO
aAMUHUCTpATOp NoKasnbHoro komnbtotepa (cM. Puc. 63). Mpu atom, ecnn B naHenu Kpuntollpo CSP
aKTUBHA CCblJIKa «3anyCTuUTb C MpaBaMm agMmMHucTpaTopa» (CM. Puc. 5), To eé Hy>XHO HaxaTb.

Mo yMOn4aHuMIO YCTaHOBNEHO OXuAaHue BBoAa B TevueHne 600 cekyHa.
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-

<
L2 MHTepean Epemery OXMAaHWA BEOAE I&

BEeanTe MHTEpPBan EPEMEHN CHMAEHWA BEOAA NONE30BATENA B
OWanoroeblx okHax Kpuntollpo C5P B cekyHaax:

3H@4YEHWE NoONb30EATENA:
@ Mnonb30BaTh CMCTEMHOE 3HAYEHWE NO YMOMY3HWKD
| ¥CTaHoBWTb fEecKOHEYHDE OHMAEHHE

o

_ ¥CTaHoBWTE MHTEpPEAN: G600 | ceryHA

3HAYEHWE NO YMOMYEHWKD ANA BCEro KOMMBIOTEpS!
) ¥CTaHoBUTE DECKOHEYHDE OHMASHWE

@ YCTaHOBWTE MHTEDEBaRN: G600 || cekyHA

Ok ] I OTHMEHE

L

Puc. 63. OkHO «HTepBan BpeMeHU OXxmaaHusa BBoAa>» AN agMUHUCTpaTopa

KOMMNblOTEPA

[

NMpumeuyaHue. 3HauyeHue nosb3oBaTensa uMeeT 60nblMi
NPUOPUTET MO OTHOLIEHWIO K 3HAYEHUIO MO YMOJIYaHUIO ANSA BCero
KOMMNblOTEpa (HanpuvMep, ecin 3HayeHue nepeknyvatens 3HadyeHue
no yMOJIYaHUIO A1 BCEro KOMMbroTepa YCTaHOB/IEHO B MOSIOXEHWe
YcTaHOBUTL WHTepBan - 600 cekyHA, a nepeksyaTenb 3HauvyeHue
nosib3oBaTeNa B MOJIOXXEeHWe YCTaHOBUTb 6eCcKOHeyHoe OXwuaaHue, TO
AencreutenbHblM  6yaeTr  3HayeHMe -  YCTaHOBUTb 6eckoHeuyHoe
oxungaHue).
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2.8. YcTaHoBKa napaMeTpoB KpUMTorpaguyecknx anroputMoB

Bknagka AAroputMbl KOHTponbHOM naHenn CK3W Kpuntollpo CSP npepHa3HauyeHa Aans
YCTaHOBKW Pa3/INyHbIX NapaMeTpoB peasim3oBaHHbIX KpunTorpapuyeckmx anropMTMoB.

[na ycTaHOBKM MapaMeTpoB KpunTorpapuyeckmx anropuMtMoB HeobxoaMMO BbiNoNHUTL Myck =
Mporpammbl = Kpuntollpo = Kpuntollpo CSP v nepeiianTte Ha Bknaaky AAroputmbl (cM. Puc. 64):

I Kpunrollpo CSP Iél

| Qbwme | CRopyaoBaHueE | Cepsuc I LdononHKUTENEHD
ANropUTHE! | Be30NACHOCTE | Winlogon | HacTpoiit TLS

MNapaMeTpel aNropHTHMOB

BribepuTe TN CSP ANA HACTPOKK NEPSMETPOE:;

| GOST R 34.10-2001 Signature with Diffie-Hellman Key Exchange  ~ |

MapaMeTpel ANrOPMTHA XIWMPOBEHMA

[I'D[.'T P 34.11-84, napaMeTpbl NO YMOT-aHMHD v]

MapaMeTpel aNropMTHE WithPOBEHMA:

[I‘UCT 28147-89, napameTpel Ockap 1.0 v]

MapaMeTpel anropuTHE MOLNMCH:

[I‘DCT P 34.10-2001, napaMeTpel N0 YMONYaHAD v]

MapaMeTpel anropuTra Luddi-XennmaHa:

[I'D[.'T P 34.10-2001, napameTpel 0bMeHa no yManqs v]

O ] [ OTMeHa MpHUMEHKTE

L

Puc. 64. KoHTponbHas naHenb. Bknaaka « ANropurMmbi»

Ha 3aknagke AAropuTMbl MOXHO BblbpaTb TWUMN KpunTonpoBanaepa, Ans KoToporo 6yaeT
OCyLWecTBNATbCA HacTpovka (B Bepcum  Kpuntollpo CSP 3.9 pgoctyneH €AWMHCTBEHHbIM  Tun
kpuntonpoBangepa: GOST R 34.10-2001 Signature with Diffie-Hellman Key Exchange), nocne uvero ans
COOTBETCTBYOLWMX Kpuntorpaduyeckmx anropMtMoB peaan3oBaHa BO3MOXHOCTb YCTAaHOBKM NMapaMeTpoB:

o OCYLLeCTBNSETCA YCTAaHOBKa MapamMeTpoB anropuytMa xewwupoBaHuss - [OCT P 34.11-94
(napaMeTpbl MO YMONYaHUIO);

o OCyLLEeCTB/SIeTCS yCTaHOBKa MapaMeTpoB anroputMa wndposaHus — FMOCT 28147-89 (napaMeTpobl
no ymon4yaHuio, napametpbl Ockap 1.0, napameTtpbl Ockap 1.1, napameTtpbl PWUK1, napameTpsbl
wndpoeaHna 1, napameTpsbl WKNdpoBaHUs 2, napameTpbl wnudpoBaHusa 3).

) yCTaHOBKa MapaMeTpoB anropuytMa BblpaboTKu M NMpOBEpPKU 3NEKTPOHHOM uMdbpoBOK Nnoanucm
- TOCT P 34.10-2001 (napameTpbl N0 ymMon4aHuto, napameTpbl Ockap 2.X, napamMeTpbl nognucu 1);

o yCTaHOBKa napameTpoB anroputma Auddwu-XennmaHa - FOCT P 34.10-2001 (napameTpbl
obMeHa no ymon4yaHuio, napamMeTpbl obmeHa 1).

2.9. Hactpomnka ayteHTUdUKaunm B aoMeHe Windows.

Bknagka Winlogon koHTponbHol naHenu CK3W Kpuntollpo CSP npegHasHayeHa A1 HAaCTPOMKM
ayTeHTUdMKaUMM B JOMEHe C UCnosb3oBaHmeM anroputmos OCT.

Ona nactpoikn Winlogon BbinonHute Myck = Mporpammbl = Kpuntolpo = Kpuntollpo CSP
n nepengute Ha Bknaaky Winlogon (cMm. Puc. 65):
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F A
2 Kpunrollpo CSP 29
Ofwme I ObopynoBaHWe | CepBuC | LOononHKUTENEHD
AnropyUTHEl | BEsONacHOCTE | Winlogan | HacTpoiika TLS

KNHOYEB0A CHMTEIBATENE MO YMONYSHID
BeibepiTe C5P AnA HacTpolik;

Crypto-Pro GOST R 34, 10-2001 Cryptographic Service Provider
BolbepHTe CYMTHIBETENE:

He yCTaHoBneH

MapaMeTpbl

|:| OTRnoYATh KpunTolpa Winlogon

Mcnone3oBaTe anropdTHel KpunTallpo C5P Ha KDC

Mo eHTUDMKATOPE KOHTPONNEDOE A0MEHS

Ok ] [ OTMEHE MPHUMEHKMTE

LS )

Puc. 65. KontposnbHaa naHenb, Bknagka Winlogon.

Mpwn ycTaHoBKe Ha KOHTposnep agomeHa 6ypetr poctynHa ans Bbibopa onums Ucnonb3oBaTtb
anroputmbl Kpuntollpo CSP Ha KDC u 6yayT 3anoniHeHbl NONs MAEHTUHUKATOPOB KOHTpoJsnepa
AomeHa. MNoapobHo o HacTpolrike Winlogon CM. COOTBETCTBYHOLLYIO AOKYMEHTaLMIO.

Mpn HeobxoAUMOCTM MOXHO MOSHOCTbIO OTKAKYUTL UcCnofb3oBaHue anropmtmos [OCT npwm
ayTeHTuduKaumm B gomeHe. [ina aToro npegHasHadveHa onuus OtTknwountb Kpuntollpo Winlogon.

2.10. Hactpownku TLS.

Bknagka Hactpo#ika TLS Ha KoHTponbHOM naHenu CK3U Kpuntollpo CSP npeaHasHaudeHa ans
HacTporkuM  npotokona TLS, obecneuymBatoweM  ayTeHTUdMKALMIO  CBA3bIBAIOWMXCA  CTOPOH,
KOH®UAEHUMANBHOCTb M LENIOCTHOCTb NepeckiiaeMon nHpopMauum.

Ons HacTtpoiikn TLS BbinonHuTe Myck = Mporpammbl = Kpuntolpo = Kpuntollpo CSP u
nepenanTe Ha Bknaaky Hacrponka TLS (cm. Puc. 65).

Mpwn ycraHoBneHmn ¢nara B none knveHta WMcnonb3oBatb npotokon OCSP, kIneHToM
OCYLLECTBISIETCA NPOTOKON NpoBepku cepTudmkaTa no 6ase cepsepa OCSP Responder.

Mpwn yctaHoBneHuu ¢nara B none knmeHta He nmpoBepsaTb cepTudukatr cepBepa Ha OT3bIB,
K/IMEHTOM He nNpOM3BOAMTCH MpoOBepKa CepTUdUKATOB Ha MNPUHAANEXHOCTb CMUCKY OTO3BaHHbIX
ceptucdukatos (CRL).

Mpn ycraHoBneHun ¢nara B none knveHta He mcnonb3oBaTb ycrtapeswue cipher suite-bi
OTK/1I04aeTCs BO3MOXHOCTb UCMNOAb30BaHus cipher suite, B KoTopbiX 6bln 06HapyXeHbl yS3BUMOCTHU.

Mpu ycTtaHoBneHun dnara B nosie cepBepa WMcnonb3oBatb nportokon OCSP, cepsepoMm
OCYLLECTB/ISIETCSA MPOTOKOS NPOBEPKM cepTudmkaTa no 6ase cepsepa OCSP Responder.

MyTeM yCTaHOBNIEHUSI COOTBETCTBYHOLWMX (naroB B MNONAX CEpBepa AOCTUIraeTcsl OTK/IHYEHMe
CepBepoM MpoBepKu cepTudmKaTa KAMEHTA Ha HanuuMe B CMMUCKE OTO3BAHHbLIX CepTUdMKATOB, NPOBEPKU
HasHayeHus cobCTBEHHOro cepTudwukaTa, MCNonb3oBaHMe cipher suite, B KOTOpbIX 6bln 06HapyXeHbl
YySI3BUMOCTH,
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MNMocpeacTBoM  yCTaHOBAEHUS/cHATMA  dnaros,

CBA3aHHbIX C

paclmpeHnem

Renegotiation

Indication, koHTponupyeTtcs TpeboBaHne 6e30nacHOro CBA3biBaHMA Heckonbkux da3 handshake (cm. RFC

5746).

B cOOTBETCTBYOLWMX NOMAX HaCTpansBaeTca pa3Mep K3la Ceccmin n MakcmMasbHoe 4Yncno LEHTPOB

cepTudumnkaummn B 3anpoce ceptudmukara.

i Kpunrollpo CSP

=

Ofwme I DbopynoBaHue | CepBHcC I LJononHKWTENsHD |
ANroprTHE | BESONACHOCTE | Winlogon | HacTpoiikin TLS
KnmueHt

Mcnonb3oBaTe NpaToron OCSP
["|He npoBepATL CEPTUAMKAT CEPEEPE Ha OT3bIB
["|He npoBepATE HasHaYEHME COBCTEEHHOMD CEPTUOMKATA
He ucnonbsoeaTe yoTapeswme dpher suite-t
Cepeep
MononbsosaTte npoTokon OCSP
["|He npoBepATE CEPTHHWKAT KNMEHTA Ha OTSLIE
["|He npoBepsaTE HasHaYeHMe CoBCTEEHHOMD CEPTUDMKATE
|:| He Mnonb30BaTE YCTaPEeELWME cpher suite-si
[ Noapaepwieate RFC 5746 (Renegotiation Indication)
[| TpefiosaTe nogaepsy RFC 5746 (Renegotiation Indication)
[ Mcnonb3oBaTE CEPTUhMKET KOMNLKOTEPE N0 YMOMYEHWID
PasmMep Kala cecoi: 54

MakcMManeHoe Yicno LG B 3anpoce cepTudukaTa: 100 =

[ DK J[ OTMeHa ] MpHUMEHKMTE

Puc.66. KoHTponbHasa naHenb, Bkjagka Hacrpoiika TLS
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3. IHTepdenc reHepaummn Kro4ven

3.1. CozpaHue KI4eBOro KoOHTenHepa

3.1.1. Bbibop KNOYEBOro HoCHUTENS

Mpn co3paHMM KNKOYEBOrO KOHTEMHEpa cucteMa 0TobpasuT OKHO Bbibopa KIOYEBOrO HOCUTENS
(cM. Puc. ).

KpvnTtollpo CSP il

0:03:55
(20w BorasTe YHCTEIR KAKYEE0R HOCHTE
GE=d ''897aBaB0-a97e-4974-Bi0c-a5bfbefb 33",

— CeeneHua
YeTpolicTEa: B oT aENEHHEIA HOCHTE Mk
IE Y
CoCTOAHME:
Feectp

= _

Misre menn LI
F, I OTreHa Ceegenua <<

Puc. 67. Bbi6op kno4yeBOro Hocurens

DT0 OKHO oOTo6pa)kaeTca B TOM C/lydae, Korda mMoJib30BaTeflb UMEeT HECKOSIbKO YCTPOWCTB,
CNyXallMx KAYEBbIMU CUMTbIBATENAMU. B cnydyae, Koroa K/IKOUEBOW CUMTbiBaTeNb TOSIbKO OAWH, OH
BblIBMpPaEeTCca aBTOMaTUYECKU, M 3TO OKHO He oTobpakaeTcs.

Mocne Toro, Kak K/loUeBOoi CUMThIBATENb BbiGpaH, HaxMnTe KHonky OK.

3.1.2. TeHepauus HavyanbHOM NnocnegosBaTenbHocTM ACYH

Mocne BblbOpa KAOYEBOro CUYUTbLIBATENS, €CfiM B CUCTEME He YCTaHoBfieH annapaTHbin [ACY,
cucrtema otobpasnT OKHO «buonornyecknii gaTtumk cnyvyamHbix uncen» (cMm. Puc. ).

( Kpuntollpo CSP lﬁ1

009251

Bronoryeckii OaTHHK I'_I'I'E.l"-lal-.:1Hb-D( H{ceEn

Yo

HaMMaiTe KNSBsMwM 1A I'IEFIEMELLI.EI[&TE YEa3aTens
MBILWKM HAO 3THM OKHOM 00 TEX NOp, NOKA KNKDY He ﬁ'!.l'D.ET
Co30aH. ..

A

OTMEHE

L =

Puc. 68. BMonormyeckuii AaTumK ciydaiHbIX umcesn

Buonorynyeckmin  gatumk CJ'Iy‘«-IaIZHbIX ymcen npeaHasHa4veH Angd reHepauumun Ha4anbHOWN
nocneaoBaTesIbHOCTU AaTUMKa CﬂyanIHbIX yuncersn.

ans reHepauunm Heo6XoANMO HaXXnuMaTb Ha KJIaBULLM WUN ABUTaTb MbIWbIO.
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3.1.3. Wcnonb3oBaHWEM CEPBUCHOIO AecKTona

B onepaumoHHbix cuctemax Windows Vista/2008/7/2008R2/8/2012 B cny4yae wcnosib30BaHUSA
cnyx6bl XpaHeHus knwuyen ansg ypoBHa KC1l mnm mcnonb3oBaHUS AATUYMKOB Cry4valiHbIX yucen Ans

ypoBHen KC2/KC3 (Buonornyeckun CH) ananoru Beibopa cUMTbIBATENS U FEHEPAUMKN KitOUa MOSBSIOTCA
Ha CepBMCHOM AecKTone.

Mpu ncnonb3oBaHuUM cnyx6bbl xpaHeHus knouen B pabote Kpuntollpo CSP 3.9 Ha onepauMoHHbIX
cuctemax Windows 8/Server 2012 Heobxoaumo, 4Tobbl Ha cepBepe 6bina 3anyleHa cnyxba obHapyxeHus
MHTEepaKTUBHbIX OKOH (UIODetect). ans 3TOro B peaaktope peecTpa B pasgene
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Windows Heo6x0AMMO BbICTaBUTb 3HauyeHue
napametpa "NolnteractiveServices" B 0(no ymonyaHuto BbiCTaB/ieH B 1).

x|
0:09:47
L BcTapeTe 4MCTRIA KNOYEE0R HOCHTENL
GIETd "pkicl-23938255-3d7d-48c2-a5a8- T ¥ Fabfb 22"

—CeensHWA

YoTpoicTEa: BoTaEneHHBIR HOCHTENE:

CocTosHwe:

QK I CmaeHa CeenetuA <<

Puc. 69. Bbi6op K/1l04EBOro HOCUTENIA HA CEPBUCHOM fiecKTone
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Kpuntollpo CSP |

0:09:50

Bronoriueckii OaTHHK mWEIﬁHbI}( HHCEN

HasMMaiTe KNSEMLWIA 1A I'IEDEHEIJJ.EETE YEa3aTens
MBIl HEO 3THM OKHOM 00 TEX NOp, NOKE KNHY He EWII.ET
coznaH...

IHETl

Puc. 70. Bbi6op Buonornueckuii 1CH Ha cepBMCHOM fecKTone

3.1.4. Bsoa naposid Ha AOCTYN K 3aKPbITOMY K/HOYYy

Mocne 3aBeplweHns paboTbl 6MONOMMYECKOro AaTumMKa CAy4YalHbIX YMcen cuctema otobpasuT OKHO
BBOJAA Naposis Ha AOCTYN K 3aKpbITOMY K/lOUy CO34aBaeMoro KoHtenHepa (cm. Puc. ).

[ g Kpunrollpo CSP ﬁw

0:09:54
[ p SanaliTe Naponk ANA CO3AEBAEMOrD KoHTelfHepa -
ZE= 31c34d17-9457-49ca1-89f7-e613f0ebaaf3"

(@ YCTaHOBMTL HOBLIA Dapons EM

HoBeii Naponk:

MNogTEEpH OEHHE:

Puc. 71. BBoa napons Ha AOCTYN K 3aKpPbITOMY KJ1IOUy

b

B 3TOM OKHe cyLlecTByeT BO3MOXHOCTb BBOAA TEKCTOBOrO Napofs Ha AOCTYMN K 3aKPbITOMY K04y
CO34aBaeMOro KoHTelHepa (OAWMH M TOT e naposib Heob6xoauMMo BBecTM B nonss HoBbiM nmaponb wu
MoarBeprkaeHue).

Mocne BBoAa naponsa Haxmute KHonky OK.

Ecnu knoy reHepupyeTcs Ha HOCUTeNb, NoAAEPXMBAKOLWMIA annapaTHbIM Naposib UAW NUH-KOA, TO
Heo6xoANMMO BBECTU TOT Naposb (MUH-KOA), KOTOPbIM YCTAaHOBJIEH HA 3TOT K/1IOYEBOW HOCUTENb.
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3.1.5. Bbibop cnocoba 3awmnTbl AOCTYyMNa K 3aKPbITOMY K04y

Mommnmo BBoaa napons B CK3U «Kpuntollpo CSP» cylwecTBYyOT Apyrmve cpeacTBa 3awmTbl AOCTyNa
K 3aKkpblTOMy K/o4y. Ona Bbibopa noaxoaswiero cpeacTsa 3allMTbl B OKHE BBOAA MAposis Ha AOCTyn K
3aKpbITOMY K04y CO34aBaeMoro KoHTenHep (cM. Puc. ) HaxmuTe kHonky NMoapo6Hee. Crctema oTo6pasuT
OKHO Bblbopa crnocoba 3awmMTbl AOCTYyNa K 3aKpbITOMY K/O4y CO34aBaeMoro KoHTewHepa (cMm. Puc. ).
3awmTa HocuTenen NoAAepXuUBaloLWMX annapaTHbii Naposb (MMH-KOA) BO3MOXHA TONIbKO Ha 3TOM Mapone
(nnH-KkogZe).

[ E Kpunrollpo CSP [-E?-f

0:09:29
?j YCTaHOBWMTE Napont Ha COSAaBaEMBIN KOHTENRHER "555",

L3
=

@) ¥CTEaHOBMTE HOBBIM 0Ep0Ne EM

HoBkIlA Napons:
MoATEEMHAEHNE:

YCTEHOBUTE MACcTEP-HIHOY [

C0303Th HOBRIA KOHTEAHED

EEI3JJ,E.I'IP1TI: KIHOY Ha HECKONEKD HOCMTENEA

L

[4,]

| 0K | OTmMeHa

Puc. 72. Bbi6op cpeacTsa 3alimTbl AOCTYNA K 3aKPbITOMY KJ1lOUy

b

B 3TOM OKHe coaepxaTcs cneayrowme nons:

. YCTaHOBUTb HOBbIW MapoJib — BBOA TEKCTOBOrO Napons;

L] YCcTaHOBUTDb MacTep-Kamw4y - 3aLIJVId)pOBaHVIe AAHHOINo 3aKpbITOro KJ4Ya Ha [Apyrom
3aKpbITOM KJtoYe (M3 ApYyroro Kit4YeBoro KoOHTelHepa);

L] PaspaenuTtb K104 HAQ HECKOJIbKO HOocUuTeneun - pasaeneHne AaHHOro 3aKpbITOro Ksiro4da Ha
HECKONbKO HocuTenen ansa obecneyeHmns AocTyna K Hemy.

Ona Bo3BpaTa n3 okHa Bbibopa crnocoba 3awmTbl AOCTYNa K 3aKpbITOMy kaody (CM. PUC. ) K OKHY
BBOAA Napons Ha goctyn (cM. Puc. ) NnoBTOPHO HaxmuTe KHOMKy Moapo6bHee.

3.1.5.1. YcTtaHOBKa HOBOro napons

Ecnn nepekntoyaTtenb yCTaHOB/IEH B MoJjle YCTAHOBUTb HOBbIA naponb (cM. Puc. ), To CK3U
«Kpuntolpo CSP» ocCywecTBMT 3awWuTy K/4Ya npyv MNOMOWM Napons Ha AOCTyn, BBEAEHHOro C
KnaBuaTypbl. Heo6x04MMO OCyLLeCcTBUTb AENCTBUS, ONMUCaHHble B NyHKTe 3.1.4.

3.1.5.2. YcraHOBKa MacTep-KJoya

Ecnu nepeknioyaTtens yctaHOBAeH B none YcTaHOBUTb Mactep-katou (cMm. Puc. ), to CK3U
«Kpuntolpo CSP» ocywecTBUT 3awWwmTy KK4Ya npu NoMowm 3awmdpoBaHUa AaHHOIO 3aKpbITOro K/ko4a
Ha ApPYroMm 3aKpbITOM KJlOYe.

Ons sToro Heo6xo4MMO BBECTU UMS KOHTeWHepa (Man BbibpaTb KOHTEMHEpP M3 CMcKa C MOMOLLbHO
KHONKkn BblI6paTb), coaepikallero 3aKpbiTbll K04, Ha KOTOpOM 6yaeT ocylecTBAeHO 3awundpoBaHue
WMCXOAHOrO0 3aKpbITOro K4a. MNMpu HaxaTum KHonkn BblibpaTtb cnuctema oTob6pasnT CNMCOK CyLLECTBYOLWMX
KOHTeWHepoB (cM. Puc. ).
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r N

Kpuntollpo CSP -

0:09: 56
Bribop KNHOYEB0ro KOHTERHEPA

E CNUCKE NOKEa3blEATE:

@ [py#wecTBeHHbIE MMEHS ) ¥HWKANbHEIE MMEHS

CRWCoK KNioYesbIx KDHTEﬁHEDDB None30B3TENA.

=
CyYMTEIBATENE  MMA KOHTEAHEDS

PeecTp le-5ffafafi-3d 23-443b-afal-af298d 1c754a

PeecTp le-ba364ebs-ddfe-4054-a2fa-ddecc2334b00

Ok ] I OTmeHa

L

Puc. 66. Cn1Mcok CcyulecTBYHLHNUX KOHTEHEepoB

Mocne BbiGopa HeobX0AMMOro KOHTelHepa HaxmuTe kHonky OK. [pu 3ToM npowusonger
3awndpoBaHmMe AAaHHOMO 3aKpbITOro K/4Ya Ha Koye BbiI6BpaHHOro KoHTenHepa.

CK3U «Kpuntollpo CSP» no3BonsieT oCcyLecTBNsaTb 3awmndpoBaHne AAaHHOMO K/4Ya He TOJIbKO Ha
CYLLeCTBYIOLWEM 3aKpbITOM Kitode. Mpu yctaHoBKe cdrara Hanpotus nonsi Co3aaTh HOBbIA KOHTEWHep
(cM. Puc. ) cuctema aHanormMYHO CO34aCT HOBbI KOHTEMHEP M Ha ero K/l4e OCyLecTBUT 3alndposaHue
3aKpbITOro K/4a AaHHOMo KOHTenHepa.

3.1.5.3. Pa3aeneHuve KnroYa Ha HECKOJIbKO HOocUutTenemn

Ecnu nepekntoyaTenb yCTaHoB/ieH B nosie PasgenuTb KJIIOM HAa HECKOJIbKO Hocutesneu (CM.
Puc. ), To CK3U «Kpuntolpo CSP» ocywecTBMT 3alMTy K/to4ya Npu NMoMoLM pa3geneHus AoCcTyna K HeEMY
MeXAy HEeCKOIbKMMWU Ko4YeBbIMW HOocuTenamu. Kaxablii U3 3TUX HOCUTenen SIBNSeTCsl CaMOCTOSTeNIbHbIM
KOHTEMNHEepPOM C CO6CTBEHHbIM NaposieM Ha AOCTYN K 3aKPbITOMY KJ/TtO4Y.

HeobxoaAnMO 3anonHUTL crneayowue nons:

e KonunuecTtBO HOCUTENEN ANA 3arpy3kKmM — UYNCO HOCUTENEN, HEeobXoaAMMbIX ANa AOCTyna K
3aKpbITOMY KIO4y.

o O6Lwee KONMNMYECTBO HOcUTenem — oblilee KONMMYECTBO HOCUTENEN, MeXay KOTOPbIMU KoY
6yneT pa3aeneH.

Mocne 3anosHeHMs 3TUX MNoOJSen cucTtema nepeﬁ.qu K npoueccy co3aaHuna HOBbIX KOHTEVIHepOB,
y4yacCTBYwWNX B pasgesieHnMn WUCXoAQHOro Kitk4a. Konunyectso co3naBaeMbix KOHTeVIHepOB paBHO
3HA4YEHWND, YKa3aHHOMY B none Ob6uee KOJIMYECTBO HOCUTENeN:

1. [Ona kaxAaoro co3jaBaeMoOro KOHTeWHepa cucTemMa 0To6pa3svT OKHO Bbibopa KIO4YEBOro
Hocutens (cMm. Puc. ). B 3ToM okHe HeobxoauMmo BbibpaTb HOCUTenb, KOTOpbI 6yAeT ydacTBoBaTb B
pasgeneHunu Kwva.

2. Tocne TOro, Kak Anss BCeX KOHTeNHepoB BbibpaHbl HOCUTENW, cucTeMa OTO6pasuT OKHO
«Bbrnonornyeckun gatunk cny4vamHblx ymcen» (cM. Puc. ), B KOTOPOM MNpPOU3ONAET reHepaums HadasibHOM
nocnegoBaTeNlbHOCTU AaTumKa CiydarHbIX yucen. Ecnm yctaHoBneH (u3nMyeckmin AaTuuk Ciy4YanHbIX
ymcen, To reHepaumnsa npomsseaeHa byaet M. B 3ToOM cnyyae OKHO «BMONOrMYEcKMn AaTunK CryyYanHbIX
umncen» otobpaxartbcs He byaerT.

3. Tlocne 3aBeplieHMS reHepaumn cucteMa OToH6pa3uMT OKHO BBOAA Mapons Ha A[ocTyn K
3aKpbITOMY K/HOYY A5 KaXAO0ro co34aBaeMoro KoHTerHepa (cM. Puc. ). B aToM okHe Heo6xoanuMo BBeCTU
naponb nmbo BbIGpaTb Apyroe CpeacTBO 3alimMTbl AOCTyNa K 3aKpbITOMY KJOYYy MPU MOMOLUM KHOMKKU
Moapo6Hee (cM. Puc. ).

MNMocne TOro, Kak BCe KOHTEWHepbl, y4yacTBylolwMe B pasgefeHun kwda, 6yayT co3aaHbl,
npousoinaeT npolecc obecrneyeHns 3allmThl AOCTYMa K 3aKpbITOMY KoY.
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3.2. OTKpbITHE KIHOYEBOI0 KOHTEMHEPA

3.2.1. OTcyTCTBME KIKOYEBOr0 HOCUTENS

B cnyyae oOTCYyTCTBUSI K/HOMEBOIO HOCUTENSI MPWU OTKPLITUM KIIOYEBOrO KOHTEWHepa cucTeMa
oTo6pasuT okHo, cooblatowee 06 oTcyTCTBMM HOoCcuTens (CcM. Puc. ).

;|§ BoTaeeTe KAKYEBON HOCHTENE
=3 QO0DO0D0_FEEE4875-FC.
— CeEaaeHHA
HerpolicTea: B cTaEneHHEIN HOCHTEnE:

CocToAHKE:

Huckoean, a:
OTCYTCTEYET HOCHTENG.

OTreHa CeegeHMA <<

Puc. 67. OTcytcTtBMEe He06X0AMMOro HocUTens

Mocne Toro, Kak HocuTenb 6yAeT NOAK/IIOUEH, CUCTEMA NepelleT K creaytoweMy okHy (cM. Puc. ).

Ecnu TpebyeMbin HOCUTENb YCTAaHOBUTb HE YyAaeTCs, HaXMuTe KHornky OTMeHa. B 3toM cnyuyae
Npouecc OTKPbITUS KOHTEMHEpPa NpeKpaTuTcs.

B cnyyae, korga Heo6XoAMMbIA KKYEBOM HOCUTENb MNOAKJIKOYEH, OKHO, coobwatowee 06
OTCYTCTBUM KJIKOYEBOIro HOCUTENs, oTobpaxaTbCcst He byaeT.
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3.2.2. NMpoBepka Naposig Ha AOCTYN K 3aKPbITOMY K04y

lMocne TOro, Kkak HeobXxoaAuMbIA HOCUTENb YCTaHOB/EH, Ccucrtema I'IOTp66YET noaTeBepXaeHume
naponas Ha A0CTYyN K 3aKpbITOMY K04y OTKPbIBAEMOIo KOHTeVIHepa.

3.2.2.1. MpoBepka TEeKCTOBOro naposns

Ecnu 3awmTa AocTyna K 3aKpbITOMy K4y 6blia ocyllecTBieHa npu nNoMoLwmM BBOAA TEKCTOBOMO
naponsa (cM. nyHkT 3.1.5.1), To 6yaetr oTo6pakeHO OKHO MpOBEpKW Napons Ans A0CTyna K 3aKpblTOMY
KJII04Y OTKpbIBAEMOro KoHTenHepa (cMm. Puc. ).

BesauTe naponk 4078 KoHTEHHEPa
bd8bade-cI0e-dacs-beel-63 B53abdbe. 4

Mapone: I"’“‘

[T ZanotnuTe naponk
omes |

Puc. 68. NMNpoBepka napona Ha AOCTYN K 3aKPbITOMY KJIO4Yy

Ecnn paHee BO BpeMsa BBOAA Napons Ha [AOCTYN K 3aKpbITOMYy KoYy dnar HanpoTuB nons
CoxpaHnTb Naponb 6bi1 YCTaHOB/IEH, TO Naposib 6bis1 COXpaHeH B peecTpe. MoBTOpPHbIN BBOA (NpoBepka)
3TOro napons He TpebyeTcs, N03TOMY OKHO NpoBepKu napons otobpaxeHo He byaerT.

Ecnn naposib BBeAeH HEBEPHO, CUCTEMaA NMOMNPOCUT NMOBTOPHO BBECTU MapoO/ib.

MpuMmeyaHue. HocuTenu, uWMeLWMe annapaTtHblii MNUH-KOA,

ll_._._“ MOTYT MMETb OrpaHWYeHMEe Ha KOJIMYECTBO HeyAauyHbIX MOMbITOK BBOAA

== naponsa. [lpeBblleHWe 3TOro npeaena nNpuMBOAUT K 6JI0KMPOBAHUIO
HOCUTENS NN KOHTElHepa.

3.2.2.2. MpoBepka napons npv 3awinMdpoBaHUU KJIlOYa Ha APYroOM KJio4e

Ecnn 3awmta pgoctyna K 3akpblTOMy K4y 6blia ocyuwecTsfieHa Npy nNoMowM 3awndpoBaHus
[aHHOro 3aKpbITOro KJk4a Ha APYroM 3aKpbITOM ktode (cM. nyHKT 3.1.5.2), To byaet oTobpakeHo OKHO
NpoBepKn napons Ans AOCTyna K 3aKpbITOMY KOy KOHTelHepa, Ha KJl4ve KOTOpPOoro MnpoBOAWMSIOCH
3awmndposanHue (cm. Puc. ).

Mocne TOro, Kak 6bia MOMy4YeH AOCTYN K K4y pacwundpoBaHus, NMpoM3onaeT pacwmndpoBaHme
KJ1l04a OTKPbIBAEMOI0 KOHTENHepa.

3.2.2.3. MpoBepka napons npu pasaeneHun Kjr4vya Mexxay HeCKOJIbKUMu
HOCUTENSAMMU

Ecnu 3awmrta focTyna K 3aKpbiTOMY K4y OCyLWEecTBAsnacb Npu MOMOLWLM pasdefieHns Kwuya
Mexay HocuTensamm (cM. nyHKT 3.1.5.3), To npoBepky TpebyeTcs OCyLeCcTBUTb A8 TaKOro KosmM4yecTBa
HocuTenel, kakoe 6bino0 ykasaHo B none KonuuecTtBo HocuTenem pAnsa 3arpysku npu cosjaHuu
KOHTelHepa. pn HaxoXAeHUU OAHOr0 U3 K4va CUCTEMA OCYLLUECTBUT CTaHAApPTHYK MPOBEPKY napons
ANS KNoya-4acTtu.

Mpn OTKPbITUM OAHOMO W3 HOCUTENIEW, YYacTBYIOLIEr0O B pasfesieHun Kida HEeKOoTOoporo
KOHTelHepa (@ BCeE OHW B CBOI O4Yepedb TakKXkKe ABASIOTCA HOCUTENSMW), MPOBEPKA Maposis Ha AOCTYn K
3aKpbITOMY K/OUY NMPOBOAMTCA B COOTBETCTBMM CO CMOCO6OM 3aLUUThbl AOCTYMNA K KAOYY, MPUMEHEHHBLIM K
JaHHOMY HocuTento. B obueM cnydae, AN pasHbiX HOCUTENEN, YYACTBYIOLWNX B pasfeneHnn 3aKpbIToro
K/l0Ya OAHOIM0 M TOr0 Xe KOHTeWHepa, MOryT 6biTb MPUMEHEHbl pasHble Crocobbl 3aluThl AOCTYyna K
KJTHouYy.
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3.3. leHepauusa kao4Yen U nonyyeHme ceptnudukata npm nomowm YL

Onsa dopMUPOBAHUSA NIMUHBIX KTHOUYEN M NoSlyYeHns cepTUdUKaToB MOXKHO BOCMO/Ib30BaTbLCS
TecTtoBbIM LleHTpoM CepTudukaumm http://www.cryptopro.ru/certsrv.

,’;‘- Cnyuebbl cepTydrkalyy Active Directory (Microsoft) - Windows Internet Explorer - | Ellil
@:—-\/ = I"" htep: f feryptopra.ruf cerksey fcerbrgma, asp j 3| X Inf" Live Search £~

Jgaﬁn Npaeka Buag MsbpaHHoe Cepedc  Crnpaeka

5.7 MsBpaHHoe W Cyhibl cepTrdkaumK Active Directory (Microsoft) | |

Microsoft Cnyx6e ceptudmrauum Active Directory — Test Center CRYPTO-PRO

PacwupeHHbIA 3anpoc cepTudhukaTa

WpenTudmumpyromme ceefeHna:

Ama: ICH,D,DpDEI MeaH Meanoeuy

3NeKkTpOHHAA NouTa: Isidur@mail_ru

Opranuaayua: |ACME

MogpasgeneHue: IMEpKETHHF

Mopoa: II"u"IDCKEla

OBnacTe, wrar: |
CrpaHa, pernoH: IRU

Hy#HEBIR TUN cepTUduEaTa:

|CepTu¢HKaT NPOBEPKN NOAMWHHOCTI KNHEHTA j

MapameTpel KNoYa:

% Coapate HoBLIT HaBop kniouelin  © Mononsaoeatk cyllecTByW WA Habop knuei

CSF’:ICryptn—F'ra GOST R 34.10-2001 Cryptographic Service Provider j

McnonsaoeaHne
KNHIYen:

I | IEECINEY, P )

F'a:uuep knioua: 512 MakcHmaneHs:S
o ABTOMATUYECKDE MMA KDHTEHHEpE KNH4a = 33.,D,EHHDE none3oBarenem MMA
KDHTEﬁHEpS KnHda

" Exchange © Mognuce @ Ofa -

12, ‘ en
1z |CTERASETHEE pEIvEps KNS E12)
=

I NomeTtuts kNiou kak 3kcnopTHpyemblil
™ Brniounts yeuneHHyo 3aLLuTy 3aKpLITOrG KNKYa

™ Mcnonsaceats nokansHoe XpaHUNUWEe KOMNLTepa ANA CepThdnkara
CoxpaHaem cepmubukam e MOKansHOM XpaHunuLe
aMecmo MoMs30eamensGKo20 XpaHunuwa cepmudhurkamos. He
yomaxaenuesem kopHeeol cepmudpukam LC. Heobxodumo beims
adMuHUCmpamopon, ymobsl co3dams NOKaNsHOE
XpaHuUULUe. hd

Puc. 69. Nl'eHepauus karo4ya npu nomoiwum YL
B ananore cosgaHus knoyva n dopMmpoBaHuMs 3anpoca Ha ceptudwukaTt 3agarnte "Mma Bnagensbua"
cepTudumkaTa n BBeguTe CBON agpec 3neKTpoHHOW noytel "Agpec E-Mail".

Ecnn 3anpawwuBaemblil cepTudukat npeanofnaraeTcsd WCNONb30BaTb B 3/IEKTPOHHOM MouTe,
BbibepuTe 3awmuleHHaA 3/1IEKTPOHHAA noyTa B pasgene O6nacTb NnpMMeHEeHUA KYa.

Ecnn 3anpawwuBaembilii cepTuduKaT npegnonaraeTcsa MCMNosib3oBaTtb B npoTokone TLS, Bbibepute
Ceptudmkar ayreHTMdmkaumm KnmeHTa B pasgene O6s1actb NpMMEHEHUs KJ4a.

NMpuMeuaHune. Ecnn BBeAeHHbI agpec NnoyTbl HE cCOBMajaeTt C

ll_._._“ 3aperncTpmpoBaHHbiM  agpecom B Outlook Express  (Outlook),

== MCNOMb30BaTbh Kpuntorpaduyeckme @GOYHKUMW B 3NEKTPOHHOM nouyTe
6yaeT HEBO3MOXHO.
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4. OnncaHmne UCnosib30BaHusl, HAaCTPOEK M yrnpasB/ieHUs
KJSIto4aMu Moaynsa ceteBon ayteHTudukaumm Kpunrtollpo TLS

4.1. Pa3sMelueHune cepTudumkaTta ayTeHTUpUKaumm cepeepa Ha
cepsepe ISA/TMG

Ha komnbioTepe ¢ cepsepoM ISA cepTudumkaT ayTeHTMdMKaUMKN cepBepa Ao/KeH bbiTb pasmelleH
B XpaHunuuie JlokanbHbIi kOMMNbioTep\JIMUHbIE C NPUBSI3KOM K KIOUEBOMY KOHTEWHepY JIOKanbHOro
komnbtoTepa. Ceptudwukat LeHTpa cepTudukaummn, BbIAABLUErO 3TOT CcepTudMKaT - B XpaHuuuie
JlokanbHbI KoMnbloTep\[loBepeHHble KopHeBble LleHTpbl Ceptudmkaumm (ecin >3710T UC
KopHeBoW) nnn JlokanbHbii koMnbiloTep \lMpoMerxkyTouHblie LleHTpbl CepTtudunkauum (ecnum s7ot LIC
noAYMHEHHbIN. B 3TOM cny4ae BCe BblWecTosIWME cepTUdUKaTbl NPOMexyToyHbiXx LIC 1 KopHeBOM
cepTuduKaT AONXKHbI OblTb YCTAHOBMIEHbI B COOTBETCTBYHOLLME XPaHUIMLLA IOKANbLHOIO KOMMbOTEPA).

Ecnn knwo4eBOM KOHTENHep, COOTBETCTBYKOLWMI 3TOMY CepTUdUKATy, pacrosioXeH B peecTpe
KOMMNblOTEpa, TO HeobxoaMmMo A[o06aBUTb MpaBa Ha uYTeHMe-3anucb ANs CNyXebHon Y4YETHOM 3anucu
Network Service Ha pasaen peecTpa HKEY_LOCAL_MACHINE\SOFTWARE\Crypto
Pro\Settings\Keys

MpoBepuTb HanM4une HeobxoaAnMbIX CEPTUPUKATOB MOXKHO C MOMOLbK ocHacTkm "CepTudwukatbl”.
[ns 3anycka KOHCONU HYXHO BbiNoAHUTL Myck = MporpamMmmbl = Kpuntollpo = Ceptudunkarbl

% ‘Windows Update

@ BelGop NporpamM No YMoN4YaHuH
\l—: “:

"

KaTtanor Windows

(T) AsTosarpyska
) Mrper
. AoKyMEHTE [T) CTaHAapTHbIE

& Internet Explorer

MporpamMMe!

HacTpoika

23 Windows Messenger
HakTh S Windows Movie Maker
® MpourpeieaTents Windows Media

CnpaBKa H noAAepxKka o YASNEHHBIF NOMOLHHMK

@ Kpunto-NMpo 8 IE Kpunronpo csp
¥~ Kpuntollpo PKI

CepTHHKaTE

BeINOAHUTE. ..

JaBepleHre CeaHca AAMHHHCTPATOP. ..

Windows XP Professional

BbIKNHYHMTE KOMNBHITED, ..

IEHV:K

Puc. 70. 3anyck koHconun Ceptudukarbl

61



XKTAN.00083-01 90 03. KpunTtollpo CSP. MHCTpYKUMSA NO NCMONb30BaHUIO

[Mocne 3anycka KOpeHb KOHCO/IN AOJ/IKEH BbIrNSG4eTb I'IpM61'IVI3MTEJ'IbHO!

&' CepTudmkaTbl 15 =101 x|

EP Koncons  dedicTeme Bua  OkHo  Cnpaska I =15] x|
= |m B 2

£ KopeHb KoHCoAM Ma l
@ CepTHdHKaTLl - TEKYLWHH NONb30BaTENL @Cep‘rmbmaTm - TEKYLLMH NONb30BaTENE
£ CepTrdmkaTel (nokansHeIR KomMmbrOTED) EP CeprrdmkaTe! (noKaneHLI KoMnbloTep)

Puc. 71. KopeHb koHconun CepTtudukarbl

YcTaHOBUTE Kypcop Ha cepTudukaT cepeepa ISA:

& CepTudukaThl I ]

EJ Kovcons  AeficTeMe  BWa  Okeo  Cnpaska ‘Ailﬂ

= Bml i xeE| @

EHED CepTrdmaThl - Terywnii nonssosate a | | Homy seiaan 7 | #em eeinan | cpoxk asiictena | Hazwa
=3 Marete

EICI PeecTp
a CepThdHaTel
-] A0BEpEHHEIE KOPHEBEIS LWEHTPEI O
-] ADBEpHTENEHEIE OTHOWEHHA & Mt
[-[L7] MpoMesyToqHBIE LEHTPEI CEpTH
-1 OfberT nonbsoEaTENA Active Dire
-1 AoBeperHbE H3AATEMM
[]---D CEpTHIDHIKATE, K KOTOPBIM HET 40
-1 CTOPOHHHE KOPHEELIE UEHTPEI CEF
[+
[
[#

f- [ A0EepeHHER: nHLA
7 ApyrHe nonesosaTend
]D 3anpockl 3aAE0K Ha CcepTHMKaT
E-EP CepTrinKaThl (NOKanbHEIR KoMMHTE
EID INH4HEE
(2] PescTp
[ CeprvidmiaTe:
[-[17] ADBEpEHHBIE KOPHEEEIE WEHT 6! 0T
1] | AKX | |

|><paHHnHu.le PeecTp coaep#HT 1 cepTrdimiar, | |

Puc. 72. KopeHb koHcosin MMC

C ucnonb3oBaHmneM dyHkumnn «KonnposaTb», 3aHecuTe ceptudukat B 6ydep Clipboard

Mocne aTOro yCTaHOBMTE Kypcop Ha pa3gene «JIMuHble» cepTUdnKaToB SI0OKanbHOro KoMnbioTepa 1
BbINONHUTE PYHKUMIO «BCTaBUTb»

Mocne ycTaHOBKM cepTuduKaTa cepBepHor ayTeHTudukauum ISA, Takum xe obpasoM ycTtaHoBUTE
cepTuduKaT uUeHTpa cepTudukaumm B XpaHunuuwe <«[JoBepeHHble KOpPHEeBble LEeHTpbl cepTudukaunm»
XpaHUInLA NOKasbHOMO KOMMbIOTEPA.

4.2. PasMelleHne ceptndurkaTa KJIMEHTCKOMN ayTeHTUdUKaumMn Ha
cepsepe ISA/TMG

Ecnn mexay cepsepoM ISA n KoHeuHbIM Beb-cepBepoM TpebyeTcsa wundposaHue Tpaduka no TLS ¢
ayTeHTudumKauymen no ceptndukaTty KAneHTa, TO BbINYCKAETCHA cepTUdUKAT KIMEHTCKOM ayTeHTudumKaymm.
Ha komnbloTepe ¢ cepBepoM ISA 3TOT cepTuduKaT AosKeH ObiTb pasMelleH B XpaHunuvile JIokasnbHbIA
koMnbloTep \JInuHbI€ C MPUBSA3KON K KJIIOYEBOMY KOHTEWHepy JioKanbHOro komnetotepa. Ceptudwukar
LeHTpa  cepTudukaumm, BblAaBlwlero  3TOT  cepTudwmkaT - B xpaHunvuwe  JlokanbHbIA
koMmnbloTep\loBepeHHble KOpHeBble LleHTpbl Ceptudmkaumm (ecnm 3707 LC KOpHeBow) wnu
JNlokanbHbii koMmnbloTep \lMpomexxyTouHble LleHTpbl CepTudunkauum (ecnu 3701 LUC NOAUYMHEHHBIN.
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B 3ToM cny4dae Bce BbllwecTodAWwMme CepTMqJMKaTbI MPOMEXYTOUYHbIX LUC un KOpHEBOVI CepTVI(bMKaT AOJDKHbI
6bITb YCTaAHOBJ1IEHbI B COOTBETCTBYHOLWME XpaHUULLA JTOKA/IbHOIo KOMI'IbPOTepa).

Ecnn knwo4eBOM KOHTENHep, COOTBETCTBYKWOLWIA 3TOMY cepTudukaTy, pacrnosioXXeH B peecTpe
KOMMNblOTEpa, TO HeobxoaMmo A[o06aBUTb MpaBa Ha uYTeHMe-3anucb ANs CNyXebHon Y4YETHOM 3anucu
Network Service Ha pa3saen peecTtpa HKEY_LOCAL_MACHINE\SOFTWARE\Crypto
Pro\Settings\Keys

4.3. Hactpounka coegmnHeHus ¢ Web-knmeHTom

Mocne ycTtaHoBKM cepTUDMKATOB OTKPbITbIX K/to4yer, HeobxoaMMO YCTaHOBUTb WM HACTPOUTb
Cnywatens ansa BHewHero IP agpeca cepsepa (IP aapec ceteBoro nHtepdenca, 4OCTYNMHOO U3 BHELUHEN
cetn).

YcTtaHoBKa W HacTponka CnylwaTenen ocylwecTsnseTcs Ha Bknagke Incoming Web Requests okHa
cBomncTB ISA cepsepa (Puc. ):

B okHe ISA Management ycTaHOBWUTb KYpCOp Ha WMMsl CepBepa W HaxaTb MpaByl KHOMKY MbILK.
B nosBmBweMcsa MeHIo BbibpaTb NYHKT Properties.

B okHe cBonCTB cepBepa BbibpaTh 3aknaaky Incoming Web Requests.

Bbibepute pexum nHagmeuayanobHoro Cnywatens ans kaxaporo IP agpeca B none Identification.

MASLOY Properties 21|

General I Outgoing ‘web Requests
[ncarming Y'eb Requests | Auta Dizcoverny I Performance | BesonacHocTe

— ldentification

" Use the zame listener configuration for all IP addreszes

* ‘Configure listeners individually per IP address

SEerver | IF Address | Drigplay N| .-‘-‘-.uthentiu:...| Server C... |

add. | Benme | Edi |

TCF port: IBEI

S50 port: [443 [~ Enable S5L listeners

— Connechionz

Connection zettings: Configure. .. |

[ Ask unauthenticated uzers for identification

(] I OTraeHa [TpHMEHHTE

Puc. 80. YcTaHOBKa M HacTpoiika Cnywareneiu

Job6aebTe HoBOro Cnywatens B CNMCOK cnywartenen ISA cepsepa.
YcTtaHoBUTE UMSA cepBepa.
YcraHoBuTe BHewHWn IP-agpec, Ha KoTopblI 6yaeT HacTpoeH CnywaTenb.

Beegute wMs, C KkoTopbiM 6yner oTobpaxaTbCa AaHHbIM  CnywaTtenb B AafibHENLWEM
(onumoHanbHO).
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Seryer: [MasLOv =l
IP Address: [192.168.68.5 |
Diizplay M ame: Ipif.niku:uil.ru

[T Use a server certificate to authenticate to web clients

I Selest,. |

—Authentization
[ Basic with thiz domair:

I Selest domar... |

[ Digest with thiz domair:

I Select domain...

v Integrated

[ Client cerificate [secure channel only]

(] I Cancel

Puc. 81. flo6aBneHne Cnywartena/peaakrmpoBaHme cBoicTB Cnywartensa(1)

[na HacTpolikK 3alMLLEHHOro COeaANHEHMS N0 NPOTOKONY TLS € ABYXCTOPOHHEN ayTeHTUdMKaumm
cepsepa ISA Heobxoanmo:

B okHe pobaeneHunsa CnywaTtens wnuv B OKHE pefakTMpoBaHuUM CBOMCTB Cnywartens, ykasaTb Ha
ncnosb3oBaHue cepTuduKaTa cepsepa Npu ayTeHTUdMKaummn ¢ Web-knmeHTom.

Seryer: [MasLOv =l
IP Address: [192.168.68.5 |
Diigplay M ame: Ipif.niku:uil.ru

v Usze a server certificate to authenticate ta web clients

I Select... |

— Authentication
[ Basic with thiz domair:

I Selest domar... |

[ Digest with thiz domair:

I Select domain...

v Integrated

[ Client cerificate [secure channel only]

Ok, I Cancel |

Puc. 82. flo6aBneHue Cnywarensa/peaaktupoBaHue cBoucTB Cnywartensa(2)

BbibpaTb cepTudumkaT cepBepa, KOTopbin 6yaeT Mcnonb3oBaTbCs ANS ayTeEHTUdUKALNN.
HaxaTb KHONnKy Select.
B nosiBuBWwIEMCS OKHe BblibpaTb U3 Ccnucka cepTUdUKAT OTKPLITOroO Kjtova cepeBepa:
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Select Certificate el

Select a certificate from the lizt of certificates available on the specified
FEIVET

Certifizates:

lzzued Ta | lzzued By | E spiration Date | Friendly MName |

if. hikoil. 1 CATEST Ma.. 2470 2002

k. I Cancel

Puc. 733. Bbi6op cepTudmnkaTa OTKpPbITOro Kjroua cepsepa

YKka3aTb Ha ucnonb3oBaHune cepTudukata knueHTta (onumsa Client certificate (secure channel
only)).

Server IMAS Loy j
IP Address: [192.168.68.5 |
Dizplay Mame: Ipi[.niku:uil.ru

v Use a server certificate to authenticate to web clients

Ipif.niknil.ru Select... |

—Authentication
[ Basic with this domai:

I Select domait,..

[ Digest with thiz domair:

|

I Selest domair..

¥ Integrated

v ‘Client certificate [zecure channel onlyf

(] I Cancel

Puc. 74. fo6aBneHne Cnywarena/peaakrmpoBaHme cBoMcTB Cnywarensa(3)

Mocne ycTtaHOBKM cepTudukaTta (CepTUdPMKaATOB) OTKPbITbIX KO4Yen, HeobxoaMMO yCTaHOBUTb U
HacTpouTb Cnywatens (Web listener) ansa BHewHero IP agpeca cepsepa (IP agpec ceteBoro nHrepdeiica,
AOCTYMHOrO M3 BHELLHEN CeTH).

YcTaHoBKa M HacTpolika CrywaTtenei ocywecTBaseTca no AoOKyMeHTauum Ha ISA cepsep.

B okHe pobasneHusa Cnywatens umnmM B OKHE peAakTUpoBaHuu cBOMCTB Chnywatens Heobxoammo
yKasaTb Ha ucCnonb3oBaHwWe cepTudukaTa cepsepa npu ayteHTudukaumm c¢ Web-knmeHToM u BbibpaTb
HaCTpoeHHbIN B N. 4.1. cepTndurKaT cepBepa, KOTopbiin 6yaeT ncnosnb3oBaTbCs AN ayTeHTuduKauum.

Ons  HacTpoOMKM  3alUMLLEHHOr0  COeAMHEHMs no  npoTokoay TLS € ABYXCTOPOHHEW
ayTeHTUdmKaumen HeobxoaAnMMO AOMOAHUTENBHO yYKa3aTb Ha TpeboBaHMe cepTudmKaTa KIMeHTa.
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4.4, TNybnukaums Web-cepsepa B ceTn NHTepHeT

B >ToM paspene paccmaTpmBaeTcs NopsAoK AenctBuin npu  onybnukosaHun Web-cepsepa,
pacrnosioXXeHHOro BO BHYTpeHHel ceTu. lpu 3ToM coeamHeHwe cepsepa ISA un Web-cepsepa 6yaer
yCTaHOBJ/IeHO Mo NpoTokony SSL.

Ans nyénukaummn Web-cepBepa Bo BHELLIHIO CeTb HEO6X0AMMO:

MonyunTb U ycTaHOBUTb Ha nybnukyembin Web-cepBep cepTudumKaT OTKPLITOrO Kawo4va, KOTOpbIA
6yaeT Mcnonb30BaTbCA A9 CEPBEPHON ayTeHTUdMKaLMW.

TpeboBaHus k cepTudukary:

Nma ceptudukata (Common name) [OSKHO coBnajaTtb C AOMeHHbIM uMeHeM Web-cepsepa,
yKa3blBaeMoro Ans peauvpekTa nocTtynarowmux 3anpocos (Bknagka Action okHa csowcTB npasuna Web
nybnukaumn).

obnacTtb Mcnonb3oBaHMs K4Ya AOSKHA coaepXaTb <<AYTeHTVICbVIKaLI,VI$| Cepsepa»

YctaHoBuTb cepTudukaTt kopHesoro LIC B uenouke ceptudukatoB Web-cepBepa Ha cepBepe ISA,
B XpaHunuuie JlIokasbHbl¥ KoMNnbloTep \[loBepeHHble KOpHeBble LleHTpbl CepTudunkaumm.

Hactpoute Web-cepsep ansa noaaepxkun SSL coeagnHeHus

HacTtpoiika Web-cepBepa npou3BoauTCS B COOTBETCTBUM C AOKYMEHTauuen COOTBETCTBYHOLLEro
Web-cepsepa.

Co3paTtb W HacTpouTb Npasuna nybnnkaummn Ha cepsepe ISA.

B okHe ISA Management yctaHoBuTb Kypcop Ha Web Publishing Rules, Haxopswwuiica B
rpynne Publishing

Ha>xaTb nNpaByl KHOMKY MbIWW U B NOSBUBLLEMCS MEHIO Bbl6paTb nocnegosaTtensHo New n Rule

B OTKpbIBLIEMCA OKHE, C MNoMolubio MacTepa cosgaHusa Mpasuna Web ny6naukaumu, cosaatb
npaswuso.

Beectn nMs nyb6nmnkauumn (Mpon3BosibHOE UMSA) U HaxaTb «[anee»

New Web Publishing Rule Wizard x|

Welcome to the New Web
Publishing Rule Wizard

Thiz wizard helps you create a new Web publizhing rule.
Wweb publizhing rules map incoming requests to the
appropriate Web servers,

Muote: Be sure to create new policy elements required by the
rule before you use thiz wizard,

Web publizhing rule name:

Ipif.niku:uil.ru

To continue, click Mext.

¢ Hazan I Danee » I OTreHa

Puc. 755. OkHo Macrepa co3paHuna lNpasuna Web

B okHe Destination Sets ocrtaBuTb 3HauveHue, npeanaraemoe no ymon4yaHuto (nobble
Ha3HadeHus) N HaxaTb «[danee».
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New Web Publishing Rule Wizard x|
Destination Sets
Select the destinationz b which thiz rule applies.
Apply this rule ta:

¢ Hazan I Danee » I OTreHa |

Puc. 76. OKHO YCTaHOBKM Ha3HauyeHUs

OTOM YCTaHOBKOW onpeaensercs, 4YTo AaHHOe npaBwuno nybnukaumm (pakTuyeckun peampekT)
6ynet npuMeHaTbCca ko BceM Web-3anpocam, npoweawmm vyepes CnywaTtenen, BHe 3aBUCMMOCTU OT TOrO,
KaKol pecypc M3 BHYTPEHHEN CeTU OHW 3anpocuan. B cnyyae nybnukaumm Heckonbkux Web-cepsepos,
HeobxoaAnMO co3aaTtb M NPUMEHATb B NpaBunax nybankaumm HasHavyeHus.

B okHe Client Type ocTaBuTb 3HauyeHwe, npeanaraeMoe Mo ymonyaHuio (nbble 3anpocbl) u
HaxaTb «[Janee»

New Web Publishing Rule Wizard x|
Client Type
Y'ou can zpecify client type by uzer name, group name, or IP address.

Apply the rule to requests fran:

" Specific computers [client address setz]

" Specific users and groups

¢ Hazan I Danee » I OTreHa

Puc. 77. OKHO TMNa KJ/IMeHTa

B 3TOM OKHe Mbl yKasbiBaeM, 4YTO MpaBUIO TMpuUMeHsieTca ko BceM Web-3anpocam, BHe
3aBMCMMOCTM OT TOFO KJIMEHTa, KTo cchopMmpoBasn 3anpoc.

B okHe Rule Action Bbi6paTb peaupekT 3anpocoB Bo BHyTpeHHU Web-cepsep (Redirect the
request to this ... )

Beectn gomeHHoe nMs nybnukyemoro Web-cepeepa v HaxaTtb «[Janee»
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New Web Publishing Rule Wizard x|

Rule Action
Specify how you want thiz wile to respond to requests from clients.

Responze to client requests:

" Discard the request

{* Redirect the request bo this internal ‘Web server [name or IP address]:

Iefu.nikuil.rd Browsze... |

r Send the anginal host header ta the publishing server instead of the actual
one [zpecified above).

W

Connect ta this port when bridging request as HTTP: a0
Connect ta thiz port when bridging request az S50 443

Connect ta thiz port when bridging request az FTF: 1

T

¢ Hazan I Danee » I OTreHa |

Puc. 788. OkHO BBOAA AOMEHHOro MMeHM

YcTaHOBMB NpaBuno peauvpekTa Takmm obpa3om, Bce 3anpockl, npuweawme Kk Cnywatento Ha 80
nopt, 6yayT peanpekTupoBaTbcsa Ha 80 nopt Web-cepsepa. Toxe camoe 6yaeT npoMcxoanTb C 3anpocamu,
MnoCTynuBLWMMM Ha 443 nopt (no npotokony TLS).

3aBepwnTb paboTy MacTtepa, HaxaB «[0ToBO».

B cnucke npaBun Web-nybnukaumMm nosiBUTbCA HOBasi CTpPOKa, COOTBETCTBYHOLLAS CO3AaHHOMY
HaMu nNpasuny.

E.f ISA Management i m] 4|
| gefcrene Bua |J¢'-P|||@ |
CTpYKTYPE I Qrder | Marmne | Description | Ackion | Applies ko | Destination |
] Internet Security and Acceleration Server | B 1 pif . mikoil.ru Route,..  Any reguest Al destinations
E% Servers and Arrays BiLast  Default rule Ceny Arvy request All destinations
E-4f MasLov

[]--- Manitoring
Cormputer
[]--g Arcess Palicy
=% Publishing
i3] Web Publishing Rules

------ [C server Publishing Rules
----- ([ Bandwidth Rules

[+ Policy Elements

[+ Cache Configuration

- Manitoring Configuration :I

Puc. 799. Cnucok npasnn Web-ny6bnukaumn
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5. OnncaHue ncnosib30BaHUs, HAaCTPOEK U yrpaB/ieHUd
kntodamm B Kpuntollpo Winlogon

Ona peanusaumum nepBoHadanbHOM ayTeHTUduKauum nonb3oBatens npotokona Kerberos V5 no
ceptTuduKaTy M KJIKOYEBOMY HOCUTENIO, BbIMYLWEHHbIMU B COOTBETCTBMM C anroputmamm FOCT P 34.10-
2001 vnu FOCT P 34.10-2012 c wucnonb3oBaHueMm cepTtudumumposaHHoro CK3WU Kpuntollpo CSP
HY>XHO BbIMOHUTE CRneaytowmne AencTBmS:

1. YcraHOBWTb M HACTpOUTb KOHTpoAnep AoMeHa Ha cepepe (Active Directory Domain Services

HaCTpanBaeTCs COrNacHO CTaHAapTHOM AOoKyMeHTauun Windows).

2. YcraHoButb CK3W Kpuntollpo CSP Ha cepBep, Ha KOTOPOM pa3BOpayMBaETCs KOHTpossiep
AoMeHa, Ha cepBep LeHTpa cepTudukaumm (B cnydae, ecnu cnyxba LUC pacnonaraetcs Ha
OTAeSIbHOM CepBepe) M Ha KOMMNbIOTEpPbI NMOsib30BaTesnen AOMeHa.

YCcTaHoBUTb M HacTpouTb cnyxby ceptndukaummn Active Directory (LIC).
BbinyctuTh ceptudurKaT KOHTpoaaepa JoMeHa.

BbinycTuTh cepTudumkaT AreHTa permcrpaumu.

BbiNyCTUTb CMapT-KapTy MNoJsib30BaTesid AOMeHa.

ouhw

Ona pa6otbl Kpuntollpo Winlogon Heobxogmma cneumanbHas nuueH3sunss (ans cepsepa U
knueHtckoro TK). 3Ta nuueH3sns MoxeT BxoauTb B nuueH3umio Kpuntollpo CSP, wnu BblaaBaTbCsA
OTAenbHO. BBecTn cepuiiHbiii HOMEpP JNMLEH3MW MOXHO C MOMOLWbIO YTUAUTbI YNpaBieHne JNUEH3NAMU
KpunTtolpo PKI (nogpobHee cM. CCbINIKY Ha pa3aen B MHCTPYKUMK).

5.1. YcTaHoBKa M1 HacTpomnka cnyxbbl ceptudumnkaummn Active Directory

(LC)

CeptudukaTtbl KOHTposiepa AOMEHa M Mnofnb3oBaTene AOMEHa 3anpalMBalOTCA 4vepe3 OCHacCTKy
Ceptudmkartbl Ha cepBepe, Ha koTopoM HacTpoeH LIC Mpeanpuatua (Enterprise CA) nnu 4yepes Beb-
nHtepderic Lentpa CepTudmkaumm aMUOM, WMEKWWMM NpaBo BbiNycka cepTudukaToB. [danee
paccMaTpuBaeTcs BapuaHT pa3sepTbiBaHus LIC Ha cepsepe.

Mepen ycrtaHoBkoM w HacTtporkon LC [Mpeanpusatus Ha cepsBepe p[onxeH 6biTb ycCTaHOB/EH
Kpuntollpo CSP, Takxe notpebytTcsa npasa rpynnsi AgMuHuctpaTtopbl NMpeanpuatua (Enterprise
Administrators).

Ons yctaHoBku LIC Mpeanpuatmnsa HyxHO gobaeuTb posb LleHTpa cepTtudurkaunm.

[ns aTOro B gMcnertyepe cepBepoB HY>XXHO BblbpaTe [lo6aBUTb POJIN U KOMMOHEHTDI.

Ha ware Bblbopa ponum cepBepa HeobxoaMmo oTMeTuTb CnyXk6bl ceptudumkatoB Active
Directory.
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Bbibop ponei cepeepa

Mepes Ha4yanom paborel
TN YCTaHOBKK

Bribop cepeepa

KOMMOHEHTEI

BrifepuTe oaHy AW HECKONLKD PONeid ANA YCTaHOBKM Ha STOM CEpEEpe.

KOHEYHEIA CEPEER
D test loc

Ponu Onucanune

[] DHCP-cepeep

[] BeB-cepeep (IIS)

[ Cryx6si Active Directory obneruenHoro goctyna ¥
[ Cnyx6ei Windows Server Update Services
[] Cryx6ul akTuBaumm KOpNOPaTHEHSIX NTULEHINI

[ Cnyxbui neuatin v aokymeHTos

[ CnyxBsi noawTikm cetv v goctyna

[ Cnyxbei passeprsiearng Windows

6l cepTdukaToe Act

[ Cryx6ul yaanenksix pabounx cTonos

Cnyoxbel ceptndmkaTos Active
Directory (AD C5) npegHasHavueHsl
DNS-cepeep (Ycranosneno) JNA COBAAHMA LEHTPOE

[ Hyper-V CEPTMOUKALIMN W CEAZaHHBIX Cayxb
poneid ¥ MOSEONAIDT BLIAAEaTL
CEpTMUKATH ANA MHOXECTES
Jomennsie cnyxbol Active Directory (Ycranosnen: NPYAGKEHNI 1 YIPABAATE 3TN
[] Cepeep npunosxkeruii CepTUdUMKaTaMu,

| YcTaHoBWTh | | Ommera

PucyHok 80. flo6aBneHune ponu LIC

Mpwn aTom nobaensaTCs HE06X0ANMbIE KOMMOHEHTbI:

=

MacTep gobaBaeHWA poaei N KOMNOHEHTOB

Bbibop poneit cfiE

Ponr cepeepa

[05aBnTb KOMNOHEHTLI, HeobxoanMele Ana Cayxbbl
ceptuoukatos Active Directory?

A ynpasneHnA 3TMM KOMNOHEHTOM TPeGyrOTCA CAEayoWwne
cpeactsa. OAHAKo MX HE HYHO YCTAHABNMBAT Ha OAHOM W TOM XKE
cepeepe.

4 CpeacTea yAaneHHOro 8AMWMHUCTPUPOBaHMA Cepeepa
4 CpeacTsa aiMWHWCTPMPOBAHWA ponei
4 Cpeactea cnyxB cepruduraumn Active Directory
[Cpeactea] CpeacTea yNpaEneHa LIEHTPa CEpTUGUKEL]

<| [0

BratounTh CpeAcTEa yNpaBneHus (20U NpUMEHMMo)

‘,ﬂ,oﬁaﬂm KOMMNOHEHTI ‘ ‘ COrmena ‘

KOHE4H&IA CEPEER
D1 testloc

X

e

cepTudukaros Active

(AD CS) npegHasHaqeHs!
haHWA UEHTPOE

KaLMK 1 CEA3aHHBIX CayxE
NOSE0AANT BLIA3EATE
KaThl AN MHOXECTER
EHUIA ¥ YNPABAATE STUMKU
KaTamu,

| < Hazag || lanee > |

| YecranoeuTs | | Ommena

PucyHok 81. [lo6aBsieHne KOMNOHEHTOB Ana ponawu LIC

Danee NMPUHUMAKTCA MO YMOJTHAaHUK KOMMOHEHTblI M Ha cCneaywwem uware BbI6MpaeTCﬂ C)'IY)KGa

ponei LleHTp cepTtudmkaumm.
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KOHE4HIA CEPBER

Bribop cayxb ponei S estloc

Mepes Hauanon paborel BuiGepure cnyx6ul poneid ana ycraHoexk ana CnyxGel cepTudukatos Active Directory.

Tun yCTaHOBKM Cnywbel poneit Onucanne

Bribop cepeepa UenTp ceprudukauin (LIC)

Ponu cepeepa WCMONb3YETCA ANA BbINyCKa
) [] BeB-cnyxba noAMTUK PETUCTPALMN CEPTHOMKATOS CEpTVKATOS W YNPaBAEHIS MMM,
fonmnonenTs! [] BeB-chyxba perncTpaumn cepTudUkaTos Heckoneke ofveaunetinbix LIC

0BpasytT MHGPECTRYKTYPY
OTKPITHIX KIHOHEH.

[ Ceresoii oteeTumMk
[ CyxBa perncrpanmm B ueHTpe cepTuduKaLmm uepe:

MoATeepkAEHHE [[] Cnyxfa perncrpaumm Ha ceTeBsIx yCTpolicTEaX

| YcranoeuTs | | Ormena

PucyHok 82. Bbi6op cny»x6bi ponn LIC

Ha ware MoarsBep>xaeHMe nocne npocMoTpa Bbi6paHHbIX ANS YCTAHOBKM KOMMOHEHTOB HaXXMuTe
KHOMKY YCTaHOBUTD.

KOHEHHBIA CEPSER

[NoaTse pxaeHne YCTaHOBKKU KOMMOHEHTOB DC1testlac

Mepag HauaneM padoTsl YUrob YCI'EHDBWIII:: Ha Bblb paH:iOM CEpPEEPE CNEAYHILWE POAW, CTyKOb pORei MK KOMNOHEHTHI,
HEHMWTE KHONKY YeTaHoeuTE",
THN YCTAHOBKK

ABTOMAaTMHECKWI NEpE3aNyCk KOHEYHOTO CepBepa, ecu Tpebyetca
Bribop cepeepa O pesany PEep: ™
Ha 3Toii cTparuue MoryT 66T oToSpax)eH sl AONOAHWTENBHEIE KOMMNOHEHTE (HANpUMED, CPEACTEE

BAMUHUCTPMPOBAHMA), TaK KaK OHW BblnK Buibpansl aETOMaTHUECkM. ECIU Bbl HE XOTWTE YCTaHABANEATh

KOMMOHEHTBI 3T AONCAHMTENBHBIE KOMIMOHEHTRI, HAXMKTE kHoMky “Hasag", HTobbl CHATH WX Gnakku,

Ponwm cepespa

CnyxBa cepTudukaumm A... N ;
Caysbnl ceptudukatos Active Directory

CayxGbl poned LleHTp ceprdmkalmmn
CpeAcTEa yaaneHHoro aiMWHACTPUPOEaHUA CepEepa
CpeacTEa aAMUHHCTPUPOESHKMA ponei
Cpeactea cnyxG ceprudukaumn Active Directory
CpeacTsa ynpasneHus LEHTpa cepTudukaun

JKCNOPT NAPAMETPOE KOHPUIYDELIMKA
¥kasaTe anbTEPHATHEHBIA MCXOAHBIA MyTs

| < Hazap | | lanee = | |YcraHoB|m:| | Ommena

PucyHok 93. MNoaTBep>xaAeHne YCTAaHOBKU KOMMOHEHTOB posnu LIC

Mo OKOHYaHMWM YCTAHOBKM KOMMOHEHTOB, Tpebylowmxcsa ana ponu LleHTpa cepTudurKaunum HYXHO
HacTpouTb cnyxb6bl ceptudmkaToB. Ans 3Ttoro Haxmute «HactpouTb cnyx6bbl ceptudwukatoB Active
Directory Ha KOHeYHOM cepBepe».
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XO,[L YCTa HOBK KOHEYHsIi CEPBER

D1 testloc

MpocmoTp xoaa ycTaHoBKKM

o YcTaHoBKa KoMNOHEHTa
I —

Tpebyetca HacTpoiika. YcraHoeka EninonHera Ha DC1.testloc.

Cnywbel cepmudmkatos Active Directory
YUrobkl HacTpouTe cnysbel cepTudinkatoe Active Directory Ha koHeuHoM cepeepe, TpebyroTca

NONHUTENEHBIE AEACTEMS,
Hacrpoute chysbe ceprudmkaros Active Directory Ha koHedHom cepeepe )

UenTp cepudmraumm
CpeacTsa yaaneHHoro PUE k]
CpeacTea afMUHWCTPMPOBAHUA ponei
Cpeactea caywb ceprndmraiym Active Directory
Cpeactea ynp El pa ¢ ¢

PTHP Ly

L o

3TOT MACTER MOXHO 33KPEITE, HE MPEPLIESA EBINONHAKWMECS 33434, Habnrogaite 3a xogom

ELINONHEHWUA 334344 MM OTKPOITE 3Ty CTPAHKMLY CHOES, EBIOPAE HA NAHENM KOMEHA MyHKT
"¥YeenomneHna”, a zatem "CEegeHMA O 3agaue’,

IKCNOPT NapaMeTPOE KOHGWIypaUmMu

| < Hazap, || Janee > | | 3aKphiTh || Ommena |

PucyHok 94. Hacrtpoiika cny>6bl ceptucbmnkatoB AD Ha KOHEYHOM cepBepe

OTKpoeTCcsa MacTep HaCTPOMKN KOHMUIypaumu cnyxobbl cepTudunkaTos.

KOHEYHEIA CEPBEP

YyeTHble JaHHble DCl.test.loc

YYETHbIE AaHHBIE Yiaxure YUYETHbIE AaHHbIE ANA HaCTpOI:"IKH CJ'I)DK() ponn
CiyxBel ponei
Yrobbl yCTaHOBWTE Cnegyowme cnyxGol ponw, HeoGxoguMo GbiTe YWNEHOM NOKENEHOW rpYNns
"ASMMHHCTPETOPEI™
* ABTOHOMHBIN LEeHTP cepTudmKaLmm
* Cnyxfa perncTpauyK B UEHTPE cepTudukaumy Jepes MintepHeT
* CeTesol OTEETUMK
Urobe yeraHosuTe cnegytowme cayekbel ponu, Heobrogume BeiTe YASHOM rpynns
"ALMMHWUCTPETOPE NPEANpPUATHA™
* LlenTp cepTUdHEaL MM NpeanpuaATHA
* BeB-cayxba nonuTuk perucTpaunn cepTMdUKaTos
* Beb-cayxba permcTpaumy ceptidnkaTos
* Cnyxfa permMcTpauyM Ha CceTEBsIX YCTpoHCTEax

¥ueTHoie ganHbie: TEST \AamuHuctpatop

JononnuTentHele ceedeqna o ponsax cepsepos AD C5

| < Hazap | | Janee > | | Hacrpouts | | Ommena

PucyHok 95. YueTHble faHHble cnyx6bl ceptucdmkaros AD

YKaxuTe yuyeTHble AaHHble AN HacTpOVKM M Ha cneaylouweM ware Bblbepute ponb «LleHTp
cepTuduKkauumn>».
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= KOHEYHLI CEPBEP
Cnyx6bl ponei DClLtestloc

YUeTHbIE JaHHEIR Beibepute cnyxbbl ponm ana HaCTpOHKM

Lentp ceprudrraummn
[ Cay6a peructpaumy B ueHTpe cepTudukaumn uepes Mnteprer

BapMaHT YCT3HOEKM
Twn LC

3EKDEITEIA KM

[ Ceresoii otBeT4mnK

[] Caysbia pernucTpaumm Ha CeTeBsIX yCTPORCTEEX
UndposaHmue
Wms LC [[] BeB-cnyxBa noamTuk perucTpaunm cepTudHKaTos

[] BeB-cnyxba perncrpaumn ceprudukaTos
Cpok asRcTena

Ba32 4aHKEl CEDTHOMKET. .

MoaTeep¥asHUe

JononHutenbHeie cBEAEHNA o ponax cepeepos AD C5

| < Hazag || Danee > | |HaCI'pGMTb || Otmena

PucyHok 96. Bbi6op cny»6bl ponu agnsa HacTpoiiku LIC

Haxmute [anee v BbibepuTe BapuaHT YCTaHOBKM.

KOHEYHLI CEPBEP

BapuaHT ycTaHoBKM DCltestloc

YUeTHLI2 AaHHE2

Ciyx©el ponei

3EKDEITEIA KM
UndposaHmue
s LC

Cpok asHcTerA

Ba32 4aHKEl CEDTHOMKET. .

MoaTeep¥ASHHE

YKaxuTe BapuaHT ycTaHoBkn LIC

Hrobibl yMpOCTTE YNPAEAEHWE CEPTMGMEATAMI, LEHTDR CEPTMGMKALIMKA NPEANPUATAR MOrYT
WCMOABZ0EATE AoMeHHBIe cny#Onl Active Directory (AD DS). AETOHOMHBIE LEHTPR CepTMDUKaLIMK
HE MCNONB3YHOT AoMEHHLIE caywBel Active Directory ans seigaun c2apTUdUKaTOE MAK YNPaBNEHWA
LN

(®) LIC npeanpuatua
Urobei LeHTpel cepTUdMKaLMn NPEANPUATUS MOTAK BbIAAEaTE CEPTUGUKATE! MK MOAMTIKNA
CEpTMNKATE, OHW AONKHE! BXOAMTE B AOMEH 1 BbITh NOAKAOYEHE K CETH,

() AsToHOMERIA LIC

ABTOHOMHBIE LEHTPEI CEPTRMKALIUW MOTYT BbiTh uneHamn paboqeld rpynnel van aomena. Mpw
WCMOAB30EEHNKA AETOHOMHBIX LIEHTPOE CEpTUEMKALUN AoMeHHsle chyxbel Active Directory u
CeTeEoe NOAKNOYEHME He TpebyloTca.

MoapobHes o BEapWAHTE YCTAHOBKK

| < Hazan || Janee » | |Hacrpomb || Otmena

PucyHok 97. Bbi6bop BapmaHTa yctaHoBku LIC

Ha cneaytowem ware ykaxute tmn LIC (KOpHeBO/NOAYNHEHHDbIN).
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KOHEYHbIN CEPBEP

Twun |_||C DCl.testloc

YUeTHBIE AZHHBIE Yxawxute Tin LIC
CnyxBhl ponsid
BapWaKT yCT2HOBKM Mpw yeranoeke cnywb ceptudukatos Active Directory (AD CS) sl cozaaeTe unw paclumpaete
WEPAPXUID WHGPACTPYKTYPbl oTKpLITsix kntouei (PKI). Kopresoi LIC pacnonoxeH Ha sepluinHe
Trn LIC WEPAPXAN MHBPACTPYKTYPSI OTKPLITLI KNtoUel U BEIA3ET COBCTEEHHLIN camosasepaowniA
3aKPLITLIA KAKOY ceptudmkat. Mogunnennsid LUC nonyuaer ceprudumkar o1 apyrore LIC, pacnonomensors ssiwe s
WEPAPXAN MHBPACTPYKTYPbI OTKPRITLIX KAtoYEl,
ndpoBaHKe
Mmg LIC ®) Kopresoi LIC

- Kopreenie L|C HAcTpanBaoTcR B MEPapXMy MHGPACTPYKTY Pl OTKPBITRIX KIFMYER NEPELIMM;

Cpok aelcTens -
HacTpodka gpyrux LIC moxeT He noTpeGosaThoA.

B33 AaHKEIX CEOTHOMKET. .

n i LIC

MoATeepx ASHKS O MNogunrenmi L

Ana paboTel nogumnennsx LLC TpefyeTca ycTanosnertan wepapxua MHGpacTpykTypsl

OTKPEITBIX KNIO4EN; OHW BETOPM30EaHE! ANA BblAa4W CEPTUGUKATOE LIEHTPOM CEpTUdMKaLMM,

PaCNOACMEHHEIM EbILWE B WERIRXUN.

Moppobhes o Tune LIC

< Hazag | | Janee > | | HacrpouTs | | Otmena

PucyHok 98. Bbi6op TMna LIC

Mocne 3Toro Hy>HO co34aTh 3aKpbITbil katoy LIC.

_ KOHEYHbIVA CEPBEP
3a KPbITbI KNHOY DCltestloc

YyeTHbI2 gaHHble YKaxuTe TMM 3aKPbITOrO Kakua
Cnyw6el poned

BapWaHT YCTHOBKM Urobibl cosgasate cepTMdvKaTHl W EbIAAEATE X KAMEeHTaM, ueHTp cepTudmrkaun (LC) aonxen
MMETE SAKPLITHIR KNOY.

®) Cozgats HOBRI aKPEITRI K04

Wcnon ATE 3TOT NBPaMETR, ECAW Y B3C HET 3aKPLITOrD KNKO4a WM Bbl XOTHTE CO348Th HOBEIA
UmdpoBaHMe - = b y W S
SaKPbIThi KAHY.
IMmg LIC

Cpok aeifcTamn () Micnons3oBats CylecTEyow i 3akpsiTsil knkou

WcnonesyiTe 3T0T NnapameTp, 4Tobnl Npu nepeycTadoske LIC rapaHTMpoBaTh HEMPEPBIBHOCTE C

Ba3a JaHHbIX CEPTURHKET... PaHEE BBILEAHHEIMM CEPTUDMKATAMM,
MNoateepxasHme () BrBpath cepTMdMEKAT M MCNONB3OBATE CEASAHHBIA € HUM 33KPBITHIA KAy

Buibepure 3TOT NapaMeTp, ECAM HA 3TOM KOMMLIOTEPE eCTh CYLUECTEYIOWMA cepTidmkaT
WK ECAN Bbl XOTUTE MMNOPTMPOBATE CEPTURUKAT W MCNOAL30EATE CEA3AHHLIA C HIUM
SAKPLITHIA KoY.

() BrifpaTh CyWECTEYHOLLMMA 33KPBIThIA KNKY Ha 3TOM KOMNBHTEPE
Buibepure 3TOT NapaMeTp, ECAW Bbl COXPAHMAM 3BKPITHIE KDY U3 Npeasigyuei
YCTEHOBKM MW XOTUTE WCMOAB3I0BATE 33KPLITEIA KNKY U3 APYTOTO MCTOHHWKAE,

MNMogpobhes o sakpuToM Karoue

< Hazap | | lanee > | | Hacrpouts | | Ommena

PucyHok 99. Bbi6op TMna 3akpbiToro kawda ansa LIC
Oanee Bbibepnte U3 AOCTYNHOro CnMcka NocTaBLliMKa cnyx6 WndpoBaHMS M NpocTaBbTe (Naxok
«PaspewnTb B3auMogencTeme ¢ agMmHuUcTpaTopomM, ecnn LIC obpallaeTcs K 3aKpbITOMY KIHOYy».
MNpumedvaHue: B HekoTopbix Bepcusix Windows Server faHHbI dnaxok HasbiBaeTcs «Paspewwuts CSP
Joctyn K pabouemy crony». Ecam 37O CBOWCTBO  OTK/KOUYEHO, CUCTEMHble CAYyXbbl He CMoryT
B3aMMOZeNCcTBOBaTh C paboynM CTOIOM NOJIb30BaTeNs, KOTOPbIV BOLLE B CUCTEMY.
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LLInpposarme ana LIC

YUSTHEIE A3HHEIS
CnyxBhl ponsid
BapuaHT yCTaHOBKM
Twun LUC

3EKPEITEI KIRY

Mme LIC

Cpok geicTaua

Ba32 4aKKel C2PTHOWKET...

MoATeepx ASHKS

KOHEYHBIA CEPBEP
DCl.test.loc

YKaxXuUTe NapameTphl WndpoBaHuA

Buibepute nocTasumk cnyx6 WbposaHus: AnvHa knroua:

| Crypto-Pro GOST R 34.10-2012 Strong Cryptographic Service Pr [ ] | 1024

BrifepuTe X31W-anropuT 4N NOANWCEIEEHUA CEPTUQWKATOE, Bblgasacmenx 3Tum LIC:

FOCT P 34.11-2012 512 Gur

PaspewnTs s3aumogedicTene c agmunmctpatopom, ecan LIC oBpawaetca k sakpoimomy kntouwy.

Moppobhes o WnbposaHUK

| < Hasap || Nanee > | |HaCI'pGMTb|| Cmmena

PucyHok 83. Bbi6op napameTtpoB wncdposaHusa ana LIC

Mma LIC

YyeTHbI2 gaHHble
Cnyw6el poned
BapuakT yoTaH08Em
Tun LIC

3EKDEITEIA KAHOY

UmdpoBaHMe

Cpok asRcTBMA

E232 A3HHbIX CEPTHEMKAT..

MNoateepxasHme

Ha cnepytowem ware 3agaetca nma LC.

KOHEYHLIA CEPBEP
DCl.test.loc

Yraxute uMa LIC

Beegute oBuwee umA, onpegensatowes 31oT ueHTp ceptudukauan (LIC). 3to wma Byaet
A0GABNATHCA BO BCE CEPTWOMKATDI, Bhljasaemule ganHbm LIC. 3naverma cyddmica
PEZAMUSIOLWLErSCa UMEHM CO3A3HO0TCA BETOMATHUECKM, HO MOTYT BbITE MI3MEHEHSI

OBwee uma gna storo LIC:
test-DC1-CA

Cyddmke pasnnuatomerocs MMeH:
DC=test DC=loc

MpeanpocMOTR PasAMHEIOWWENOCA MMEHM:
CN=test-DC1-CA,DC=test,DC=loc

Moppobhee o6 umenn LIC

| Hacrpouts | | Ommena

| < Hazapg || Danee > |

PucyHok 84. BeBop o6wero umenm LIC

Mocne 3Toro ykasblBaeTcsi CpoK AENCTBUA KKoYa m pacnosioXxeHune 6a3sbl fAaHHbIX CepTMCbVIKaTOB.
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=

[loaTBepxaeHwe

YUSTHEIE LaHHbIE

CnyxBhl ponsid

BapMaKT yLTaHOBKNA

Twun LUC

3EKPEITEI KIRY
LngpoaaHne
Mmn LIC

Cpok geicTaua

MNMogTeepx AsHHe

Kondurypauws cnyxbul ceptudmkaTos Active Directory

Yrobel HACTPOUTE CREAYHOLME
"HactpouTs”.

~ Cnymbel cepridukaLmMm

Lientp ceprudmraipn
Tun LUC:

Mocraswwx cayxb
WK poOBaHKUS:

AAropuUTM XEWNPOEIHWUA!
JnvHa knrova:

Pazpewute s3aumopeiicTene ¢
3AMUHWUCTPATOPOM!

Cpox gedcTEnA cepTudmkara:
Paznuuatowesca wma:
Pacnonoxerwne Gasbl faHHbBIX
ceptudmkatos:

Pacnonoxetue xypuana Gasel
AAHHEIX CEpTMdNKATOS!

KOHEYHBIA CEPBEP
DCl.test.loc

PO, CJ'I}OKﬁbI pClJ'IEﬁ N KOMMNOHEHTHI, HEXMHTE KHONKY

Active Directory

KopeHs npegnpuatia

Crypto-Pro GOST R 34.10-2012 Strong Cryptographic Service
Provider

TOCT P 34.11-2012 512 Gur

1024

BrntoueHo

18.03.2019 16:11:00
CN=test-DC1-CA DC=test, DC=loc
C\Windows\system32\Certlog

CAWindows\system32\Certlog

Nanee > Hacrpouts | | Cmmena

= L= |

Bce ykasaHHble mMapaMeTpbl

PucyHok 85. MNoareep>xaeHne napamerpos LIC

ewé pas BbiBOAATCA Ha ware [MoarBep)kaeHune.

Haxmute

HacTtpouTb ans 1oro, 4tobbl CKOHPUrypnpoBaTb CNyx6bl B COOTBETCTBUM C 3TUMWU NapameTpamu.

B npouecce co3gaHus 3akpbiToro kawya ang LUC BbiBOAUTCS OKHO Buonornyeckoro paTtyvka
cnydanHblix yncen (ACYH) n kpuntonpoBanaep 3anpalnBaeT naposb Ha CO34aBaeMblil KOHTeNHep (naposb
B A@HHOM Cny4yae yKa3blBaTb He HYXHO).

s

XOJ, BbINOAHEH WS

Xo4 BEINOAHEHWUA

KoHdwurypauus cnyx6el ceptudukaros Active Directory

HactpaueatoTtca cregyrowme p

KOHEYHBIA CEPBEP
DCl.test.loc

CNH, C}T‘J.')Kﬁhl POHEF ¥ KOMMOHEHTBI:

Hactpoiika...

2 =
Coyncon < Kpuntolpo CSP £
LiewTp cepl 00927

Y

MBILIWM HEA 3THM Ol

Buonoruueckiil ASTHHK Cﬂwa;‘Hle H4cen

HaUMENTE KNEBULWIM MNK NEPEMELLENTE YKasaTens

KHOM A0 TEX M0p, NOKS KAkod He ByaeT

|HET

CO3A8H. ..

OTtreHa

Omaena

DNanee » HactpouTs

BE |

Mo

PucyHok 86. BbinonHeHue koHdburypmposaHus LIC

OKOHYaHUn

HacTpolike cnyx6bl LIC.

BbIMONTHEHNA

KOHdUrypmnpoBaHus

BbIBOAMTCS UWHdopMauns 06

ycnewHom
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Mocne BbINOJIHEHUS AaHHOW 3ajauyuM KopHeBoW cepTudukaT LIC MOXHO YyBUAETb B XpaHWIuLLe
[loBepeHHble KOpHeBble LeHTPbl JIOKaJibHOro KOMMblOTEpa Yepe3 ocHacTky CepTudukarbl.

MpuMedaHre: eCcnn U3MEHEHUs He BCTYNWauM B Cuiy, Anst 06HOBNEHWUS TPpynnoBOW MOUTUKK B
KOMaHAHOM CTpOKe BbiNonHuTe gpupdate /force.

5.2. [obasneHune wabnoHoB cepTndUKaTOB Ha cepBepe

Ons Toro, uTo6bl KOHTponfiep AoMeHa noadepxusan Winlogon, Heo6XoAMMO BbINYCTUTb
ceptTuduKaT AN KOHTpossiepa JAoMeHa. YTobbl Monb3oBaTeslb C poSiblo AreHTa perucrpaumm mor
NpoM3BOAUTb BbINYCK CEPTUDUKATOB ANA APYTrMX MONb30BATENEN, HYXKHO BbIMYCTUTb CEPTUdMKATLI AreHTa
perncTpaunmn n Bxoaa no cMapT-KapTe.

LLabnoHbl Ana BblleyKa3aHHbIX CEPTUPUKATOB MO YMOSYAHUIO MOFYT ObiTb OTK/IOYEHbI, MO3TOMY
HY>XHO MPOBEPUTb MX HannumMe B CNncKe WabnoHOB cepTUMUKATOB M BKIKOUYUTL HegocTarowme. a5 3Toro
Ha cepBepe, Ha KOTOPOM ycTaHoBNeHa cnyxb6a LIC, oTkponTe OoCHacTKy ueHTpa ceptTudukaumun: NMaHenb
ynpaBneHus — AAMUHUCTpupoBaHue - LleHTp Ceptudmkaumm. B cnmcok wabnoHoB cepTudUKaToB
HeobXxoaAMMO BKIHOUYUTL WabioHbI:

KoHTponnep aomeHa,
AreHT perncrpartop,
Bxop co cMapT-KapToMn.

Onsa storo BbibepuTe LLa6bnoHbl cepTUdMKATOB, 3aTeM W3 KOHTEKCTHOro MeHw Co3patb —
BbigaBaeMbli WabnoH cepTtucdukara.

sl certsrv - [LleHTp cepTudmkaummn (JlokansHeiA)\test-DC1-CA\La6aoHsl cepTudukaToE] \;‘i-

Qaiin  [efictene  Bug  Cnpaska

=% 5 oz H
;,J Lentp ceprudukaumn (okanese| | Mma HazHaueHue
4 g test-DC1-CA H Mourosan PEMINKALWA KaTanora Meutosas pennnkayma cny=bel katano...
| OroseanHbie cepTudukart|| 5 Mpeeepka NOAMMHHOCTM KOHTpOANE...  [1poBepKa NOANMHHOCTY KANeHTa, Mpo...
| Beiganneie ceptndmkater || 5] npoeepka nognuHHocTh Kerberos MpoEepKa NOANMHHOCTA KAWEHTE, [po...
- 3anpocel & oxmAaHIA 5 Arent soccranosnerin EFS BoccraHosnenwe daiince
- il basoeoe WndpoBaHne npytowan $ainoean cucTema
: Heyaaunbie 3anpockl HE p EFS Wi py u (EFS)
| LG YnpasneHue MpoBepka NOANMHHOCTI KAKMEHTa, Mpo...
Cozgare k | Beigasaemeni wabnon ceprndmkara n
— = , Mpo...
Bug b Wndpytowan dainosan cucrema (EFS)..
OBHOBNTE ceptudmraumn  <Bce>

Maanuceieanne cnucka gosepua (Micr...
3KCNOPTUPOBATE CAWNCOK. ..

Cnpaeka

< m >

Brntouerune A0NCAHUTENBHBIX wabnoHos CEpTM¢MKETDE H3 3TOM LEHTPE CEpTMC‘JMKEU‘MM

PucyHok 87. lo6aBneHune wabsioHoB cepTudmukaTos

OTKpoOEeTCs OKHO BKJOUYEHUSA WabnoHOB cepTMdMKATOB, B KOTOPOM HYXHO BblAENUTb LWAGAOHbLI U
HaxaTb OK.
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] Bintouenwe wabnoHoB cepTUQWKATOB .

BeifiepiTe omiH wabnoH cepTMgMKaTa ANA MCNoNES0BEHWA B 3TOM UeHTRE ceprudumcai (LIT).

Mpurmeyanke. Ecnv cosaaHHeIR wabnoH cepTiguKkaTa He oToBpEXasTCA B CIIMCKE, NOAMKIMTE HEKOTOpOE
BPEMA, NMOKE MHPOPMaLWMA 0 WwalbnoHe He GyasT pENNMUMPOEEHE HE BCE KOHTPONNEPL! AOMEHS .

He Bce walnoHs! CEpTWMKATOE B OpraHM3aLan MoryT OeiTe O0CTYNHE AnA sawero LIC

,.J,CI'IC."IHHT&"H:H}"I‘C Iw1H¢ICpI".IELI,HI'C CM. B pEZ,'.'I,I':"IEmEHCEHbIE CEELEHNA O LabnoHax EEETHQHEETCEE

Wran HazHaueHme ~
] IPSec |IKEnocpeanwk |P-GesonacHoc
] IPSec (3B TOHOMHENIA Sanpoc) |IKEnocpennuk |P-GesonacHocT _
E RAS- 1 |[AS-cepeepel poBepka NoAMMHHOCTA KNMeHTa, [poBepka no =
] frent BoccTaHoBREHMA KNouel AreHT BOCCTAHOBNEHWA KIHYER
& Arent PErMCTPaLM {KomMnsoTep) AredT sanpoca cepTMdMKaTa
] frent perucTpawm Bxchange (BEToHOMHEIR 3aMpoc) AreHT anpoca cepTMdMKaTa
)| MaplwpymisaTop (@ETOHOMHEIR Zanpoc) [NpoBEpKa NOAMMHHOCTH KNMEHTS
E [NepeKpecTHEIA LEHTD CEpTMMMKaLIAN «Bre:
B Nogrmesieane koma MNogrvceIBaHWe Koaa
E MNogmceiBanue ommaa OSPC MNogmcanue OCSP hd
£ m ¥

| OK | | Omvena

PucyHok 88. BknroueHue wabnoHos ceptudmnkaros

Janee agMuMHUCTpaTopy AoMeHa HeobxoamMmo 06HOBUTb wWabnoHbl 4Yepe3 MaHenb ynpaBneHUA
CK3M KpunTtolpo CSP. [1ns atoro Ha Bknagke Winlogon Hy>XHO HaxaTb kKHOMKY LLla6noHbl.

|5 Kpwnrolpo C5P -
Ofume I ObopynoBaHHUE I Cepewc I JononHWTensHo
AnNropuTHb I BesonacHocTh | Winlogon | HacTpolirs TLS

KNKOUEBOI CUMTEIBATENE MO YMONYAHMID
BriGepuTe CSP ANA HACTPOKK:

Crypto-Pro GOST R 34, 10-2001 Cryptographic Service Provider
BrIBEPUTE CUMTEIBATEN::

He ycTraHosneH

MapameTpel

|:| OTknouMTE KpunTolpo Winlogon

Mcnonb30BaTe anropMTMel KpunTollpo CSP Ha KDC

Mg eHTHdMKATOPEI KOHTPONNEPOE AOMEHS
KoHTponnep goMeHa:

|DC1.test.Iu:u: V| | SKMOopPTHPOBaTL

|AgeHTMPMKATOD KOHTPONNEPa AOMEHE:
| {f1fd7703-cd5d-4ace-9262-7e677dd27116} |

PucyHok 106. O6HoBNeHMe WwabnoHoB cepTUdUKaToB.
MNMocne BbINOMHEHMS 3TOrO AENCTBUS MOSABUTCHA cooblieHme O TOM, 4YTO BCe WabnoHbl yCnewHo
06HOBNEHbI, MOXHO 6yAeT NpuUcTynaTh K CO34aHUI0 3a9BOK Ha cepTuduKaThl.

Ecnn pepaktupyloTca unum pnobaensTca HoBble WabMoHbl Ans KOHTpoO1epa AOMEHa W areHTa
perncrtpaunn, naHHoe nencTene HY>XHO Npon3BoanTb B obs3aTenibHOM nopsagke.
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5.2.1.

HacTtponka wabnoHoB cepTnduKaTos

Onsa Toro, 4tobbl cepTUdMKaTbl MOXHO 6bI10 Mcnonb3oBaTb B Winlogon, HyXHO, 4TO6bl OHM

YOOBNETBOPSAN  onpefenéHHbiM  TpeboBaHuaM K
peructpaTtopa, Bxoga no cmapTt-kapTe.
Microsoft http://support.microsoft.com/kb/281245/en-us

Ecnu cywecTBylowmin  WwWabnoH He yAOBNETBOPSAET TpeboBaHMIo,

cepTudunkaTam
MoapobHee pAaHHble TpeboBaHWMSA OMUCaHbI

KoHTponnepa [AoOMeHa,

AreHTa
B OOKYMeHTaumu

K cocTtaBy cepTudukaTa,

HeobxoANMO ero U3MeHuTb. Ona sToro HY>XHO CO34aTb KOMuiko LIJa6}'IOHa, OTpeAaKTUpoOBaTb €é 1 BKJIIUYUTb

B CnMcok wabnoHos LC.

OTkpoliTe ocHacTKy LleHTpa ceptudmkauun (Myck - MaHenb ynpaBneHns — AAMUHUCTPUPOBaHME —

LleHTp cepTudunkaumnm).

B ocHacTke Bbibepute cBoli LIC, oTkpoinTe LLabnoHbl cepTUdMKaTOB.B KOHTEKCTHOM MEHIO HAaXMUTe

YnpasneHue.

®ain  [Jedctene Bung Cnpaska

o= % 6= H

= certsrv - [LleHTp ceptudmnkaumm (NlokansHeld)\test-SERVDC-CA\LLIaBnoHkb cepTudrkaTos] I;‘i-

;_9'] Uentp ceprudukaumn (MlokaneHeli) ran
4 g test-SERVDC-CA

| OtoseanHHbIe cepTndukatel

5 Bxog co cmapT-kapToi ¥3K
= BeG-cepeep TLS

| BelgaHHele cepTdmKaTEl H Bxog co cMapT-KapToii

| 3anpoce B oxnaaHum & Arent perncTpaumn

1 Heyaauneie sanpoce: & KoHTponnep aomena

-m Dleam o o s o o -
| ¥npasnexune

| WaBnoHe cepTndinkaTos

Cozgate r o)
Bug, 3
OBHoBUTE

3KCI'IDFITI.'1FIDEETI: CAWCOK.. 5

Cnpaeka

DU CO T TR T
7] Kontponnep aomena

)| BeB-cepeep

| KomneroTep

5 Monssosatens

HazHaueHne

Bxog co cmapr-kaptol, MNpoeepka noa,..

[Mposepka NogIMHHOCTY CEpBEpa

Bxog co cmapT-kaptod, MNpoeepka nog,...

AreHt 3anpoca ceptudgnkaTa

Mpoeepka nognnHHoCTY cepeepa, MNpo..
Mpoeepka nognnHHOCTY KNneHTa, Bxog,..

AreHT 3anpoca cepTudrkaTa
AreHT 3anpoca cepTudnkaTa

3alMLLIEHHEA 3NEKTpCoHHaA noyTa, Mp..
MouToBan penankaums cyxBbl KaTano..,
Mpoeepka NognMHHOCTA KAMeHTa, [po..

Mposepka nognuHHocT KAnenTa, MNpo..,

BoccraHoenenne daiinoe

Wwdpyrowan dgainnoean cncrema (EFS)

Mpoeepka nognuHHOCTY KAneHTa, MNpo..,

Mpoeepka NOANMHHOCT CEPBEPa

Mpoeepka nognuHHOCTY KNnenTa, MNpo...
LWwndoviowan dainoean cncrema (EFSI...

3anyck oCHACTKW WABNoHoE cepTUdMKATOR

PucyHok 107. YnpasneHue ceptudmkatamm

3anycTuTca ocHacTKka WwabnoHoB cepTndunKaToB. B HE HYXXHO BblibpaTb peAaKTUPYEMbIN Wab/ioH 1

Ha>XaTb B KOHTEKCTHOM MEHIO <<CKOI'IVIpOBaTb wabnoH».
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=] KoHconb wabnoHoe cepTMhMKaTOB \;li-

Pain  fdeficteme  Bug Cnpaska

e [E XE

&l WaBnows ceprudukaros (s OvoBpaxaemos MMA WatnoHa Bepcwa cxemel || Aeictena
= Wndpoeanne CEP

= LC Exchange

El Toneko nognuce nonezosatens

LLlabnoHeb! cepTudMEKa... -

JononHuTeneHeIE g4ef... P

l Toneko nognuce Exchange Kontponnep gomenal =

= Mpoeepka NoANMHHOCTI paboyei cTa.. JonOnHITENBHBIE AT, b
| MpoeepKa NCANMHHOCTH KOHTROANER. .,
= npoeepka nogauHHocT Kerberos

= MpoBepeHHbIA ceaHe

Hl Nowrosan PENAWNKELWA KaTanora

&l Nonesosarene co CMapT-KapTon

&l Nonesosarens Exchange

Hl Monssceatens

Fl MoguuHenni LEHTP cepTudnkalin
Hl Moanuceisatie cnncka ADBEPUA CEPT...
E Mognuceisanmne oTicnuika OSPC

Fl Moanuceisatie koaa

]| MepekpecTHBIR UEHTP cepTudgmkanin

]| MapwpyTuzatop (aBToHOMHBIA 3anpoc)

4 P — W 4 R = PO FJ RS o O —
m

]| KopHesoi uenTp ceptudukanmmn

KDmPOMEP Agmera Cronupoeate Wabnox

Hl Konrponnep gomena
MoaaTe NOBTORHYH 33ABKY ANA ECEX BNAJAENLLER CEPTHHUKATOR

= Komnetotep
MamenuTs nmena

& Bxog ca CMapT-KapTo

) Bxog ca CMapT-KapTa Bce sagaun 3

) Bxog ca CMapT-KapTa

¥nanute
= Bef-cepeep
= I CeolicTEa
< m > [ < 1]
Cnpaeka

|-|FII.'1 WMCNONB3I0CEAHWK AAHHOTD wabnoHa B ka4ecTee Bazos

PucyHok 108. KonupoBaHue wy6noHa ceptudmkara

OTkpoeTcs popMa, B KOTOPON MOXHO M3MEHUTb CBOWMCTBA WabnoHoB Tak, YTobbl OHM COOTBETCTBOBANM
TpeboBaHMsAM, onucaHHbiM B n.n. TpeboBaHus K cepTuduKaTy KOHTposnepa gomeHa, TpeboBaHua K
cepTudukaTy AN BXoAa Nno cMapT-KapTe.
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CeOWCTBA HOBOrO WabnoHa

Unpposarve | ATTECTALMA KNoYei I MM cyBbexTta I Cepeep
TpefoBaHWA Belaaun I Yetapeswuwe wabnoHsl | PacumpeHia I bezonacHocTe
CoBMECTUMOCTL | D6iwme | O6pafioTka sanpoca

Orofpaxaemoe MMA wabnoHa:

Korua "KonTponnep pomena’|

Wrp waBnona:

| Kornua "KoHTponnep pomeqa”

MNepuon oefcTEMA: [MNepron oBHOENSHWA

[ flea ]

OnyGnukosate cepmapukat B Active Directory

[]He ucnonssosate aBTOMaTMHECKYI0 NEPESAABKY, ECIM TAKO
cepTMdMKaT yxe cywecteyeT B Active Directony

| OK || Omaena |

PucyHok 109. CBoicTBa HOBOro wabsioHa cepTudukaTa

Mocne coxpaHeHus HOBOro WabioHa HYXHO A06aBUTb ero Yepes Crmncok WwabnoHoB cnoco6oM, onucaHHbIM

B N. 6.2 [Jo6aBneHne wabnoHoB cepTUdUKaATOB Ha CeEpBepe.

5.3. Bbinyck cepTudunkaTa KOHTpoepa AOMeHa

Bbinyck cepTudukaTa KOHTpoOM/epa AOMEHa AOJ/XKeH MpPOM3BOAMTLCA Ha CepBepe, Ha KOTOPOM
pa3BépHyTbl cnyx6bl AD, nonb3oBateneM C npaBaMym aaAMWUHUCTpaToOpa AOMeHa. [nsa 3TOro yepes3 MeHKo
Myck MOXHO OTKPbITb OCHacTky mmc Ceptudmkarbl, 3ateM B XxpaHunuuwe JimyHoe JlokanbHOro
KOMNnbloTepa BbibpaTh Bce 3agaum — 3anpocuTtb HOBbIA cepTudukar.
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EP daiin  [Jeiictene  Bug  Owwo  Cnpaexa
N EEIEEN )=

[ 7] KopeHb koHconn Komy Bbigan i Kewm Beiaan Cpok geiicTena  HasHauenw
b E Ceprndukars: - Texywuii nonszoeare EDC‘I testloc test-DC1-CA 20.03.2015 Mpoeepka r

4 [ Ceprudukarel (nokansHbIR KomMMBT) ﬁtest-DC‘l-CA test-DCT-CA 18.03.2019 <Bee»
4[] NMaunoe

a ] Peectp
iﬁ Cepting
(] [Joeeperneie KopHeB-| Bcesagaun 3anpocnTe HOBBIA CEPTMdMKAT...
p [ JoBepuTensHeie oTH
» MpomexyTouHbIe Le
I (] [loBeperHeie nagaten Hogoe okHo oTcroga AononHuTensHelE onepauun

Bua Wrmnopt...

b B CepTudmkatel, kK KOTQ OBHOEUTE
I (] CTopoHHue KopHessl
b [] flosepenneie nnua

b ] Mocraswmkn ceptudy Cnpaeka
b ] YaanenHsiii patounii cTon

I (] 3anpocsl 3aAB0K Ha cepTHdmMKaT
I [ ] [loBEpeHHbIE KOPHEEBIE CEpTMdIK
[ ] [oeepennbie yeTpoiicTea

3KCNOPTUPOBATE CIMCOK...

3anpocuTe HOBBIA cepTdmkat oT ueHTpa ceptudmkauin (LLC) 6 3tom gomene

PucyHok 89. 3anpoc ceptucdmnkarta KOHTponnepa AOMeHa

OTKpoeTcs MacTep perucrpauum ceptudukaTos. Haxmute Nanee.

MNepen Hauanom paboTsl

CnegyoLIne Warn NoMoryT yCTaHOBUTE CERTUHMKATEI, ABNAILMECA NG POBEIMIA YHETHEIMKU AAHHEIMW,

HCNoAb3yerMbIMA ANA NOJKARYEHWA K GECI'IFIOBO,EI'HI:-IM CETAM, 3aLLHNTElI KOHTEHTA, H,ﬂ'EHTHq)HKELl'HH W MHBIX
3a4a4 Gez0nacHoCTI,

an)\\(,JJ,E HEM JanpallnBEaT CEpTHqJHKET_ yﬁEﬂ.HTECb, YT

3TOT KOMNBHOTER NOJKNHIYEH K CETH,

MMEHITCA YHETHBIE A3HHBIE, KOTOPBIE MOMYT BbITh MCNONL30BaHLI ANA NOATEERHAEHWA NpaBa Ha
noAy4eHUE CepTUgMKaTa.

Moapobree o undposbx cepTndnkaTax

PucyHok 90. Macrtep perucrpauumm ceptucdpukaros

OTkpoeTcsa ananor Bbibopa NONUTUKN perncTpauumn.
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Boifop MOAWTHKW PErMCTpaLIMKM CEpTUGVKATOR

MonwuTuka perucTpauun cepTdUKaTos NOIECARET PEMMCTPUPOBATE CEPTUHNKATE! H3 OCHOBAHMM 33aHHBIX
3apaHee WaBnoHoe cepTudKkatos. MNonnTrkKa perncTpayni CEpTUGUKATOR YiKE MOrNa BeiTe HACTPOEHE.

Hacrpameaembie agmunmncTparopom
Monutrka pernctpaumm Active Directory v

Hactpameaemble nonb3oBatenem JoBaente

MogpobHes 0 NOAWTUKE PETMCTRALMK CEPTUGMKATOR

PucyHok 91. Bbi6op nonnuTMkm perncrpaumm ceptudukaTos

B AaHHOM OKHE HYXHO OCTaBWTb MapaMeTpbl MO YMOSYAHWUIO W MEPENTU K CreayloleMy Lary,
Ha)xaB [anee.

M3 cnucka Tunos ceptndukatos Boibepnte KOHTponnep poMeHa.

3anpoc cepTUPUKaTOB

Bbi MoXETE 3aNpOCHTE CNESYHILLME TUNBI cepTrdmkaToe. BriBepuTe cepTudmKaTel, KOTOPBIE XOTHUTE
33NPOCATE, M HAXMKWTE KHONKy "3aneka’.

[v] Kontponnep aomena kp Cocroanme: [octynHo MogpoBHoct ~
CnegyoLLne napaMeTpel ONPEAEnAtoT ¥apakTep MCNONB3CEIHHA W CPOK AEACTEMA J3HHOMT THNA
cepTudmkara:

Wecnonesoeanne kntova: Undpoean nognnce
Wwndposanne knryel

Monutuen npumeredua: Mposepka NOANMHHOCTI KWEHTA
MNpoBepka NOANMHHOCTI CEPEERA

Cpok gefictenn (gHeid): 365

[IMeyrcean PEMAMKALMA KaTanora k@ Cocroanme: JoctynHo MogpoBHoCTH v

[[]MNokazate Bce waBnoHs

Mogpobree o cepTuduEaTax

PucyHok 92. 3anpoc cepTudmkarta KOHTpoJuiepa AOMeHa
lMpoBepbTe MpPaBWIBHOCTb U NMpU HeobxoaMMOCTM BblbepuTe mnocTaBlimKka cnyxbbl wudpoBaHnsa B
CBOMCTBaXxX Ha BK/1aAke 3aKpbITblA KJIIOY.

Ansa Toro, yto6bl BbINYCTUTL CEPTUPUKAT Ha KOHTPOIEP AOMEHa, HaXMUTe KHOMKYy 3asaBka. [pu
BblNycke cepTudwmkaTa npeanaraeTcs yCTaHOBMTb HOBbIV Maposib Ha KOHTeliHep. B npouecce cosgaHus
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3aKpbITOro Kftoya Ans KOHTposlepa foMeHa BbIBOAUTCS OKHO Buonornuyeckoro ACY u kpuntonposaiaep
3anpalwuBaeT Naposib Ha CO34aBaeMblil KOHTelHep (MNapoJsib B AaHHOM C/lyyae yKasblBaTb HE HYXHO).

Mocne 3aBepuweHunsa pabotbl Buonornyeckoro CY oTkpoeTcs OkHO, nHdopMupytowee 06 ycreLwwHomn
yCTaHOBKe cepTudukara.

PesyneTaTbl YCTaHOBKW CEPTUMKATOB

CReayrowme ceprrdmatsl GoLnM NOMYHEHE 1 YCTAHOENEHE! HA AAHHOM KOMABHOTEDE,

Monwrkia perwcrpaumem Active Directory
/| KoHTpannep aoMens -J' Cocroanve: Yenewne

PucyHok 93. Pe3ynbTaTt ycTaHOBKM cepTudmnKaTa KOHTpoasiepa AOMEHa

PaszsepHyB MoapoO6HOCTN MOXHO MPOCMOTPETb CBeAeHMUs 0 cepTuduKaTe.
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-zl Peructpauma ceptudukatos

PesyacTaTel YCTaHOBKK CepTUdMKATOR
cﬂtﬂ,}'PUI.LLH! {!pm¢|“!ﬂTbl Geian NOTHERE W Y CTAHOENERE Ha JAMMOK KOMNsFOTEDE,

| Moanrxa perncrpaumum Active Directory

KonTpoanep gomeHa o Cocromnme: Yenewno Neapobrocta ~

Cregyrowme napameTpesl cNpeAenaoT XAPAKTER HCNCALIOEAHHA W CROK SEACTENA AAHHOTO THNA
CEPTHRHKATA

A Ceprudukar -

Obuue | Cocras | MyTe CEpTHVKELI® |

MNpocMoTpeTs CEpTHEHKAT

£ Coeqennn o cepTmduKare

ITOT CEPTRNKAT NPEOHASHAYAETCA Dnas |
» DfecnewiBaseTt NOMEHNE anwmﬂ OT YHanSHHOD _

KOMMBAOTEPA
* MoaTBEEHAMET YOAMEHHONY KOMMLIOTEDY MAEHTHN SIS0

BAlWETd KOMNESOTEpa
loroso

KoMy Boigan: DC 1.test.boc

Hem ampan: test-DC1-CA

Nedcresrenes ¢ 20.03. 2014 mo 20.03. 2015

| EcTh 38spoiTosl Kwoq ANA 3TOM0 CEpTIMETA.

Noapobeee o cepTishimcaTax

[l |

PucyHok 94. MpocMoTp cBeaeHuin o ceptudpukare

CepTudukaT KOHTpossiepa AOMEHa B pe3ynbrate Ao/MKeH O6blTb YCTaHOBAEH B XpaHunuuwie
cepTudUKaTOB I0KANbHOIO KoMMbioTepa. locne Bbinycka cepTudurkaTa KOHTpoOasep AOMeHa Heobxoanmo
nepesarpysuTb.

Mpumedanue: AOna ceptudukatos ¢ [OCT-kawoyamMnm GYHKUMM aBTOMATUYECKOro BbiMycka
cepTMdUKaTOB KOHTpoOepa AOMEHa HeAOCTYMHbl, MO3TOMY HeobxoAMMO cneauTb 3a BalIWAHOCTbIO
ceptndukata DC n 06HOBASATL €ro 40 UCTEYEHUS CPOKa AENCTBUS.

5.3.1. TpeboBaHusa K cepTudunkaty KoOHTponnepa LOMeHa
e CepTudumkaTt fOKEH UMETL paclunpeHne Toukn pacrnpoctpaHeHms CRL, KOTOPbI yKa3biBaeT
Ha AeNCTBUTENbHbIN cepTudurkaT cnncok ot3biBa (CRL), Hanpumep:
[1] Touka pacnpegenenus cnucka ot3biBa (CRL)
MNMsa TOUKKM pacnpocTpaHeHus:
lMonHoe nmg:
URL=http://serverl.name.com/CertEnroll/caname.crl
e [lpu HeobxoammocTn paspen cybbekta cepTudumKaTa AO/HKEH coAepXaTb MyTb K KaTasnory
cepBepHoro obvekrta (MMs), HanpuMep:
CN=Serverl.northwindtraders.com OU = Domain Controller, DC = northwwindtraders, DC = com
e Pazgen Mcnonb3oBaHne A0MMKEH coAepXaTb:
Uudposas noanuce, LndposaHue kntouen
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e Pasgen OCHOBHblE OFpaHUYEHNS AOMXKEH COAepXKaTb:
[Tun TeMbl = KOHe4YHbIN Cy6beKT, orpaHUYeHmns Ha ASMHY NyTu = OTCYTCTBYET]

e Paspgen pacluMpeHHOro MCMosb30BaHUA Ktova cepTUduUKaTa AO/KEH COAepXKaTb:
MpoBepka NoanMHHOCTU KnneHTa (1.3.6.1.5.5.7.3.2)
MpoBepka noanmMHHocTM cepsepa (1.3.6.1.5.5.7.3.1)

e Paspen JononHuTtenbHoe nMa cybbekTa aomxkeH cogepxatb DNS-umMs. Mpu ncnonb3osaHmm
SMTP-pennukauuun pasgen AOMNOMHUTENbHOE MMSA cybbekTa cepTuduKaTa AOMKEH Takxke
cogepxaTb rnobanbHbli  YHUKaNbHbIM  naeHTugunkatop (GUID) ob6bekta KoHTponnepa
AoMeHa B Katanore. Hanpumep:

Opyroe nma: 1.3.6.1.4.1.311.25.1 = ac 4b 29 06 aa d6 5d 4f a9 9c 4c bc b0 6a 65 d9
DNS Name=serverl.northwindtraders.com
e LabnoH ceptndmrkaTa AONXKEH UMETL pacliMpeHue co 3HavyeHneMm BMP «DomainController»

5.4. Bbinyck cepTudunkaTta AreHTta permcrpaumu.

Mo yMonuyaHuWio paspelleHMe Ha 3amnpoc cepTuduMKaToB OT SMua Mosib3oBaTens npefocTaBseTcs
TO/IbKO aAMMHUCTpaTopaM AoMeHa. OAHaKo MoJib30BaTesNo, He ABAOWEMYCS aAMUHUCTPATOPOM AOMEHA,
MOXET 6blTb MPeAOCTaB/IEHO pa3peLleHme CTaTb areHTOM perucTpaumm.

[ns BbiNycka CMapT-KapT areHTa pernuctpauuu M nosb3oBaTesiell AOMeHa AO0/XHa 6biTb Takxke
yCTaHOBMeHa noaaep)xka HeobxoAuMbIX cUMTbIBaTeNnel (Ccblika Ha pa3fen B OCHOBHOM MHCTPYKLMK).

Mpumeyanune: Hanuuue CepTl/I(bMKaTa areHTta perucrtpaumMn no3BOJIAeT nogaBaTb 3asdBKW Ha
nonyyeHume CepTVId)VIKaTOB M CO34aBaTb CMapT-KapTbl OT WMEHU noboro nonb3oBatenss B coOCTase
opraHusauuu. lMosyyeHHaa Takum o6pa30M CMapT-KapTa MOXET 3aTeM UCMNO/1b30BaTbCA AJ1d BXO4a B CETb
noa wMeHeM nosb3oBaTens 6e3 ero Begoma. [Mockonbky cemechKaT «AreHT perumcrtpaumu»
npeanocTtaBNdeT WNPOKME BO3MOXHOCTU, HACTOATE/IbHO peKOMeHAYeTCA npunaepXxmBaTtbCd B OpraHuMsauunmn
CTpOrnx nonnTnkK 6e3onacHoCTM 45 3TUX CepTVICbMKaTOB.

YTo6bl CTaTb areHToM perucrpaumu, HeobxoaMMo nModaTb 3asiBKy Ha cepTudukaT AreHT
perucrTpaumum yepes ocHacTky Ceptudukartbl — TeKywwmnii Nnonb3oBaTeslb.
= |:|-

—) Pervctpauna cepTMhUKaTOE

3anpoc cepTMPHKaTOB

Bbl MOXKETE 33NPOCHTE CAEAYHOLLME TUNBI CEpTUGMKATOE. BoiBepnTe cepTudnKaTel, KOTOPBIE XOTUTE
3ANPOCUTE, U HAXMWTE KHOMNKY "3aneka”.

MonuTuka perucrpawmm Active Directory ~
[] Arent BoccTanoeneqnn EFS ._%)'COCI'OHHME: JoctynHo MogpoBHoomk v
[v] ArenT perucTpaumn j‘J Cocroanme: JocTynHo MoapoBHocTn ~ .

Chegytolne NapaMeTpebl CNPEAENAOT XapakTep MCNOAb3CEAHNA U CPOK ASHCTENA JaHHOMC TMNa
cepTudmkara:

Wecnonezoeanune kntova: Ungpoean nognuce

Monutukn npumeHenna: AredT 3anpoca cepTudmkara

Cpok gedctenn (greid): 730

Ceowcrea

[ Nokazate ece WabnoH.l

3aneka || OTtmeHa

PucyHok 95. Bbi6op 3aaBku AreHTta perucrpaumm

Heobxoanmo oTpeaakTupoBaTth WabnoH ceptudurkaTta, Haxae Ha KHONKy CBOMCTBA.

Ha Bknagke 3akpbiTbii ko4 B nose [ocTaBWMK Ciyx6bl  WKWGHPOBAHUST HYXHO YyKasaTb
nocTaBLUMKa.
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CeolcTea cepTudMKaTa -

| OBwme I CyBbekT I PacwmpeHia | 3aKpeITHIA KKy |LI,EHT|: cepTHUdMKaLIN |

MocTagwme cny*Bel WndpoeaHua -~

Mocraewme cnysBel wWindpoeanua (C5P) - 3To nporpamma, co3gamLLan oTKpLITLI 1
SEKprTblﬁ KNHIYK, KOTOPBIE MCNONB3YHITCA BO MHOTWX NPOLECCAX, CBAS3HHBIN C
cepTHduKaTamm,

BriBepute nocTaswmka cny*Bel WindposaHna:

[] Microsoft Strong Cryptegraphic Provider (Mognuce) A
[] Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider (Moanuce)
[] Crypto-Pro GOST R 34.10-2012 Cryptographic Service Provider (Moanwce)

Crypto-Pro GOST R 34.10-2012 Strong Cryptegraphic Service Provider
(Mognwuce)

[] Microsoft Base Cryptographic Provider v1.0 (Moanuck)

W
[l ¥ S b Dmrm MCC A M A Hallmm e T mmdmmemmbeis Remidae fManma- Al

[1Nokazats scex nocTaswmkes cnyx6 wWndposaHua

Mapamerpel Kntoua w
Twn knroua N
| OK | | OTMEHa | | MPHUMEHHTE

PucyHok 96. Bbi60op nocrasuwmka cnyx6bl wunpposaHma
Ha Bknapake LleHTp cepTudmkaummn obsa3atenbHo fomkeH 6bITb yKasaH cooTBeTcTByowmi LUC.
CsoiicTBa cepTvdMKaTa -

| Obuwe I Cybbert | Pacwmperia | 3aKPLITHIRA KoY | LenTp cepTrdmikalym

Cepeep perncTpauyuu HeoBroAMM ANA BBIAZYM W NPOANEHA cepTudukaTos. Cuctema
NOAKNHOYAETCA K CEPEEPEM PEMMCTRALMN M3 CAERYHILLETD CNNCKa 4nA 0bpaboTkn
33aNpoCoB Ha cepTUdMKaTHI.

Ha kaxaom cepeepe perncTpauum AocTynHel He B WaBnoHe! ceptudgmkatos. B yenax
AWETHOCTUEM NONESHO ONPEAENNTL BCE AOCTYMHBLIE CEPBEPEI PETMCTRALMK,

LlenTp ceptrdmkanim Tum:
[ test-DC1-CA Kopresoi U C npeanpuatia

[[]Mokazate Bce cepeepel perucTpanmm

MoapoBHee o cepBepax pervMcTpaumm

| QK | | OTMeHa MpHMEHMTE

PucyHok 97. Bbi6op ueHTpa ceptudpmkaumm
Mocne coxpaHeHWs W3MEHEHWIA HYXHO HaxaTb KHOMKY 3asBka Ans Toro, 4tobbl Havatb
popMMpoBaHMe KOHTENHEepPa C CepTUPUKATOM M 3aKPbITOro Kto4a.

Ecnn poctynHo 6onee ogHoro cuutbiBaTens, otobpasntca avanor Bbibopa cunTbiBaTENS, B KOTOPOM
HYXHO yKa3saTb, KyAa NOMeCTUTb CO34aBaeMblil KOHTENHep.

B npouecce co3gaHmMa  3aKpbLITOro  K/Aw4Ya BbiIBOAUTCA OKHO  Buonorundeckoro [ACH wu
KpunTonpoBanAep 3anpalwnBaeT Naposb Ha Co34aBaeMblli KOHTelHep. [Tocne BBoAa Napons U BbIBOAMTCS
coobueHmne o6 ycnewHoM Bbinycke cepTudmkarta
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| Pervctpauma cepTMOUKATOR

PesynbTaThl yCTaHOBKW CEPTMHUKATOR

CJ'IE,{I&‘FDLLI,HE CEFITI.‘1¢II.'1KETbI BeLn nomyHeEHbl M Y CTAHOBNEHB]I H3 JaHHOM KOMOBHOTEQDE,

MonuTuka perucrpawmm Active Directory

Arent pernctpaun

o Cocroanme: Yenewno

MogpoBHooTy v

loToeo

PucyHok 98. Pe3synbTaT BbiNOJIHEHUA YCTAaHOBKMU cepTudmnkarta AreHta permcrparopa

5.5. Bbinyck cepTudunkaTos 415 BXo4a rno cMapT-KapTe.

Ha koMnbioTepe B [OOMEHE,
ABNSAOWMNCA YSTIEHOM

nonb30BaTesb,

Ha KOTOPOM
rpynnbl

npeaBapuTenibHO YCTaHOBJIEH
Monb3oBatenn un wuMewwWMn ceptudukar AreHTa

KpunTtolpo CSP,

perncrTpatopa, MOXeT BbINycKaTb cepTuduKaThl 418 APYrnx nonb3oBaTenein qoMeHa.
Ana 3Toro B ocHacTke CepTuduKaTbl HYXHO pasBepHyTb y3en JIMuHble U BblI6paTb MYHKT

CepTVICIJVIKaTbI, B KOTOpOM BbINnoNHUTL Bce 3apaum - [onosiHUTesNibHbIEe onepauvum -
3aperncTtpmpoBaTbCsi OT UMEHM.
& CepTudmkaTsl = = -
EJ aiin  Jdeiictene Bug  Okwo  Cnpaeka
o= HmE 8| d:= H
| Kopers konconm ~ ||| Kewmy Belgan Kem BelgaH Cpok gefcTE
4 B Cepudmkate! - Tekywnii none3os ol servde test.local test-SERVDC-CA 12.03.2015
4[] flnuroe ol servde test.local test-SERVDC-CA 14,03.2015
4[] Peectp ;] test-SERVDC-CA test-SERVDC-CA 12.03.2019
| Ceptndmkars
+ 3 .ﬂ.05| Bce sagaun ] 3anpocuTe HOBBIA CEPTUNKAT...
b [ Aok
b [ Mp Hoeoe okHo oTcroga Wmnopr...
p [0 061 O6HOBHTD | AononHuTeNEHBIE ONEPaLMK » Co3zaaTte HacTpanBaeMblil 3anpoc..,
I _ ok Crpaska ‘ 3apeErncTpUpoBaTLCA OT MMEHH...
b ~ Ce ¥npasneHue NOANTUKEMW PETMCTPALIAN. .
I [ CTOpOHHUE KOPHEBLIE LEHTPEI
- || JloBepeHHble nuUa
I [ ] MocTaswmin cepTudukaTos nj
I [ ] [loBEpeHHEIE KOPHEBBIE CERTHC
4 [P Ceprudukarsl (nokansHbiii komns
4 || Muuroe
4 [ | Peectp
| Ceptudmratel
I [ ] [loBEpeHHEIE KOPHEBLIE LEHTRI
[ || JloBEpUTENBHBIE OTHOLLEHWA B .,
< ; m ¥ < 1] >
38laperncTpUpoBaTLCA OT MMEHM..,

PucyHok 99. Bbinyck ceptucdumkaTa nosib3oBatesiss CMapT-KapThbl

Mepengnte K

ceptudmkaty AreHTa

noanuvcelBaHns obpabaTbiBaeMoro 3anpoca ceptudukaTa.

pervcTpaunm,

KOTOPbIM

6y.qu ncnosib3oBatbCAa AN
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—z) Peructpauua cepTudUKaTos

"fanee".

CepTudukar nognucm:

BulbepuTe cepTUOMKAT areHTa pervcrpaumm

CepTidimkar areHTa pervcTpanmn HeoBxoaum ANA NOANWUCA 33NPOCa Ha CEPTUMKAT OT MMEHM ADYTIX
nonesceatened. Haxmante knonky "O63op”, 4ToBel HaliTk cepTudnKaT NogNKCK, @ 33TEM LLEAKHUTE

== |

PucyHok 100. Bbi6op ceptucmkaTta AreHta permcrpaumm

Mocne Bbibopa

cepTudukata AreHTa

pernctpaumn  m3

3anpalwmnBaeTcs Naposb Ha AOCTYN K 3TOMY cepTudukary.

Cnncka AO0CTYMHbIX CepTVICbVI KaToB

=) PermcTpauma cepTMOMKATOR

BeiSepuTe cepTMhMKAT areHTa perMcTpaumm

CepTudnKaT arenTa perncTpauyi HeoBxo um 408 NoANKCK 3anNpeca Ha CEpTUgHKET OT MMEHIN APYTHX
nons3oeatensd, HaxmanTe kHonky "083op", YToGel HAATW CEpTMdMKAT NOANWUCK, 3 33TEM LLEENKHWTE

= | O X

"Nanee".

=

CepTdnKaT nognuck
AreHT peructpaumm

Kpwntollpo CSP

BBEAUTE Naponb ANA KOHTERHepa

"e-EnrolimentAgent-dab12db5-723d-4ba6-8575-3 1bd6 2531

0:09:45

O6zop...

RU

MNapone: | |

] 3amomHuTe napons

OTMEHE

nD,ﬂ,FIDEHEE 0 NoA3YE IGABOK HAE CEBTI-ﬂdJMF_ﬂTbI OT MMEHW APV NoAbL30BATENEH

Janee

PucyHok 101. Beoa napons ana ceptudmkarta AreHta perncrpaumm

B MacTepe perncrpauum cepTuduKaToB ykKasbiBaeTcs TUMN cepTudukata Bxoa cO cMapT-KapToM.

HeobxoanuMo oTpefakTMpoBaTb
CBoMcTBa.

napaMeTpbl

BbiNycka cepTudukara,

Anga  3TOro  HaXMute KHOMKY
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[~ [= |

| Pervctpauma cepTMOUKATOR

3anpoc cepTUPHMKaTOB

Bel mozceTe zanpocute cnegyrowwme Tunel ceptudimkaroe. BeiBepuTe ceprudimkarel, koTopelie xoTuTe
ANPOCUTE, W HEXMHATE KHOoNKy "Janee".

=
L)
(®) Bxog co cmapT-kapToii i) Cocroanme: JoctynHo MogpoBHoot ~
Chegyrolne NapaMeTpebl CNPEJENART XapakTep MCNOAbCBAHWA W CROK ASHCTENA JaHHOTC TMNa
cepTudimkara:
Wecnonezoeanue kntova: Undpoean nognuce
LWwndposanne wiaroqei
Monutukn npumenenna: Mpoeepka NOLAMHHOCTI KNMEHTE =
Bxog co cmapT-kapToi
Cpok AeAcTEMA (gHel): 365
W
[ MNokazate ece WwWabnoHe
MoapobHee o ceptudmkatax
| DNanee | | Otmena

PucyHok 102. Bbi6op Tna ceptudumkara

Hy>XHO yKasaTb MocTaBLliMKa cnyx6bl WUdpoBaHUS U LEHTP CepTUdDUKALUN HA COOTBETCTBYHOLLMX
BK1agKax:

CeoWcTea cepTudinkata -
3aKpEITEI KIKY | LleHTp cepTHdmKkaLim
MocTaswymk cnybel LN poBaHUA ~

Mocraswmk cyzxBel windgposanua (C5P) - 3to nporpamma, cosgaroiwan oTKpeITeii v
3AKPBITEIA KHOUYH, KOTOPBIE MCMOBIYHOTCA B0 MHOTWX NPOLECCEX, CBASEHHBIX C
cepTHdUKATaMM,

BriBepuTe nocTaBmMKa cnyxBel LW poBaHIA:

[] Microsaft Strong Cryptographic Provider (WndpoeaHue) ~
[] Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider (lUndposanue)

[] Crypto-Pro GOST R 34.10-2012 Cryptographic Service Provider (Wndposanue)
Crypto-Pro GOST R 34.10-2012 Strong Cryptographic Service Provider

(Wndpoeanune)
[] Microsoft Base Cryptographic Provider v1.0 (lUndposarue)
M klirrnrnft Dara NEC and MNiffia Hallnn - Cn ok aae-s bhir Nrmsndar (b nanains 4 hd
[ NokazaTe scex nocTaEWmMKkos cyx6 WWHPoEaHUA
MoapobHes o 3aKPLITHE KAKYAY
| QK | | OTMeHa | | MpUMEHUTE

PucyHok 103. Bbi6op nocraBwmka cny»x6bi wuncpposaHus

[ns coxpaHeHus BbIBpaHHbIX NapaMeTpPoB HY)XXHO HaxaTb KHOMKy MPUMeHuUTb 1 3aKpbiTb GopmMy. B
MacTepe co3aaHus ceptudukata HaxmuTe [anee, uTob6bl NepeVTM K creayloweMy wary u BblibpaTb
nosib3oBaTesisi JOMeHa.

90



XKTAN.00083-01 90 03. Kpuntollpo CSP. NMHCTpyKLMSA NO MCNOb30BaHUIO

Bei 6EPHTE NoAb30BaTENA

UroBel 3anpocuTe CEPTUGMKAT OT MMEHK APYTOro NONL30B3TENN, BEEAUTE Ero GOPManEHEE MMA KK
AomMeHHoe MMA. Hanpumep, ncnonesyiite dopmat "uma damuana’, "uma_none3ceatens” Ui
"AoMeEH\MMA_Nons3oeaTens”.

Mpexae 4em 3aNpaLLMEaTE CEPTMOUKAT NONLIDETENR, YOEAUTECE, YTC YCTROACTED, HA KOTOPOM OH
AonkeH BbITe YCTAHOBNEH, NOKNHIUEHD,

MMA NoAb30BaTENA MKW NCEBACHNM:
TESTONtestuser | | OBzop...

I'Io,a,poﬁHee 0 NoA3Ye 33AB0K H3 CEDTMd)MKETbI OT UM EHK AP ITAX nonb3oBaTenei

|3aﬂmca || O1Meua|

PucyHok 104. Bbi6op nosib3oBaTens, A/ KOTOPOro BbiNyCKaeTcsa cMapT-KapTa

HaxmuTe Ha KHOMKy 3afaBka, 4Tobbl Ha4yaTb GOpPMMPOBaAHNE KOHTENHEpPA M KtoYa.

Danee BbI6VIpaeTCFI YCTpOVICTBO AN 3anncy Ha HocuTenb. CumTbiBaTeNb AOJIXKEH 6biTb NOAK/IOUEH K

KOMMbIOTEPY, @ CMapT-KapTa onpeaenstbcs. B npouecce dopMMpOBaHWSA KOHTEMHEpa BbIBOAUTCSH OKHO
Buonornyeckoro ICH 1 3anpawmBaeTca Naposb A9 HOBOro KOHTENHepa.

B ananore Bbibopa nNaponsi HYXXHO BBECTU MapoJsib AJ1S CO3AaBaeMoro KoHTeliHepa. [ns npaBuibHOM
paboTbl CO CMapT-KapToi Naposb ANl CO31aBaeMOro KOHTeHepa U CMapT-KapTbl AOJIXKEH 6blTb OLHUM.

B pe3ynbTaTe BbIBOAUTCA coobLieHne 06 ycnewHon 3anncm KOHTeHepa Ha cMapT-KapTy.

PezynbTaThl YCTAHOBKW CEPTUHMKATOR

Cnegyrowne cepTudMKkaTel Belan NONyYEHE! W YCTAHOENEHE! HA JAHHOM KOMIBIOTERE.

MonuTuka permcrpaumm Active Directory

(%) Bxog co cmapT-kapToii J Cocroanme: Ycnewdo MogpobHoct ~
Chegytolne NapaMeTpbl oNPEAEnART XapakTep MCNOABI0BAHWA W CPOK ASACTENA JaHHOMC TMNa
cepTuduKara:

Wecnonezoeanune kntova: Undpoean nognuce
Wndposanme waroqei

Monutukn npumenenna: MNpoeepka NOANMHHGCTI KNMEHTS
Bxog co cmapT-kapToii

Cpok gedctenA (gner): 365

MpocmoTpets cepTdmkar

| Cnegyrownii none3oeaTent || 3akpbiTe |

PucyHok 105. Pe3ynbTaTt Bbinycka cepTtudpmkara
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lMocne TOro, kak KOHTEIZHep 3anncbiBa€TCA Ha HOCUTENDb, BXOo4 C AOMEHHOMN yl-IETHOl‘;1 3anncbio
NMoJIb30BATENIA MOXET OCYLLECTBNATLCA C aBTopM3aumel71 Nno CMapT-KapTe.

testuser
TESTONtestuser

testuser

testuser@test.loc

CmapT-KapTa

hHH-KO,-IL

Y

PucyHok 106. ABTOpM3aLMsa C NOMOLYbIO CMapT-KapTbl NOJib30BaTesNsl AOMEHa

Onsa aBTopu3auMn nonb3oBaTens AOMEHa K KOMMbKTepy, C KOTOPOro OCYLLEeCTBASETCS BXOo4 B
AOMEH, HYXHO MOAKMNYUTb CUUTbIBATENb M BCTaBUTb B HEro CMapT-KapTy, 3aTeM M3 NapaMeTpoB BX0oAa
BblbpaTb 3Hayok «CMapT-kapTa» n Beectun NMH-koga.

5.5.1. TpeboBaHusa kK ceptudunkaTty ansa exoga no cMapT-kapTe

5.6. Hactpouka Active Directory n KoHTposnepa AoMeHa 414 BXo4a
No CMapT-KapTaM C NOMOLLbIO MPYNMNOBOW NMOSIUTUKK MPU
MCMNOJSIb30BaHMMN CTOPOHHEro LeHTpa cepTudukaumm

Ons npoBepkuM MOAMMHHOCTM C MOMOLbI cMapT-kapTbl B Active Directory Heob6xoanmo, 4Tob6bl
paboune ctaHuMm co cMmapT-kaptamu, Active Directory n koHTponnepbl gomeHoB Active Directory 6binn
NpaBMNbHO HACTPOEHbl. YTOObI BbLIMOHUTL MPOBEPKY MNOAJIMHHOCTM MOSb30BaTeNel Ha OCHOBE
cepTudukaToB OT LeHTpa cepTudukaumm, Hy>xHo, 4yTobbl NpunoxeHue Active Directory nosepsisio sTomy
LeHTPY cepTudukaummn. N paboume ctaHUMM CO CMApT-KapTaMu, U KOHTPO/IEPbl AOMEHOB AO0/KHbI 6bITb
HaCTpOeHbl C NPaBU/IbHO HAaCTPOEHHbIMU cepTudMKaTamm.

Mpn nobon peanuzaumm MHOPACTPYKTYypbl OTKpbITOro knt4da (PKI) Heobxogmmo, 4TobblI BCe
YYaCTHUKM [AOBEPSIN KOPHEBOMY LEHTPY cepTudUKauMM, K KOTOPOMY MPMBS3bIBAETCS BbIMyCKaoWMi
LEeHTp cepTudmkauum. N KoOHTponsepbl AOMEHOB, U paboune CTaHUWM CO CMapT-KapTaMun AOBEPSOT 3TOMY
KOPHEBOMY LEHTpY.

[nsa HacTpoiiku Active Directory n KOHTposiiepa AOMeHa HEOBXOAMMbI ClieayloLmne YCoBUS

° YTo6bl BbLIMOSHUTL MNPOBEPKY MNOANIMHHOCTM nosb3oBaTener B Active Directory, cTopoHHMe
BbINyCKatoLlme LeHTpbl cepTudmrKaunm OMKHbI HaXoamTbcs B XpaHunuwe NTAuth.
° YT0o6bl BbINOSIHATL NPOBEPKY MOASIMHHOCTU MOJSIb30BaTEIEN C MOMOLLbI CMAPT-KapT, KOHTPOJIIEphI

AOMEHOB A0JXHbl 6bITb HACTPOEHbI C CEPTUPUKATOM KOHTPOIIEPA AOMEHA.

° Takxxe MOXHO HacTpouTb Active Directory Tak, 4T06bl He3aBMCUMblE KOPHEBblE LIEeHTPbI
cepTnduKaumMm pacnpocTpaHsaAnCb B XpaHunuvWa AOBEPEHHbIX KOPHEBbIX LEHTPOB cepTudukaumm
BCEX Y/IEHOB JOMEHa C NMOMOLLbIO FPynMnoBOM MOMUTUKN.

5.6.1. YkasaHuda No HacTpouke

Ona HacTpolikm HeobxoAMMO MMETb He3aBUCUMbIN KOPHEBOW cepTudukaT B KOAMPOBKe Base64
X.509, a Takxe ceptTndurkaTbl Bbinyckatowmnx LC.
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5.6.1.1. [o6aBneHne He3aBUCUMOIro KOPHEBOIO LleHTpa cepTudunkaumm K
AOBEPEHHbIM KOPHEBbLIM LIEHTPaM B O6bEKT rpynnoBoi NOIUTUKUN CNYXK6bI
Active Directory.

HacTpolika rpynnoBoi nonutukn B poMeHe Windows Ans pacnpocTpaHeHMs He3aBUMCUMbIX
KOPHEBbIX LEHTPOB cepTUdMKaLMM B XpaHWIWLLA LOBEPEHHbLIX KOPHEBbLIX LIEHTPOB BCEX KOMIMbIOTEPOB
[OMEHa NMpou3BoANTCS ClieayowmM obpa3om:

1. OTKpoMTe B KOHCO/IM MMC OCHACTKy YnpaBJieHUue rpyrnnoBoi NOJIMTUKOM.

2. Pa3BepHUTE B OTKPbIBLUENCS OCHACTKE 3/1IEMEHThI: YNpaBsieHUe rpynrnoBoi NOJIMTUKON =
Nec: <ums goMmeHa> -> [JoMeHbl. Ha cOOTBETCTBYIOLLEM AOMEHE BbI6EPUTE B KOHTEKCTHOM
MEeHI0 N3MEeHUTDb.

KoHconb1 - [KopeHe koHconuM\YnpaeneHne rpynnoeoid noamtvkoiiJlec: testlocal\lomeHbi\testlocal \Default ... \;‘i-

OkHo

Daiin

Bua  MzBpannoe

JeicTene
&5 #

"= X | B[E]

Cnpaeka

| Kopetb konconn
4 |5 ¥npasnenwe rpynnoeoii nonaumukoii

Default Domain Policy

OBnacts | Ceepenua | MapameTpe | [eneruposarme

4 _ﬁ MNec: test.local

4 [Z5 Jometibl
4 F3 testlocal

Censu

Mokazate cEAsW B PECNONOKEHNMN |t85t local

vl

%] Default Domain Bali = ME CaITEI, AOMEHE! M NOAPASASNEHMA:
b [2] Domain M3mennTE... !
- - MpyHy I TENE
I 2] test MprHyanTENEHBIA HET i
b _-f Oé‘bev:n: Ceask BRNOYEHE
I [ ®uneTpe
: CoxpaHuTe OTHET.
I L& Hauaney
b L@ Caifter Bug 3
jﬂ: Megenmposan Hoeoe okHo oTcloga
4| PesynbTatel rp
%] = ¥
Hoeblil Bng NaHenu 2agau...

Deicrena

Default Domain Policy

JononHuTensHble 4eRCTENA

Yaanute ™

BHTE I'D',"I'II'IDBDﬁ NoAMTAKKA NPMMEHAIDTCA ©
B3TENSA 1 KOMMEH TEPOE:

Mepenmerosats

OBHoBUTE

Cnpaeka
LI

PucyHok 107. OcHacTka YnpaBJ/ieH1e rpynnoBoi NoJIMTUKON

OTkpoeTcsi OKHO PefakTopa ynpaB/ieHUsl rpynnoBbIMU NOUTUKAMMU

3. B pepakTtope ynpasneHus rpynnosbiMK NonMtnkamun passepHute KoHdurypauumsa
koMnbloTepa 2> Monutukm > Kondwurypauma Windows > MNMapamerpbl
6e3onacHocTn > MONAUTUKKN OTKPLITOro KJrova -> [loBepeHHble KOPHEBbIe LLeHTPbI
ceptudmkaumm. B 310 xpaHunviie nMNopTMpynTe KopHeson ceptudukat LIC, oTKpbIB
yepe3 KOHTEKCTHOE MEHI0 MacTep UMnopTa cepTUdUKATOB U Cneays yKasaHusM mactepa.
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[

B PefakTop ynpasieHUA rpynnoBbIMK NOAMTUKAMM \;li-
®ain  [feiicteme  Bug  Cnpaska

o= nm B 6= H

=/ MonwTuka Default Domain Policy [DC1.TEST.LOC] # || Kowmy Beigan Kem BbigaH

4 () Kondurypauma KomMneTepa Spltest-DC1-CA test-DC1-CA
4 [ Noawtika

- || Kondurypauus nporpamm
~| Kondpurypauna Windows
| MonauTika paspeluenia nMen

Cuenapum (3anyck/3aBepLUeHnE)

i

MapameTpel BesonacHooTH
= MoauTukw yuetHen: sanuceii
E Nekaneneis noaumakn

5 Kypran cobuimaii

& Tpynfsl ¢ orpaHnHeHHBIM 4OCTYNOM
2 Cucremueie cnyxBel

7 Peectp

& Waiinosan cuctema
Moawtuicn nposogoi cetk (IEEE 802.3)

3

| Bpanamaysp Windows e pekimMe NoEsILLEHHON Be3onacHo
| MoauTukk gucnetuepa cnucka ceTei

;'I{F Moautniwn Becnposoarod cetw (IEEE 802.11)

4 || NoawTukn oTKpeITOro KKo4a

| Wudpoeannaa dafinosan cuctema (EFS)

| 3auwTa gaHHkIX

v T T v ow v v ow v [P

-

_| Wudposarue gucka BitLocker

| CepTudmkat ceTesoii pazbnokMpoBEKy SNA WINGPOEIHMS
~| MapameTpbl 3BTOMATUHECKDTO 3aNpoca CepTMhUKATOE
_| [loBEpPEHHBIE KOPHEBEIE LIEHTPBI CcEpTHdUKaLMI

| JloBEpUTENEHEIE OTHOLLIEHWA E NPEANPHATIN

| MpomMEXyTOYHEIE LEHTPEI CEPTURNKALIMK
[ 1 e
< m b < m »

Kpanwnwye JoBepeHHbIE KOPHEBBIE LEHTPBI CEpTMGMKaLIMN cogepxuT 1 cepTudmkar,

PucyHok 108. lo6aBneHmne ceptudmkara gosepeHHoro YL B rpynnoBbie NOJINTUKUN

5.6.1.2. [Ao6aBneHne CTOPOHHUX BbINYCKAaOLWMNX LLEHTPOB cepTudunkaumm B
xpanunuue NTAuth cny»x6bi Active Directory.

Ceptudmkar Bxoga MO CMapT-KapTe AO/KeH ObiTb BbiNyWeH LEeHTPOM cepTudukaunm,
Haxogswmmca B xpaHunuwe NTAuth. KopHeBble cepTudukaTtbl LeHTpPOB cepTudukauum Microsoft
Enterprise CA aBToMatnyecku pobasnsatTcs B xpaHunuwe NTAuth, a ceptudukatbl CTOPOHHUX LIEHTPOB
cepTudukaumm Heobxo4MMo NOMECTUTb B XPaHUANULLE BPYUHYIO MW C MOMOLbIO YyTUAnThbl certutil, koTopas
NMpUCYTCTBYET B noctaBke Microsoft Windows.

Xpanunuwe NTAuth ans Bcero neca HaxoguTCas B KOHTEMHepe KOoHdwurypauun. [MpumepHoe
pacrnonoxeHune:

LDAP://serverl.name.com/CN=NTAuthCertificates,CN=Public Key Services,CN=Services,
CN=Configuration,DC=name,DC=com

Mo yMOMyaHMIO 3TO XpaHWWLLE CO3[4aETCAa MpU YCTaHOBKE UeHTpa cepTtudukaumm Microsoft
Enterprise.

Ong Toro, ytobbl nomectTuTb cepTudukat B xpaHunuwe NTAuth ¢ nomowbto certutil coxpanuTte ero
B (palin 1 BbIMNOMHUTE CEAYIOLLYI0 KOMaHAY:
> certutil -dspublish -f <filename> NTAuthCA
3pecb <filename> - uma darina c cepTndmkaTom.

Mocne nomeweHns cepTUdMKaTOB HE3aBUCMMOro uUeHTpa cepTudukaumm B xpaHunuwe NTAuth

rpynnoBasi noanuTuka Ha 6a3e AOMeHa pa3MellaeT pas3aen peecrtpa (oTnevyaTok cepTudukaTa) Ha BCex
KOMMblOTEpax AOMEHa B CneaylleM pasaene:

HKEY_LOCAL_MACHINE\Software\Microsoft\EnterpriseCertificates\NTAuth\Certificates

O6HoBNeHME Ha pabounx CTaHUMAX NPOUCXOAUT Kax[ble BOCEMb 4YacoB (CTaHAaApTHbIA WMHTepBan
rpynnoBoin nonutukm). MNpu HEOBXOAMMOCTU MOXHO MPUHYAUTENBHO MPUMEHUTb FPYMAMOBYH MOJUTUKY C
noMoLLbio KOMaHAbl Ha cepBepe gpupdate /force

5.6.1.3. 3anpoc 1 yctaHOBKa cepTuduKaTa KOHTPOJIJIEpOB AlOMEHA Ha
KoHTpoanep(bl) AOMEHa.
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Kaxxabli KOHTpoANep AOMEHA, BbIMOJHAKWNIA NpoBepKY NOATMHHOCTM MoJib3oBaTeNnen no cMapT-
KapTaM, AO/DKEH WMeTb cepTuduKkaT KOoHTpossiepa AoMmeHa. [pu ycTaHOBKe UeHTpa cepTudukaumm
Microsoft Enterprise B nec cnyx6bl Active Directory Bce KOHTpon/iepbl JOMEHa OTMEYalTCs B cepTudukaTe
KOHTPO/I/IepoB AOMeHa aBToMaTudeckun. @PopmaT cepTudmkata A[O/KEH OTBedaTb TpeboBaHuAM K
cepTudunkaTy KOHTposIsiepa AOMeHa.

MoapobHO 3ampoc M yCcTaHoBKa cepTuduKaTa paccMaTpuBaeTcs B pasgesnie Bbinyck cepTtudukaTa
KOHTpoJIIepa AOMEHa.

5.6.2. Bxopa B pomeH no Y3K

B Kpuntollpo Winlogon peanu3oBaHa BO3MOXHOCTb WCMNoSb30BaHua Y3K ang asTopu3auuu B
aoMeHe. [nsa Toro, ytobbl HacTpoUTb 3Ty (YHKUMIO, HYXHO BbINOSHUTL Ha cepsepe AD cneayiouwme
aencrensa:

1. BkouMTb B HacTpoWkax rpynnoBoi nonutuku AD napameTp, pa3pellatowmini npyu Bxoae Bbibop
N3 cepTUdUKaATOB, COAepXaLlmX 3NEeKTPOHHYIO NOAMNUCH.

MapameTp PaspewuTb KAKOYM NoANMCEA ANA BXOAA BK/IOYAETCS B pefakTope rpynnoBbIX
nonntuk (gpedit.msc) Ha KOHTponsiepe pgoMeHa B y3ne KoHdurypaums komnbrotepa —
AAMUHUCTPaATUBHbIE WabnoHbl — KoMmnoHeHTbl Windows — CMmapT-kapTa.

| PenakTop ynpasneHma rpynnosbiMM NOAMTHKAMK |;|£-

@aitn  [Jeiictsme  Bug  Cnpaska

A EE REN 7 N 4

(=] Manurnka Default Domain Controllers Pc ~
4 (& Kondurypauma KomneroTepa

| CmapT-kapTa

4 1 Monvmien PaspewnTs KIO4K NOANKMCER AR Coctosnne CocroaHue Kommentapy
l>_ | Kondb BXOAA. |i2| Paspewnte cepTudunkatel Bes aTpuByTa cepTudmKaTa paclUMpenHO... He3apana Her
| Kondurypauua nporpamm N
MoKa3kIBaTe 3KPaH BCTPOEHHDH pasBRoKMposKK NpK Bx04e He3agama Her
I Kondurypauna Windows
- — ||| WsmenuTs napametp noantikm ) =
2 = A3PELLINTE KIFOYN NOANWCER ANA BXOAE. Brnrouena Her
4 | AgMUHNCTPATUEHEIE LWIABNOHE
P Komnonente Windows TpeBosarma: PaspelwnTe cepTdNKaTE C MCTEKLLIMM CROKOM JEACTBMA, He3apana Her
b [ Internet Explorer He nuzke Windows Vista BKNHOUNTE paCNpOCTPaHEHME CEPTUEMKATOR CO CMapT-KapTel Hezapana Her
MetMeeting HactpouTs ouncrey kopresoro ceprndukata Hesapana Her
- Onucanne
| Password Synchronizat 370t napameTp nozsoRer BrArouwnTe pacnpocTpaHenne KoPHEBOMD CEPTMMKATE CO CMART-K... He sapara Her
~ RSS5-kanane PaIPELLMTE NPM EXOAE NEPEUMCIEHNE 3anpeTuTe sozEpaLLeH e TekcTosel: PIN-Ko 08 AMCNETUEDOM YUET.., Hezapama Her
| Serverfor NIS CEpPTUMKATOB, 0CHOBAHHBIX Ha Pazpewwnts ucnonesoeanue ceprndukaros ECC gna exoga v npoee... He zapana Her
| P d P P An A P A
| SkyDrive KAoHax NOAMKMCEN. Ordunetpoesieate syBnnkatel cepTudnkaTos Bxoaa He sagana Her

~ Windows Media Centel
_ Windows Messenger

MPUHYANTENEHO CYNTEIBATE CO CMAPT-KapTEl BCE CEpTUhNKATE! Heagana Her
Ecan 3707 napameTp skatoden, To Ha

3KpaHe Exo4a ByayT NEpEYNCAEHE! MokazkieaTs cTpoKy NpK BACKMPOBKE CMaPT-KapTel Hezagama Her

_| Windows PowerShell BCE AOCTYTHLIE ANA CMAPT-KapThl VizMeHUTE XpaHALLEECA B cepTudnKaTe nMA CyBnexTa He sapara Her
_ Workplace Join CEPTUPMKATEI TONBKO € KNHOHOM BrAroumTe cay#By CaMOHACTPAMEHILLMXCA YETPONCTE ANA CMAPT-... Hezagama Her
~ Ananus cTaBuneHoCTI neammei. ¥eepomnats of yonelwHo ycTaHoske gpalisepa cmapT-kapT Hezagama Her
| Buomerpua iz| PaspelumTe NoAcKasky MMEHN NONL30BATENA He sapara Her

Ecnmn 3T0T NapameTp oTKAMKYEH UK

~ Betpoennan cripaska HE 3243H, TO HUKEKME JOCTYMHEIE

_ Tamxerel paboyero cre CEpTUdMKATBI 418 CMaPT-KapT,
1 [ Jducnetuep okoH patot OCHOBAHHBIE Ha KIIFOYEX NOoAMNUCES,
“ NoBaenerue komnoHel HE ByayT NEpeYNCNEnbl HA SKpaHe

- EX0AZ.
Jomawwnas rpynna

~ 3awmTa AocTyna K ceTk
B[ 3awmTHue Windows
| 3eykozanunce
1 rranua haiinnge
< m > \Pa(LuwpeHHblﬁACTEHAEpTHbIﬁ

PucyHok 109. PaspewieHme BxoAa B AOMEH NO KJl0ouUaM nognucen

2. ObecneunTb AoBepue KO BCeN Lenoyke cepTudUKaToB Ha cepBepe M pacnpoCTPaHUTb €ro c
MOMOLLbI rpynnoBon nonmtnkm (cM. n.m. 6.6.1.1 n 6.6.1.2)

3. ObecneunTb AOCTYN K CrnCKy OT3biBa cepTudumkatos (CRL).

Ha LC, Bbinyckawwem ceptudumkaTt ansd YOK gonxeH 6biTb ncnonb3osaH wabnoH ¢ numeHem «Bxoa
CO CMapT-KapToin». Beinyck cepTudunkata nogpobHo onucaH B n.n. 6.2 n 6.5.

Ha knueHTCKOM MalmHe HeobxoaMMOo:
1. YcraHosutb CK3U KpunTtollpo Y3K CSP.
2. O6ecneuntb B3aumoaencteme ¢ CV-cepsncom no 443 nopry.
Ons nposepku goctynHoctn CV-cepBuca oTKponTe yTuauty HacTtpolikm Y3K (Myck = MporpamMMmbl
= Kpuntollpo = UEC tool), BBeanTe agpec cepsepa, Ha KOTOPOM PAcCroOsiIOXKEH CEPBUC, HAXKMUTE KHOMKY
«TecT».
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Hactpofkm ¥3K
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|:|443 | | Tect |
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YCTaHOBHTE

XPEHWNHMLLE 3YTEH
(®) PeecTp W]

() CMapT+a|

TECTMFIDEEHME YCMEWHD 3dEEpLUEHD

Onepauwva 3aBeplueHa .:|
p I—l p E0aTE
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HOBWTb

Mposaiaep

CUMTEIBATENL

PaboTa c MiH

PaboTa c kapToi

MpeatAerTe Koa pasbnowkmposkm MAH (KPM)

YAanMTe ayTeHTMOMKaLMoHHYIO MHdopMaLwto

Beectu

| CBpoCMTE HACTPOMKI |

|CO)1'|:IEHHTI:| HECTPOMKI | 3aKpEITH

PucyHok 110. NpoBepka pocrynHoctu CV-cepBuca

3. Yepes3 naHenb ynpaBnenunss CK3U Kpuntollpo YOK CSP HyXHO yKa3aTb B CBOWNCTBax HOCUTENS,

4YTO OH 3apernctpupoBaH B Smartcard Winlogon.

Ons atoro oTkporite naHenb ynpasneHus (Myck = Mporpammbl = Kpuntollpo = Kpuntollpo

Y3K CSP), Ha Bknagke O6opyaoBaHue Haxmute «HacTpouTb TUMbl HOCUTENEMn...» Bbibepute n3
NpeanoXeHHOro CrnmMcka TWUM HOCUTENsl, COOTBETCTBYKOWMK ucnonbdyemon YK u OTKpoKTe CBOMCTBA
HocuTens. Ha Bknaake CBOMCTBA KapTbl 4O/XEH ObiTb MpoCTaBneH ¢raxok <«3aperncrpupoBaH B

smartcard winlogon».
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e KpunrolNpo Y3K CSP L
ANropUTHBl I BesonacHocTs | Winlogon | HacTpoiiki TLS
Obiwme | OfopyaosaHue | CepeHc | AononHUTENBHD
CHATEIBATENM 3aKPEITEIX KKOYeR

Mg
@ aa M2 ¥npasneHue KNUeBsIMM HOCUTENAMM £

KnoYeBble HOCUTENM |

Oatqmkn cny

oon| g | ==

ILE y

L3 |
Uy UEC2 E3

Mg

" CBOCTEa KapThI

ATR: | 3B70130000806400000000730000008100 |

Macka: | FFFOFFFFOOFFFFO0000000FFO00000FFO0 |

MpMnoseHne: | 0BO1 |

( JaperucTpuposaH B smartcard winlogon ]

| Hacrporika ¥Y3K |

OK | | OTMeHa

PucyHok 111. HacTtpoiika napaMeTpoB K/1l04eBOro HocuTens

Ecnn dnaxok He npocTaBneH, TO HYXHO yAanuTb KIKOYEBON HOCuTeNb B (popMe YnpasBjieHue
K/N1l04EeBbIMU HOCUTENAMU, 106aBNTb ero 3aHOBO W MPOCTaBWUTb 3TOT NapameTp npu gobaBneHuu.
4. TMoakNouMTb K KOMMNbIOTEPY MNOMb30BaTENs CUUTbIBaTENb CMapT-KapT, COOTBETCTBYHOLUUMA

crneundunkauumn Ana Aoctyna K cMapt-kaptam PC/SC (npn Heo6x0AMMOCTU YCTaHOBUTL ApaiBep
CUMTbIBATENS BPYUHYIO).

Mocne BKAKOYEHUA BCEX BblIWENEPEUYNCIEHHbIX HaCTPOeK HYXHO Y6ELI,MTbCF|, 4YTO rpynnoBas

MOSIMTUKA MPUMEHEHA K KJIMEHTCKMM YYETHbIM 3anucsM M KOMMNbKOTEPAM, M aBTOPU30BaTbCA B AOMEHe C
nomoubio YIK.
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6. icnonb3oBaHune Kpuntollpo CSP npu paboTe ¢ NOYTOBbIM
KnmeHToM The Bat!

Ons Toro, 4tobbl MCMNONb30BaTh 3alUUTY MNEPENUCKM 4Yepe3 3JIEKTPOHHYK MOoYTy NOo CcTaHAapTy
npotokona S/MIME B nouytoBoM knueHTe The Bat! C wucnonb3oBaHuem [OCT-anropntMoB MNpwU
WN@poBaHMN N NOAMUCLIBAHUN COOBLLEHMNIN HYXHO BbINOMHUTL PS4 HaCTPOEK.

1. ykasatb napametpbl SIMIME B HacTpolKax IIOYTOBOr'O KJIMEHTA,

2. HACTPOUTH HOYTOBBIN SIIHUK;

3. oOMeHAThCA cepTUhUKATAMH C IPYTUMHU YIACTHHKAMH MEPEIUCKH W IOMECTHUTh WX B XpaHWIHIIA

CepTU(HUKATOB.

[IpenBapuTenbHO Ha KOMITBIOTEPE TTOJIH30BaTeNs JODKHO ObITh ycTaHoBieHo CK3U Kpunrollpo CSP.

6.1. Hactpoinka napametpos S/MIME no4yTOBOro KiAneHTa

1. BrnasHom meHio The Bat! sbibepute Ceoicrea — S/IMIME u TLS...
2. B okHe Napametpbl SIMIME u TLS ykaxxute ciieyrone HaCTPOHKH:

B 6/10ke Peanusaumna S/MIME u ceptudukarbl TLS Bbibepute Microsoft CryptoAPI;

¢dnar Bcerga wudpoBatb oTNpaBUTENIO CTABUTCA, €CM Heobxoammo, 4Tobbl ncxoaawan
noyta wudpoBanacb C Nomolbio cepTudUKaTa MoJsiydaTtena B C/y4yae, €c/nM TaKou
cepTuduUKaT ecTsb;

KpuntonpoBaiigep — BblbepuTe U3 BbINaAaloWEro CrncKka MNOCTaBLMKa  CAyKO
WndpoBaHus;

¢dnar Hukorga He ucnonb3oBaTb APYruX KpPUNTONPOBANAEpPOB CTABMTCA, €CN AaHHbIM
MOYTOBbIN KAWEHT HE MJAHUPYeTCA MCNONAb30BaTb C APYrMMM MNOCTaBLIMKAMMU CAYKO
WwndposaHus;

Anroputm WKUGPPOBAHMUA — YKasbIBAETCA aAroputm LWKNEPPOBaHMA, COOTBETCTBYHOLLMIA
BbIOpaHHOMY KpUNTONpoBanaepy;

X3W-anroputm NoANUCU — YKasblBAETCS X3LW-aNTOPUTM NOANUCH;

NMomHutb cBA3M e-mail agpecoB ¢ ceptudukatramm pnaa noanucu crasuTCca ANA
aBTOMaTMYecKoro Bblbopa cepTUdUKaTos;

NMomHutb cBA3n e-mail agpecos ¢ ceptudukatamu ana wudpoBaHUA CTaBUTCA ANA
aBTOMaTMYecKoro Bblbopa cepTnUdUKaToB.
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i NapameTpbl S/MIME 1 TLS
Peanuzauyma 5/MIME wn ceptidueata TLS
() BHyTpeHHAS

(®) Microsoft CryptoAP|

Bcerga wudpoeaTe OTNRABHMTENK
KpwnTtonpoeaiigep

Crypto-Pro GOST R 34,10-2001 Cryptographic Service Provider w

HWEOr4a He MCNOABEI0EATE 4PYIUX KPMNTONPOBAHAEPOE
AAropHUTM WG pOBEaHKA

GOST 28147-89 W

XEW-AaNropUTM NOGNHCK
GOSTR 34,1184 w

MNoMHWTE CEAZK 2-Mail a4pecoE ¢ CEPTUgMEATAMK ANA NOANKWCH

MNoMHWTE CEAZK e-mail a4pecoE ¢ CEpTUGMKATAMK ANA WK GpoEaHWA

OTmeHa Cnpaeka

PucyHok 112. Hacrpoiika napamerpoB S/MIME u TLS

3. CoxpaHuTe HaCTPOMKMK, Haxas KHonKy OK.

6.2. HacTtpoinka no4toBoOro simka

1. [Ana M3ameHeHWs NapameTpoB NOYTOBOIO ALMKA BbIAEAUTE NMOYTOBbIN ALWMK U B TN1aBHOM MeHto The
Bat! BbibepuTe AwmMK — CBOIACTBA NOYTOBOrO ALLMKA...

2. B okHe CBoicTBa NOYTOBOro ALMKA Bblbepute pasgen Mapametpbl. B 610Ke «Pegaktop nucem»
OONMKHO 6biTb OTMeueHo ¢naxkkom none ABTO-S/MIME. TakKe MOXHO BK/IOUAUTb OMNUUK
Moanucatb nepepa, oTnpaBKon 1 3awmndppoBaTb Nepen, oTNPaBKOIA.
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o CBOMCTBa NOUTOBOrO AlWMKa - TEST
lﬁ CEWwMe cEegeHna
1& TpaHcnopT MNpoBEepka NOYTOEOMD AWKEA
[yl -
o ¥npaenenue nouToi [ Nposepate npw sanycke The Bat!
'E| NapameTphl - =
IB Darine W KaTAnarm [JNposepate c uHTepeanom & - = | [MAHYT
J-{;'] LWaénoHsl 5 1 cox
P ﬂ HoBoe NUceMo MomMeYaTs NMCBEMO KK NPOYAT, NPK NOKa3Ee B TeY, L
{} OteeT [ Nomeuats nucema kak NpOYKUTAHHOE NPW OTKPEITHWA & 0TAENEHOM OKHE
1} Mepecoinka MNomeYaTe OTEEHEHHOE MUCEMO KaK NPOYMTAHHOE BETOMATHYECKH
@s MNoaTeepxaeHe npoy
i) Coxpanenue & daiin [] PacwmperHoe xypHanMposaHue
1} BEICTPEIA OTEET MakcuManeHelA pasMep daina #ypHana paboTel: 20 2| KBaiT
E J{} desunzel
JameTkn [ WrHopupoeaTs KoMaHay NpoBEPKN BCEX ALMKOE
[[]PaspewuTts oTnpasky/nonydeHne NouTel Ge3 BE0Ja Napoas
|:| JUMWATE KOP3MHY NpK BBloge 13 The Bat!
|:| (KAaTE BCE MANKW NPW Eeixode W3 The Bat!
PefakTop nucem
|:| MoaTEepHaaTE HEMEANEHHYO OTNPAEKY DABTO - OpenPGP
NognucaTe Nepes oTNPasko AB'ro - S/MIME
3awndpoEaTE NEPES OTNRABKOM
[ NoaTeepxaate HezaWNGPOEAHHYKD OTAPAEKY
£ >

S =

PucyHok 113. PegaktupoBaHMe CBOMCTB NOUYTOBOIrO AlMKA

3. CoxpaHuTe HaCTPOMKMK, Haxas KHonKy OK.

|..| NMpumeuanune. B mouroBom kimente The Bat! Bo3MOXXHO HACTPOUTH TOJIBKO OJUH ITOYTOBBIMA
——  SIIHK, paOOTaIOUIUH C JIEKTPOHHOM MOMUCHIO ¥ MHU(PPOBAHUEM ITHCEM.

6.3. ObmMeH cepTudmkaTamm

Ona Toro, 4to6bl NoanuceiBaTb NMcbMa M wnMdpoBaTb UX B aapec nosyyaTtesns npu oTnpaeke C
MOMOLLbIO MOYTOBOr0 KJMEHTa, B XpaHunuwax cepTUPUKATOB KOMMbIOTEPA [AO/MKHbI HaXOAUTLCA
cepTuduKaT oTnpaBuTeENsa C KIKOYOM KU cepTudmkaTbl nonyyatenen. CeptndukaT oTNpaBuTeNs C KIO4YOM
TakXe MOXET XpaHUTbCH Ha CbeMHOM HocuTene (cMapT-kapte, USB-TokeHe 1 TA.), KOTOPbIA A0NXeEH 6bITb
NOAKIIOYEH K KOMMbIOTEpy npu paboTe C NOYTON, OH COAEPXMUT cBedeHUs 06 3N1eKTpPOHHOM agpece, Ans
paboTbl C KOTOPbIM OH 6bis BbINYLUEH.

Mpyn Hannumm ceptudukaTa C KJIKOHOM MNOSb30BaTENb MOXET MOAMNUCHIBATb MUCbMa 3/1EKTPOHHOM
noanucbo, HO Ans Toro, 4Tobbl 3awudpoBaTb coobuweHue, Heob6xoamMO, 4TOObl B XpaHunuwe
cepTudnKaToB Haxoaunca ceptudukaT nonyyaTens, cogepxalimin OTKPbITbIA KoY.

Camblli npocTon crnocob ycTaHOBUTL cepTUdUKAT B HYXHOE XpaHunuwe - MoayyuTb MUCbMO,
KOTOpOEe COAEPXWUT 3/IEKTPOHHYIO NOANUCL U A06aBUTb OTNPaBUTENS B aAPECHYIO KHUTY.

1. Mpy NnpocmoTpe NMCbMa HYXKHO HaKaTb KHOMKY MpPoCcMOTpeTb AeWCTBUTE/IbHYIO NOANUCH.

07 TECT2 <testuser1997@mail.ruz=
Komy: MeaH Metpos <testuser 1996@mail.ruz @

Tema: TecTosoe NMCEMO -
MpocmoTpers JEMCTBUTENBHYHD noanuc |

SmpascTeyiTe, HEadH.

PucyHok 114. ®yHkuusa npocMmoTpa noanucu B The Bat!

2. B OKHe npoBepKu noanucu Haxmute NMpocmoTpeTb CBOWCTBa cepTudUKaTa.
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BezonacHocTe Windows

[elcTBUTENsHAA NOANKCH
¥ 3TOro NUceMa AeACTEMTENEHAA NOLNWCE.

L

[Metp MBaHoB
zgarene: Test Center CRYPTO-PRO

Aencrentened o 03.04.2014 no
04.10.2014

MpocmoTpeTs cBoRCTES
ceptudukaTa

OTmeHa

PucyHok 115. ®dopma npocMoTpa noanmcu

3. B OKHe NpocMOoTpa CBOMCTB cepTudUKaTa HaxkmuTe YCTaHOBUTb cepTuduKar.
A Certificate Details

Obuwe | Cocras | MyTe cepTrdrKaLm

E CBe|EHNA 0 cepTHdMKaTe

371oT cepTwhHKaT NpeaHasHAYAETCA Ona:
* 3EWMILEET cooBLWEHWA SNEKTPOHHOA NoYTHI

Komy Bmigan: MeTp MeaHos

Kem Boigam: Test Center CRYPTO-PRO

Oeiicrenrenen ¢ 03.04. 2014 no 04, 10, 2014

YCTAHOBMTE CEPTHOMKET... 3aABNEHUE NOCTEBWLWKSE

PucyHok 116. ®opma npocMmoTpa cepTudukara

4. B OTKpbIBLIEMCA MacTepe UWMMopTa cepTUdMKaToB BblibepuTe XpaHuauuie TeKyuiero
no/sib3oBaTeNa U Haxkmute fanee.
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2+ Mactep nMnopTa cepTMpuKaTos

MacTtep vmnopTa cepTudpnKaToB

3ToT MacTEP NOMOr3eT KOMMPoBaTE CEPTHMKATEI, CMCKH AOBEPHA M TMOKW OT36IE
CEPTHMKATOR C NOKANBHOMD AWCKE B XPAHWIMILE CEPTHOMKETOS.

CEPTHUMKET, BEILAHHLIN LEHTPOM CEPTUOMKALIN, ABNAETCA NOL TEEPHAEHHEN BALIENA
MMYHOCTH W COAEPMKHT MHBOPMALMID, HEohXOOMMYID ANA 3EWHTEl AGHHEIX MIH
YCTEHOBNEHMA SELLMLLEHHEIX CETEEEIX NOAKMOYEHWH, XPAHUIWLLE CEpTHDMKETOE —
3T0 0BNACTE CHCTEMEl, MPEAHAZHEYEHHER ANA XPaHEHUA CEpTHMKaTOR,

Pacmonoxedune xpaHunuwLa

TeKyLmMiA Nonb30BaTENE

() NokansHeli KoMnstoTep

[NA NPOAOMTKEHMA HEKMUTE KHOMKY "Janee”,

Janee OTmena

PucyHok 117. Bbi6op pacnono)xxeHus XpaHunuiga npum mMnopre ceptudpumkara

5. Ha cneaytowem Lware Bpy4YyHylO Bblbepute XxpaHunuuwe Apyrue nonb3oBaTeNn U HaKmuTe
Aanee.

(€©) £ Macrep umnopta cepTudukaTos

XpaHWwnuwe cepTwdHKaTos
¥PaHMAMLLE CEPTMDMKETOE - 3TO CUCTEMHBIE 0BNACTK, B KOTOpLIX
XPAHATCA CEpTHAMKATEIL,

Windows SETOMaTHYECKH BEIGEPET XPEHUAMLLE, MMM BEl MOWETE YKa3aTh
PACNONOHEHWE CEPTUDMKETE BPYHHYHO,

) ABTOMATHHECKM BEIBDATE XDEHWAMLLE HE OCHOBE THNA CEpTHAMKATE

(®) MoMecTHTE BCe CepTHMKATE! B CNed YIOWES XPEHHUAWLE
¥paHunue cepTHDMKETOE:
Obsop...

Beibop xpaHunuwa cepTudmkaTa

BrifepuTe XPaHUNUWLE CEpTHEMKATOR, KOTOPOE Bl
XOTUTE MCMONb30BATE.

~| CTOPOHHWE KOPHEBKIE LEHTPBI CEPTHMN A
| [NoBeperHsie MUz

| MocTaBwWMKN CEpTHDMKETOE NPOBEPKH |

.

~| MSIEHistoryJournal

L
NARAEAAHHRIE KANHARKIS FENTAIAKSTR ¢

£ >

Janee OTmena

[[Inokazate dusmueckie xpaHunmwa

PucyHok 118. Bbi6op xpaHuauwa npyu uMnoprte ceptudukara
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6. Mo 3aBeplweHnn paboTbl macTepa Haxkmute FoToBO. [osaBMTCA coobuieHne 06 ycnewHom
BbIMOJIHEHUW MMMOPTA.

Mocne aToro B ajpec Bnagenbua cepTUdMKaTa MOXHO OTNPaBfATb 3alWwudpoBaHHble MUCHMA,
BOCMOJ1b30BaBLUMNChL KHOMKOW 3awmndpoBaTb Nepea OTNPaBKOW B OKHE peAakTUpOBaHMs NucbMa.

@R Pepaktvpoeanme nucema - > lNetp MeaHoe <testuser1997@mail.ru= -

CeoiicTea

Mucero  Mpaeka Mowck  Qopmar  Muctpymenter Opdorpadna Kpunterpadna w GesonacHocors_Bua

©-&E " SR £

Komy: Metp WeaHos <testuser 1997 @mail.ru= (|2 [&

Koras:

Tema: Re: TecTosoe nuceMo

Sppascreyite, IleTp.
PucyHok 119. ®dyHkuusa wncdposaHus B hopMe pefakTUpoBaHUA NMUCbMa

Mpw 3TOM nNepepn OoTNpaBKOM NpeasiaraeTcs CHayana BblbpaTb cepTudukat ans wndpoBaHMs NMcbMa
(ero MoXxHo BblI6paTb M3 CNMCKa AOCTYMHbIX UK OH Bbi6MpaeTCca aBTOMaTU4Yecku, No e-Mensy nonydartens
nnucbMa), a NOTOM BBECTUM Maposib ANs KOHTenHepa NM4YHOro ceptudukarta, ¢ NOMOLWbI KOoToporo 6yaer
noanucaHo NUcbMo, ecnu Bel ykasanu MoganucaTb nepen oTNpPaBKOW.
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7. Ncnonb3oBaHune Kpuntollpo CSP npu paboTte ¢ NoYTOBbIM
knmneHTtoM Outlook 2013

Ucnonb3oBaHne cpeacts kpuntorpaduyeckon 3awmtbl B Outlook 2013 BO MHOrom coBnagaeT C
ncrnonb3oBaHmem B Outlook paHHUX Bepcuii.

7.1. KoHdwurypaumsa Outlook 2013

Bbi6epuTte nyHkT MapameTpbl (Options) meHio ®ain (File).

©

Carems CeeseHnda 06 yUeTHOW 3anmcu

OTkpbITh 0
3KCNOPTUPOBATL

ca
U) Microsoft Exchange

CoxpannTs kak + [oBaeuTs yuetHyro 3anuce

F MapamMeTpbl YUYETHOI 3aMMCK U COLMANbHbIX
afy ceTell

WsmeHuTe napameTpel AnA 3TOR yHETHOA
3aNMCK WK YCTaHOBKTE BoMbLUIE COSIMHEHNIA,

Hactpoiika yueTHex
sanncei -

Meuats

Joctyn k 3Toil yueTHoA 3anuck Ha Beb-

calite.
YueTHan 3annce

Office

rlD,\’J'KJ'IHJHEHME K COUWaNbHBIM CETAM.

MapameTphbl

ABTOOTBETHI (HET Ha paboTe)

Boio, " ”
b €< WcnonesyiiTe aBTOOTEETEI A1A YEELOMNEHWA APYTUX NONBI0BATENER O
TOM, 4T BBl OTCYTCTEYETE HA paBodenm MeCTe, HAXOAMTECE B OTMYCKE

AETOOTEETHI "
WK HE MMEETE BOMOMHOCTH OTBEYETE HA COOBLLIEHNS 3NEKTPOHHONA
noYTEl

= O4yuncTKa NoYTOBOro AWLMEKa

— Ynpaenaiite pasmMepom NOYTOBOrD ALLMKE, MCNOAL3YA OHNCTKY NaNKK
Cpegcrea "YpanenHsie" 1 apXuBaLNHD,
QUNCTKN ™ i |

CeobBogHo: 24,3 Gaiit, keoTta: 24,4 [Gait
a HpaBHﬂa W onoBeweHKnA
=1 Wenonesyiite npasnaa u 0NOBELLEHA ANA OPraHM3aLMKN BXOAALLINK
¥npaenenwe npasunamu co0BLIEHWIA 3NEKTPOHHOM NOYTEL U NOAYYEHMA 0BHOBNEHWIA Npw
1 ONOBELEHNAMN A0BABNEHNM, N3MEHEHWN WN YAATEHWN 3MIEMEHTOB,

PucyHok 120. MeHio ®aiin Outlook

B oTkpbiBweMcs okHe BbibepuTe B 3aknagke LleHTp ynpaBneHus 6e3onacHocTtbio (Trust
Center) nyHkT MapameTtpbl LleHTpa ynpaBneHusa 6e3onacHoctblo (Trust Center Settings).
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O6wme @ Ob6ecneyenne Ge30NacHOCTH AOKYMEHTOE, a Taloke 3aLuuThl U paboTocnocoBbHoCTH

KOMMNbHOTEPA
Mouta

2

Kanenaape Ly C U a i’}

TMoau Kopnopauua Maiikpocodt 3a6oTuTca o Bauei koHduaeHumanbHocTn, Yrobel nonyunte
AONONHWUTENBHBIE CBEAEHNA 0 TOM, Kak Microsoft Outlook nomoraer coxpanute
3apaqn KOHPUAEHUNANBHOCTE, CM. 33ABNEHNE O KOHDNAEHLMBNBHOCTH.

Momexk 3asenenue o konduaeHumansHoctu Microsoft Outlook

3biK n H H bl W ice.
3 3asenenune o kondpuaenunanstoctn Office.com

HQOFEBMME YAYHLWEHWA K34ECTE3 NPOrpamMMHOro obecneyenna

3ageneHune o koHduAEHUMaNbHOCTM Ang cpeacTea "OTnpasuTs yabibky" Ang oT3bieoe o Microsoft
Hactpouts nenty Office

[JononHutensHo

Manens BeicTporo gocTyna
besonachoctb u apyrue ceepenua

Haacrpoiiku .
JononHuTensbHbIE CBEAEHNS O 3aLLIUTE KOHDUAEHUMANBHOCT 1 BE3ONACHOCTU NPUBEAEHBI Ha CaiiTe
Office.com.

Cozparune 33WmLLIeHHBIX MHHOPMBUMOHHBIX CUCTEM
Llentp ynpasnenus 6esonaciocrbro Microsoft Outlook

LleHTp ynpasnerus GesonacHocTeto
COAEPXKUT NapameTpbl BezonacHoCTH W
KOHPUAEHUNANBHOCTW, 3T NapameTpbl
nomoratoT oBecneunTe GesonacHocT DNapametpei yeHTpa ynpaeneHns GesonacHoCTsIO...
KOMMbIOTEPA. WNameHats ux He

PEKOMEHAYETCA.

PucyHok 121. LleHTp ynpasneHusi 6esonacHocTbio Outlook

BbibepuTe 3aknaZky 3awmTa an1eKTpoHHOM nouthbl (E-mail Security).

HagemHeie nagarenn
llndposannan 3nexTpontan noyta

Mapamerpel KOHDUAEHUMANBHOCTI

% Wundpoeate cogef W ES WNCXOAALLE CconBLEHNE

3aLnTa 3INEKTPOHHOA NoYTLI
w P JoGaenarte uMPPOBYHD NOANMCE K MCXOAALLMM cooBLIEHNAM

OBpaboTka BNOKEHNIA OTnpaenaTe NogNUCaHHEIE COOBLLEHNA OTKPBITEIM TEKCTOM

AeTomatuueckan sarpyska 3anpawmeate yeeaomnenne 5MIME ana ecex noanucanHen cooBuenni S/MIME

Mapamerpel makpocas Mo ymonyarum: |YcraHoBKu S/MIME ( - | EI Mapametpel...

Mporpammneni goctyn Lnds
PP

yaocrosepenun (cepradurare:)

g Ll poesie yACCTOBEREHMA MW CEPTUGUKATEI ABNAKITCA A0KYMEHTEMMW, KOTOpbIE oBecneqneatoT BesonacHocTe
¥l BaLLWXK INEKTPOHHBIX TPEH3AKLMA,

| Ony6ankoeaTte B rNoBGaneHOM CNMCKE 34PECOE.., | | Wmnept/zkcnopt... | | DonyunTs yaocToBEpEHME. .

Hurare kak obbiuHbIA TEKCT

[] Yurare obi nucema kak ofi i TEKCT

YutaTe NUCeEMa © UM PoBoA NOANKCEHD KaK 0BBIYHBIRA TEKCT

Cuehapn M B Nankax

[[] Paspewnre cuenapym & obLymx nankax

[] Pazpewmrs cysHapum B oBLesocTyIHEX Nankax

PucyHok 122. NMNapaMeTpbl 3aliUTbl 3JIEKTPOHHOM NOYTbI

Haxmute MapameTtpbl (Settings).

Bbibepute nu4yHble cepTUdUKaTbl, COOTBETCTBYIOLIME K/IOYaM NOoANUCU M WNDPOBaHUS, UCMNOMb3YS
kHonky Bbi6paTtb (Choose). OTo6paxaeMmbili Ananor nNo3BonseT NoAb30BaTeNto ykKasaTb CBOU JINYHblE
cepTudukaTbl, KoTOopble 6yayT uWCMoNb30oBaTbCs Mpu Bbi6Ope NMYHBIX KAK4elr nonb3oBaTens Ans
dopMUpPOBaHNSA INEKTPOHHOM UMDPOBON NOAMMCU U PaACIM@PPOBKM BXOASALWMX COOBLEHUNA. YCTaHOBUTE
dnar NepenaBatb cepTucdukarol ¢ coobweHmnem (Send these certificates with signed messages).
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MsmeHeHWe HacTporkK Be30nacHoCTH

HacTpolika Be3onacHocm
Nma koHdurypagma:

Yeranoskn S/MIME | ] W
DopmaT KpunTorpagum; S5/MIME
[] HacTpoiika Ge3onacHoCTk Mo YMOAY3HWE 408 3TOMO GOpPMaTa
HacTpoMka No yMoAYaHWKD 4NA BCeX CcooBWeHnA
MeTkn Be3oNacHoCTH.., Cozgate ¥aanwmTe

CepTUdMEATE M aNropyTMBl

CepTUdHEaT NognuoKn: EulGpate...
CepTudHkaT WHdpoEaHKA: BulbpaTs...

MepegasaTe cepTUGHMKATE C COOBLWEHWEM

PucyHok 123. MaMeHeHMne HacTpoiku 6e3onacHoctu Outlook

OkHo BblbOpa cepTudukaTa:

bezonacxocts Windows

Buibop ceptndmkara

test

Wzgatens: test_rut

Aeictentenen o 22.05.2013 no
01.05.2030

OTtmena

PucyHok 124. Bbi6op ceptudmkarta

Mocne Bbibopa cepTudmkata Heobxoammo ykasaTtb UMa koHdurypaumm (Security Settings
Name). B npotuBHoM cnydae Outlook BblaacTt owmnbKy.

B 3aknaake 3awuTa 351eKTpoHHoM noutbl (E-mail Security) MoxHO BkItouMTb pexumsl LLindpoBaTtb
copep>xMMoe M BJIOXKeHUst ucxopasawmx coobuweHumin (Encrypt contents and attachments for
outgoing messages) n [lo6aBnstb ULU(PpPOBYIO NOANUCb K UcxoaawmmMm coobuweHnam (Add digital
signature to outgoing messages) ans Toro, 4tobbl WKUdpoBaHMe M INEKTPOHHAA UMdpoBas NoanUcChb
BbIMOJSIHANNCL aBTOMaTUUYECKM ANS KaXaoro coobuweHus. Ecnn 3T pexXuMbl HE BKJ/IOYEHbI, OMUMMK
WndpoBaHMS U NOAMUCK HYXHO ByaeT BKIOUaTb A1 KaXZOro oTnpasnaseMoro coobweHuns. B aToM xe
Avanore AOMOJIHUTENIbHO MOXHO YCTaHOBWUTbL oOnuuio OTNpaBasATb MNOAMUCaHHble coobweHunna
OTKpPbITbIM TeKcTOM (Send clear text signed message when sending signed messages). [pu
BKJIIOYEHHOM pexuMe noanucb hopMMpyeTcs B BUAE OAHOMO OTAENBHOMO BNOXEHUS Ana coobweHuns. Ecnn
pPeXMM BbIK/IIOYEH - TEKCT COO6LLEHNS U BCE BJIOXEHUS 06BbeANHSAIOTCS B €ANHOE Lenioe U KOAMPYITCS B
COOTBETCTBMMU C NpaBuiamm kogmposaHns BASE64, nocne yero pesynbTaT KOAMPOBaHUA NOANUCHIBAETCS.

7.2. OTnpaBka noArnmMcaHHbIX COObLLEHNI
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Ona co3paHna M OTrpaBKM NOAMUCAHHOrO COO6LWEHNS HaXMuUTe kHonky Co3aaTb coobuweHne
=

Cosgate

coctueve(New E-mail).

BbibepuTte nonyuatens coobuweHus (none To) n BBeante TeMy coobuweHms (Subject). Ecnn nucbmo
b6yneTt copepxaTb HekoTopble dalinbl, fobaBbTe MX B MUCbMO, WCMONb3ys KHOMKY Bnoxxurtb cdhann
(Attach File).

EH ® = TecT - CooBuienne (HTML) T EH - O %
COOBLEHKE BCTABKA MAPAMETPHI GQOPMAT TEKCTA PELLEH3WPOBAHIE
= ae - L [
= CK A WnposaTs [:=] KHONKW ronacoeanua ;‘ 7 3aaepHKa AOCTABKN
i=or YEEAOMWTE O AOCTIBKE l’ﬁ_ Hanpaenate oTEETEI B
Temel Paspewenun O CoxpaHuTe 0TNPaBNEHHBIR
A Mognucate \
- - YBEAOMKUTE O NPOYTEHWUK AR T
MokasaTte nons PaspeweHune OTcnexmeaHne I JononHuTensHLE NapameTpol IF] ~
Kaomy... testmail@mail.ru
=1
Konug...
OTnpasnTe
Tema Tecr

BroxeHne 05| Tekcrdo ce.doox [45 Kait]

test

PucyHok 125. CospaHme nognucaHHoro coobuweHusa B Outlook

Ona Toro, 4tobbl NoanucaTb coobuieHMe HaxXMuTe Ha KHonky Mopnucartb (Sign) B 3aknaake
MapameTpsbl (Options).

Onsa oTnpaBku coobuieHns HaxmuTe KHonky OTnpaBuTb (Send).

Ecnu cepTtudumkaT, ¢ NOMOLWbIO KOTOPOro noanmcaHo coobuieHune, bl 0TO3BaH MM S1EKTPOHHbIN
ajpec, ykasaHHbll B cepTudukaTe He coBnagaeT C 3/IeKTPOHHbIM aApecoM AaHHOM YYeTHOM 3anucu, TO
NnosBUTCA cnegyrowee npegynpexaeHme, a camo coobueHve He 6yaeT oTnpas/iieHo.

Heaonyctumbli ceptudukat n

Mpunoxenuo Microsoft Outlook He yaaeTca nognucate Man 3awndposaTh COOBLWEHKE
W3-33 OTCYTCTBMA CEPTUPUKATOB, KOTOPBIE MOTYT 6bITh MCMOAB30BaHbI N8 OTNPABKK C
agpeca’ v *, Mony4uTe HOBOE UMPPOBOE YAOCTOBEPEHNE ANA AGHHOM
! \  YYETHOW 3aNuUcK AMB0 HAXKMMWTE KHOMKY "YYETHLIE 33anucn’, YTo6bl OTNPABUTE CO0BLEHME C
' "~ NOMOLBIO YYETHOM 3aNnCK, AN8 KOTOPOWM MMEETCA CepTUhUKET.

M3meHUTb NnapameTpel 6830NacHOCTH... OK J

PucyHok 126. Oumnbka ceptudpukara ornpasurtena B Outlook

7.3. TonydeHune cepTudmrKaTa OTKPbITOro Kntova aboHeHTa a1
LUMPPOBAHUS COOBLLEHN

Ans wudposaHua coobleHnin B agpec ApyrMx nofb3oBaTenein HeobxoAnMO npeaBapuUTesbHO
npoussectn obmeH cepTudmkaTamu. [na 3Toro 06bIYHO AOCTAaTOYHO MepecnaTb NoAnucaHHoe cooblleHune
B agpec Tpebyemoro aboHeHTa (cooblieHMe nocbinaeTca BMecTe C cepTudukaTtoMm oTnpasutens). MNocne
nosy4vyeHus cooblieHns n npoBepKu 3EKTPOHHOW UndpPOBOM MOANMUCU MNPOM3BOAMTCSH aBTOMaTU4vecKoe
pobaBneHne agpeca OTrNpaBuUTENSA U ero cepTuduKaTa B aApecHYo KHUTY.

Onsa koHTponsa po6aBneHns BbINOAHUTE Cneaylowme AeNCTBuS.

107



XKTAN.00083-01 90 03. Kpuntollpo CSP. MHCTpyKUMA NO UCMOb30BaHUIO

1. OTKpOiTe NoKanbHY0 apeCHYI0 KHUTY, HaXaB Ha 3HAa4YoK B HMXXHEM YyacTn obnactv nanok.

BE S -

Inbox - corptest@cryptopra.ru - Cutlook

AN TMABHAA OTMPABKA 11 MONYYEHWE TTATTEA BEWA
l'-‘_|llj 5 x (5. OteetuTs m MepemectuTs B: 7 :,, Mepe
=t +
c Cl.l ~ . B I’é}_ OTBETUTE BCEM 5 Pyrosogurento | 3 [lpae
034aTh 031aTE AaNWTE 5w ~ =l -
cooblueHre 3nemenT ~ 97 Q)HEF'EC”ET" U CooBuienme rp... -@O”EP
Cozpate ¥YaanuTe OTBETUTE BRICTpBIE AeACTEMA I Mepel
MepeTalWmTe CEO 36paHHBIE Nan 2 Mouck B Nanke “ws Tekywero noytosoro swmea” (CTRL. O |-
Bce HenpouwTaHHble Mo data ~  Hosbie +
4 corptest@cryptopro.ru o
]
I Inbox Tect 16:45
YepHoenkw [1] Tect
Sent ltems corptest
Deleted [tems EncryptindSignTesthMessage 5:30
MNews Feed -
carptes
Outbox E P : 1
ncryptAndSignTestMessage 4:53
RS5-kaHanke
HeskenaTensHan nouTa corptest
EncryptAndSignTestiMessage Yt 5:47
OTnpasnexHeie
[ Mankw noncka corptest
EncryptandSignTestMessage Yr 5:19
corptest
E LU EncryptandSignTestMessage Yt 4:48

SNEMEHThE: 30 BCE MAMKA

YAE OBHOBNEHbI,

NOOKNHYEHD K MICROSOFT EXCHA

PucyHok 127. JlokanbHasa agpecHas kHura Outlook

2. B oTkpbiBWENCS popMe BbIGEPUTE HYXHbIN KOHTAKT U OTKPOMUTE ABOMHbLIM K/IMKOM.
3. B ¢dopmMe, koTOpas copoepXuT cBeAeHUs O KOHTakTe, BbibepuTe Mokas (View), B OTKpbIBLUEMCS

BbinagaloWweM MEHIKO HaXXMUTe CepTM(bVIKaTbI P

Ceprudukatel (certificates).

B 4 L T corptest - Konrakr 7T B -
AN KOHTAKT BCTABKA QOPMAT TEKCTA PELLEH3WPOBAHWE
'79_] FE_, COXpaHWTL W CO3MaTE ||=D ':‘I:I OTNpasuTs No 3NEKTPOHHOHA nouTe E= > 37@
E‘ =h /m LS|
3 Mepecnate = e CobBpanne
Coxpannte ¥aannte Mokaz Wmena Mapametpel Tern  Qfrosnte  Macwirab
M 33KPEITE O, OneNote - 77 DononxnTensHo = - -
JeiicTenn CeAsb OBHOBWTE | MacwTab
| =
TOAHOE HMAL. corptest lzl I'\UUGHUch FET—
o |
Oprannsauns OBuune [ Bcenonn corptest@cryptopro.ru
AonxHooTe | Mokas
¥paHWTb Kak corptest - -
VHTEpHET
EE 3n. novura... - corptest@cryptopro.ru

OTobpaxaTe Kak corptest
Bef-cTpaHKua

MrH, cooBweHua

TenedoHe
PaBGo4Mit... =
OOMBWHWA... -
akc [pabounid)... -
MoBUABHBIM... -
Appeca
PAGOYM... %7

CHWATATE NOYTOSBIM
anpecom

0 Nogpobeee o corptest.

PucyHok 128. KoHTtakTt Outlook

3ameTen
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B pe3synbTtate OTKpOeTCs CAUCOK cepTudurKaToB, B KOTOPOM MOXHO YBUAETb cepTudukaT
oTnpasuTens.

B H b corptest - Konrakt ? H - O %
DAAN KOHTAKT BCTAEBKA DOPMAT TEKCTA PELEH3MPOBAHWME

@ FE_. CoxpaHuts 1 co3gate ™ |—|E| |-_na'_,|‘ EE: > 3?,.
[25 Nepecnars - =
CoxpaHute YaanuTe E]FI-) P Mokas Cesse wmena Mapamerpel Terw  QBnosute MaciuTab
W 33KpEITh 1, OneMote - v - v v
AeicTenA DJBHOBWTE  MacwTab ~

Mpu oTnpaeke WWdpPoEIHHOMD COOBWEHNA JAHHOMY KOHTAKTY BYAET MCNOALI0EATELA OAMH
W3 3TWX CEPTUMEATOE. CepTHGUKATE JOBABNAKTCA NMED NPK NOAYYEHNK CO0BWEHNWA ¢ UG POEDA NOANKCED OT
AAHHOTO KOHTAKTE, NMED NpK MMNopTE ero $anna cepTHgUKaToE,

CepTudmkatel (UMb poELIe ya0TOBEPEHKMA)

WMeaHoe Mead MeanoBn4(lo ymon4aHwg CEOWCTES
m- Eb

Mo ymonyaH e

HmnopT...
FKCNOPT...

¥aanuTe

ﬂ Nogpofikes o corptest D A

PucyHok 129. Cnucok ceptudpukaros Outlook
¥

e

Coxpanuts

lMocne aTOro HaxkmMmTe Ha KHonky CoxpaHuTb U 3akpbiTb == (Save & Close). Ecin aboHeHT ¢
TakMM afpecoM yxXe CyLleCTBYeT, nmporpamma npeanoxut, nmbo aob6asutb HOBbIN KOHTakT (Add new
Contact), nu6o o6HOBUTL cBeaeHUss O BblaeneHHoM koHTakTe (Update information of selected
Contact). Boibepute BTOpOM NyHKT. [pM 3TOM B CyLECTBYWOLWMUI KOHTaKT 6yaet gobaBneH mosyyYeHHbIN
cepTudukaT, a pesepBHasa konus byaet coxpaHeHa B Deleted Items Folder (YaaneHHbie).

7.4. OTnpaBka WndpoBaHHbIX COOOLLEHUI
=

Cosgatb

Ons co3gaHns 1 oTnpaBky WKMApPoOBaAHHOIO cooblieHns HaxmuTe kKHonky Cospartb <fuee: (New E-
mail).

BbibepuTte nonyyatensa coobuwenus (none To) u seeaute Temy coobueHuns (Subject). Ecnn nucbmo
b6yaeT copepxaTb HekoTopble dalnbl, AobaBbTe UX B MUCbMO, WCMNOSb3ys KHOMKY BnoXxuTb dann
(Attach File) B 3aknagke BcraBka (Insert). [Ins otnpaBku coobuweHus B 3awmdpoBaHHOM Buae
HaxmuTe kHonky LndgpposaTtb (Encrypt).
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BEH®S9S O ¥ = test - Coobuuenne (HTML) ? EH - O X
COOBLLEHWE BCTABKA MAPAMETPBI OOPMAT TEKCTA PELLEH3VPOBAHWE
i CK e % R‘ O 3apepokka gocTaskm
. S or e or . & Hanpasnats oTeersi 8
EMbI Paspelwuenw: S Moanucats CNEXNBAHUE CoxpaHWTe OTNPaBAEHHbIN
- - M 3NEMEHT ™
Mokasate N... PaspeweHune AononHWTeNbHbIE NAPaMETPhI A
Komy... J i korolev@cryptopro i
=3 o |
Konua... \ 1 ‘
OTnpasute
| Tema 1test ‘
tesy

PucyHok 130. Co3aaHue 3awmcppoBaHHOro coobuweHus Outlook

Mocne Toro, Kak cooblieHne NOArOTOB/IEHO K OTMNpPAaBKe, HAXXMUTe KHOMKy OTnpaBuTtb (Send).

Mpun nonbiTke 3aUJVICprBaTb NMNCbMO Ha OTKPbITOM KNKOYe BlaAd€Nbla OTO3BAaHHOIO CepTVICbMKaTa,
noaBUTCA cneayruwiee npeaynpexageHue.

Mpunoxennio Microsoft Outlook He yganoces 3awndposate
co06UWEHWE, NOCKOABKY CNBAYIOWME NOAYHATENN HE UMEIOT
CepTUUKATOE, UMEIOT HEAENCTEUTENBHEIE CEPTUDUMKATEL MAKM HE
NoAAEPXKUBAIOT AaHHOE WHdpoBaHue:

corptest

Coo6LweHne MOXKeT 6biTh 3aWnPpPOBEaHO U OTNPABAEHO, HO
YyKa3aHHbIE NoAy4aTenu, No-BMANMMOMY, HE CMOTYT ero NPoYuTaTh,

[ He wudpoeate coobuieHne \ MpogonxuTs

PucyHok 131. Oumnbka npu wncppoBaHumn oTo3BaHHbIM cepTudnkKaTom

7.5. Tposepka cepTudmnkaTa Ha OT3bIB

Ons KOHTPOJ1A NPOBEPKU CepTMd)MKaTOB Ha OT3blB BbINOJIHUTE Ccneayowine OencTeus. OTKpOVITe

rnoslyyeHHoe noannucaHHoe NMCbMo. HaXXMuTe KHOMKyY — NpU3HaK NOAMNMCAHHOro coobeHns.
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Tema: Tecr
o CepebpeHHukosa Enena CepreesHa
MoanucaHo:

a LUndpoeas noanunce cooBUIEHUA ABAFETCA

AeNCTBUTENEHON U A0BEPEHHOM.

[na NpocMoTpa CEeAeHnin 0 CEpTUDUKATE,
NPUMEHAEMOM E LM POEOM NOANKUCH COOBLLEHMS,

HaXXMuTe KHonky "CeeaeHuna’’,
CeegeHus...

E] Mpeaynpexaate 06 OWWMEKAX B NOANWUCAHHEIX COOBLWEHNAX 40 OTKPBITUA.

PucyHok 132. NMpoBepka uudpoBoil noanucu

HaxmuTte kHonky CBepgeHuna (Details).

A ecnn oTKpbIBLLUEECS OKHO nofobHo cnepytowemy, To COC He ycTaHoBNEH NMB0O CPoOK €ro AencTBmS UCTeK.
O6HoBUTe COC, XpaHALWMACA B OKaIbHOM CNpaBo4YHMKe cepTUdUKATOB, C UCMOSIb30BaHNEM AOCTYMHbIX
cpeacTB. Ecnu oKHO 0CTanocb NpexHwuM, To cepTudurkaT He 6bl1 0TO3BaH.

E Tema: Tecr

CooBueHna MoryT wnudpoBaTeca U COAEPXKaTe C1oW UMPPOBLIX Noanucei. Kaxasii
101 JONYCKEET HANYME HECKONBKUX MOAMMCEN.

Cnowu 6e3onacHOCTH
BribepuTe CN0W 4n8 NPOCMOTPA Ero ONKMCaHNA.
v
‘oo YPOBEHb LMPPOBLIX NOANMCEN
o g MoanucaHo: ® -

OnucanHue:

OK: nognucaHHoe coobLeHune,

Cnegytowme KHONKW NO3B0NAIOT NPOCMOTPETE JONOAHWUTENBHEIE CBEAEHWNA UAW BHECTH
W3MEHEHWA B BLIBPaHHEIN CI10M:

MN3MeHWTD gOoBEPME,., fMoapoBHOCTH... Josepue Kk LeHTPY cepTUdMKaLnK..,

[I npeaynpexaate 06 ownéKax B NOANMCAHHEIX COOBLLEHNAX

PucyHok 133. CBegeHus o uncpposoi noanucu B Outlook

Ecnun xe COC obHOBNEH, a NMCbMO NOAMMCAHO OTO3BaHHbIM CEPTUMUKATOM, TO MPU HAXKATUMN KHOMKMN ®
NoSBUTCA Crneaytolee npeaynpexaeHue:
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a I 8 |‘
LUudposas nognucs: HenpasvuabHana
Tema: noan
OoT: Kopones Ctanucnas Badecnasosuy
MoanucaHo:  skorolev@cryptopro.ru
Lndposas noanvce cooblueHna SBnaeTca
HEeAEeNCTBUTENBHOM MK HE A0BEPEHHOI,

[Ana npocMoTpa cBeaeHMit 0 CepTUDMKATE, MPUMEHAEMOM B
WihpoB0I NOANMCH COOBLUEHUSA, HEXKMUTE KHOMKY
"Ceeaenus".

MpeaynpexaaTe 06 ownbKax B NOANMCaHHEIX COOBLLEHMAX A0 OTKPEITUA,

\. Y,

PucyHok 134. CoobwieHne o HeaenucTBUTENIbHOM UncdpoBoi noanucu

HaxmuTte kHonky CBepeHuna (Details) ana npocMmoTpa ceBeaeHuii o ceptudmkare.

@ Tema: Tecr

CooBLweHna MoryT WwudpoEaTECa U CO4epXkKaTb C10M UM pPOoBLIX nognuceit. Kaxasii
101 AONYCKEET HANMYME HECKONBKUX MNOANKMCEN.,

Cnowu 6e3onacHoOCTH
BribepuTe CN0W 4n8 NPOCMOTPA Ero ONKMCaHNA,
© Tema: Tear
0 YpoBeHb UM POBEIX NOANMCEN
") Noanucaro:

OnucanHue:

Owwnbka: ~
CuCTeMe He YAaeTca NPOBEPUTL, ABNAETCA NN MCNOAb30BaHHBIN ANA CO34aHNA

A3HHOM NOANNCH CEPTUDUMKAT A0CTOBEPHBIM, v
OAnnuriun . O s roafnuAacn FOCTD 2410 2001 ITNCT D 24 11 QA

Cnegyowme KHONKW NO3BONA0T NPOCMOTPETE 40NONHUTENBHEIE CBEAEHWA WAW BHECTH
W3MEHEHWA B BEIBPAHHEIN CI0M:

l WNzmeHnTb goBEpUE... | l MogpoBHOCTH... ‘ l.qosepnexuern’py cepTUdUKaUmm.., [

[ npeaynpexaate 06 ownéKax B NOANMCAHHLIX COOBLIEHMAX

PucyHok 135. CBegeHuMs 0 HeagenCTBUTEIbHOW L poBo nognmucu
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