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AHHOTaUMA

HacTtosiuiee PykoBOACTBO A[OMNOJSHAET AOKYMeHT "XXKTAW.00083-01 90 02. Kpuntollpo CSP.
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NHCTpyKuUMK aAMWHUCTpaToOpaMm 6e3onacHocTn " nosb3oBaTensm Pa3/INYHbIX
aBTOMaTM3MPOBAHHbLIX CUCTeM, mcnonb3ywmx CK3U XTAW.00083-01, foskHbl pa3pabaTtbiBaTbCs C
yyeToM TpeboBaHMIM HacToSLWero AJOKyMeHTa.

Cnncok cokpalleHunm

CRL Cnucok oTo3BaHHbIX cepTudukaTtos (Certificate Revocation List)

ITU-T MexayHapoAHbIN KOMUTET No TenekoMMmyHmkaumam (International
Telecommunication Union)

IETF Internet Engineering Task Force

AC ABTOMaTU3NpPOBAHHAaA cUcCTeMa

APM ABTOMaTM3MpoBaHHOe paboyee MecTo

™M TMBKUN MarHUTHLIN ANUCK

ACY [JaTunk cny4danHbix ymcen

HDD XXeCcTKku MarHUTHbIN AUCK

K KOHeuHbIl nonb3oBaTesb

HCA HecaHKLMOHNPOBAHHbIA AOCTYN

OC OnepauunoHHasa cmctema

MAK MporpamMMHo-annapaTHbIi KOMMIeKc

no MporpamMmmHoe obecneyeHune

Perucrtpauus lMpucBoeHne onpeaeneHHbix aTpnbyToB (agpeca, HOMepa Kua,
npas MCNOSIb30BaHUA U T.M.) abOHeHTY

PernameHnT COBOKYMHOCTb MHCTPYKLUWIA N APYrOM perfiaMeHTUpYoLLEN
AOKyMeHTauumn, obecneumBaroLlien GyHKUNOHUPOBaHWE
aBTOMaTM3MPOBAHHOW CUCTEMbI BO BCEX peXMMax.

CBT CpeacTBa BblUUCIUTENIbHOW TEXHUKMU

CepTtudukaTr DNEeKTPOHHbIN AOKYMEHT, NOATBEPXAAIOLWMA NPUHAANEXHOCTb
K/1t04a NMPOBEPKN I/IEKTPOHHOMN NMOAMUCK UM OTKPbLITOrO KJito4a U
onpeaeneHHbiX aTpnbyToB KOHKPEeTHOMY aboHeHTy

CepTtudukaums Mpouecc nsrotoBneHns ceptudurkaTta Kjo4a NpoBEPKMU
3/1EKTPOHHOM NOAMMCHK UM OTKPLITOrO K/toya aboHeHTa B LIEHTpE
cepTudunkaunm

CK31 CpeanctBo kpunTorpadumyeckon 3awmTbl MHpopMauum

CcocC Cnucok oTo3BaHHbIX cepTudunkatos (Certificate Revocation List)

CcC CnpaBO4YHMK CEPTUPUKATOB OTKPbLITbIX KITHOUEN N KIKOYeEN
MpOBEpPKW 3/IEKTPOHHON noanuncn. CeTeBo CNpaBoOYHUK.

uc LeHTp Ceptudukaumnm (Yaoctosepsatowmi LieHTp)

P LleHTp Perncrpaunu

34 DNEeKTPOHHbI AOKYMEHT

oM DNeKTpPOHHasa NoAnuchb
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1. OCHOBHblE TEXHNYECKNE AaHHbIE U XapaKTEPUCTUKU
CK3M

1.1. MNMporpamMHoO-annapaTHaa cpeaa

CK31 XTAKN.00085-01 nog ynpasneHvem iOS wucnonb3yetrca B MpoOrpamMMHoO-annapaTHbIX
peaax iOS sepcuu 6.0, 6.0.1, 6.0.2, 6.1, 6.1.2, 6.1.3, 6.1.4, 6.1.5, 6.1.6, 7.0, 7.0.1, 7.0.2, 7.0.3,
.0.4,7.0.5,7.06,7.1,7.1.1,7.1.2, 8.0, 8.0.1, 8.0.2, 8.1, 8.1.1, 8.1.2, 8.1.3, 8.2, 8.3, 8.4, 8.4.1, 9,
.0.1,9.0.2,9.1,9.2,9.2.1, 9.3, 9.3.1, 9.3.2, 9.3.3, 9.3.4, 9.3.5, 10.

Co cpokaMu 3KChfyaTaluu omnepauLmoHHbIX CUCTEM, B Cpeae KOTopbIX dyHKUMoHupyeT CK3W,
MOXXHO 03HAKOMWTbLCS MO CleAyloLWEMY aapecy:

<http://www.apple.com/support/>.

o
7
9

1.2. BapuaHTbl ucnonHeHmna CK3U

CK3WM XTAN.00083-01 ana pabotbl ¢ OC iOS uM3roToBnsSieTCS M pacrnpocTpaHaeTcss B OAHOM
BapunaHTe NUCMNOJSIHEHUS:

WNcnonHeHune 1 - CK3WM knacca 3awmnTtbl KC1.

1.3. KnwueBble HOCUTEeNnu

B kauecTtBe K/OUYEBbIX HOcuTenen knwdven DI n 3akpbiTbiX K/KOYEN BbICTYNaeT
ycTpoincteo iPad/iPod/iPhone.

Mpumevanuna. 1. XpaHeHue kntodert 3l M 3aKkpbITbIX KOYEeNn B namMsaTm
iPad/iPod/iPhone LOMNyCKaeTCcs nMpu  YC/IOBUWM pacrnpoCTpaHeHUss Ha Hero
TpeboBaHMi No O6palleHUIo C K/OYEBbIMM HOCUTENAMW, B TOM 4ucre U nocne
|!!| yAaneHus Kio4den.
2. [MepeyeHb K/O4YEBbIX HOcuTenem no wucnonHeHmsm CK3U wn
nporpamMMHo-anmnapaTHbiM nnatdopmam cMm. dopmynsap XTAK.00083-01 30 01,
n.n. 3.8, 3.9.

2.YcrtaHoBka guctpubytumsa MO Kpuntollpo CSP

Onsa onepaumoHHoM cuctembl iOS Kpuntollpo CSP He nocTaBAsieTCs B BUAE KOHEYHOro
npunoxeHus. Kpuntollpo CSP ang iOS npeactasnset cobon dpeliMBOopK Ans pa3paboTku, KOTOPbIN
coaepxut B cebe 0b6beKTHbIN daiin, peanusytowmin gyHkunm CSP, pecypcbl 1 3aronoBoYHble dalinsbl.
OpeNMBOPK HE MMEET MexXaHM3Ma CaMOCTOATEeNbHOW YCTaHOBKW B OMNEPaLMNOHHYIO CUCTEMY. YCTaHOBKa
OCYLLEeCTB/SIeTCA B COCTaBe MPUKIaAHOM Mporpammbl, pa3paboTaHHOM Ha OCHOBe ¢pelMBOpKa TeMu
cpeacTtBaMu, KOTOpble npeanaraet paspaboTtumk npuknagHon nporpammbl. BcTpamBanHve CK3U B
npuknagHoe MO AO/MKHO OCYLEeCTBAATLCA B COOTBETCTBUM C MYHKTOM 6 HACTOSLWEro AOKYMEHTA.

3.Mopsaaok pacnpoctpaHeHna CK3U Kpuntollpo CSP

Onsa onepaunoHHoin cuctembl iI0OS Kpuntollpo CSP pacnpocTpaHseTcs B COCTaBe MpuKIaaHown
nporpamMMbl C cobnogeHneM, B uUenoMm, TpeboBaHuii pasgena 3 AokyMeHTa XTHWK.00083-01.
MpuknagHas nporpamma (npunoxeHue), kotopas coaepxut CK3WN «Kpuntollpo CSP» n komnnekr
3KCMAyaTauuoHHOM JAOKYMEeHTauuMm K HeMy MOryT MOCTaBAATbCA MOMb30BaTestlo YNOIHOMOYEHHOM
opraHusauuen agsyms criocobamu:

1. TocpeacTBoM 3arpy3ku NpuUKIagHOM NporpamMMbl B KOPNOpaTMBHOM CETH;
2. MocpeacrtsoMm 3arpy3ku B cetn MIHTepHeT (Apple Store);

Ons nonyvyeHMs BO3MOXHOCTM aKTMBauUUM yCTaHOBOYHbIX Moaynen CK3UN «Kpuntollpo CSP» un
NONyYeHUs KOMMJieKTa 3KCryaTauMOHHOM AOKYMeHTauuu Mnosib30oBaTesib HamnpaBnseT CBOW Y4YETHble
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AaHHble YNOMHOMOYEHHOW opraHusauuun. YYéTHble AaHHble MOryT 6biTb HanpasfieHbl NMOCPeACTBOM
3anosIHeHMs  cneuManu3anpoBaHHOMW  perucTpaumMoHHom  @opMbl Ha cante  YNOJIHOMOYEHHOW
opraHusaumm.

Mocne nonyyeHmss YMNONHOMOYEHHOW oOpraHm3aumen Y4Yé€THbIX JAaHHbIX, M0/b30BaTeso
npenocTaBniseTcs JIMUEH3UOHHbBIN KOA M AOCTYMN K CanTy ANSA 3arpy3ku KOMMJeKTa dKCniyaTaunmoHHOWN
OOKyMeHTauun. B MOMEHT npeaocCTaBNeHUs JIMLEH3MOHHOrNO KoAda YNOSIHOMOYEHHOW opraHusaumen
npucBamMBaeTCcs YYETHbIN HoMep, wuaeHTUduumpytowmn 3k3emnnap CK3UM  «Kpuntollpo CSP»,
npenocTaB/ieHHbIM MNOMb30BaTeNt0. JIMUEH3MOHHbIA KO4 MOXET BBOAMTLCA, KAaK B OKHe MaHenmu
ynpaeneHus CK3U «Kpuntollpo CSP», Tak M yCTaHaB/MBaTbCA B COCTaBe cepTuduKkaTa OTKPbITOro
K/llo4a noJsib3oBaTeNns, a TakK >Xe ero BBOoA4 MoXeT ObiTb peanvM3oBaH CpeacTBaMM MpPUKIALHON
nporpaMmbi.

BMecTe C yKasaHHbIMW JAaHHbIMKM MNOMb30BaTEN0 MNPEeAOCTaBAATCS KOHTPOJIbHbIE CYyMMbI
YCTa@HOBOYHbIX MOAY/IEN MNPUIOXKEHUS W [OKyMeHTaumu. KOHTpOsibHble CYMMbl pacCYMTbIBalOTCS B
cootBeTcTBMM € TOCT P 34.11 94 c yuétom RFC 4357. Nonb3oBaTenb AO/KEH NpoBepuTb U ybeantbes
B LENOCTHOCTM MNpUAOXeHUs1 B OKHe naHenu ynpasneHunsa CK3U «Kpuntollpo CSP». lMonb3oBaTtesb
[O/KeH npoBepuTb M ybeauTbCAa B  LENOCTHOCTUM AOKYMEHTauuMu C  MWCMNOoJIb30BaHWEM  YTUUTHI
cpverify.exe, Bxogauwen B coctaB CK3U «Kpuntolpo CSP», nMbo nHbIM ApPYyrMM CEpPTUMUUNPOBAHHBLIM
OCB Poccum wndgposanbHbIM (KpuATOorpaduyeckuM) cpeacTsom, peanusyrowmnm NOCT P 34.11-94.

AktuBauma CK3U «Kpuntollpo CSP» Ha paboyeM Mecte nonb3oBaTenss MoOXeT 6biTb
OoCyllecTBNieHa TONbKO B Cryvae MOATBEPXAEHUS LENOCTHOCTU MOAYYEHHbIX YCTaHOBOYHbIX MOAYJ/en
npunoxeHusi, moaynen CK3N «Kpuntollpo CSP» n akcniyatauMoOHHON AOKYMEHTaUUu.

MO, copepxawee B cBoeM coctaBe CK3WN «Kpuntollpo CSP» v. 3.9, obecneumBatouiee
KOHOUAEHUMANBHOCTD  A@HHbIX,  AO/HKHO  pacnpoCTpPaHATbCSA  UCKUYMTENIbHO B CUCTeMax
pacnpocTpaHeHUsl MnporpaMMHoro obecnedeHus, pacnonaraloWmxca Ha TeppuTopum Poccuiickomn
depepaunu.

Paszpabotumkn nporpamMmmHoro obecneyeHnss OoAHOBPEMEHHO C (POPMMPOBAHWEM 3SIEKTPOHHOM
noanucu anctpmbytmeos (Ha 3apybexHbiX KpuntoanroputMax, no npegnosiaraemMolM KoMmnaHuen Apple
npoueaypamM) AO/KHbI BbIYUCASATE 3HAYEHUS KOHTPOJbHbIX CyMM AMCTpuMbyTnBOB pa3pabaTbiBaeMoro
npoaykta npu  MNOMOWMWM  CpPeACTBa  KOHTpons  uenoctHoctn  (cpverify.exe  wmnauM  MHOro
cepTudnumMpoBaHHOro CcpeacTsa). [JaHHble 3Ha4yeHWsl KOHTPOJIbHbIX CYMM  AOJIKHbl  6bITb
3adurKCUpoBaHbl B JOKYMEHTaUMN Ha pa3pabaTbiBaeMblii NpOAYKT.

MpuMmeuvaHme 1. MNonyyeHne 3HAYEHUN KOHTPOJIbHbIX CYMM Aa@HHbIX,
CKa4yaHHbIX C caillTa, He rapaHTMpyeT ayTeHTUYHOCTb 3HadyeHun. PekomeHayeTcs
nony4yatb 3HAYEHUS KOHTPOJIbHbIX CYMM AUCTpubyTuMBa NO AOBEPEHHOMY KaHany
(B opuce OO0 «KPUMTO-MPO», y oduumanbHbiX AMNEPOB, Y pa3paboTunmkoB

M_!_“ npuknagHoro MO, ncnonsb3ywwero dyHkumn CK3N).

[aHHbllA MeTo4 He rapaHTUpyeT 3awuTy ANCTpubyTrMBa OT NoAMEHbI.
B cnyuyae nonydeHus auctpmbytmusa CK3WN yposHA 3awmTbl KC1 wncnonb3osaTb
OaHHbIN MeToa He pekoMeHayeTcs. [Ons ypoBHen 3awmnTtbl KC2, KC3 ckaumBaHue
AncTpnbyTmnBa C canTa 3anpeLleHo.

4.06HoBNeHne CK3N Kpuntollpo CSP

O6HoBneHne Kpuntollpo CSP Ha iOS ocylecTBAsSIETCS B COCTaBEe MPUIOXKEHUS, BKITHOYAIOLWErO B
cebsa Kpuntolpo CSP cornacHO MHCTPYKUMAM OT MPOU3BOANTENS NPUIOXKEHMS.

5.CocTaB 1 Ha3HayeHne KOMMNOHEHT NMPOrpamMMHOro
obecnevyeHna CK3U

Ona onepaumoHHon cuctembl i0OS Kpuntollpo CSP He noCTaBAsSeTCSs B BUAE KOHEYHOro
npunoxeHus. Kpuntollpo CSP ans iOS npeacrtasnser cobon dpeliMBOpK Ans pa3paboTku, KOTOPbIN
coaepxuTt B cebe 06beKTHbIN dain, pecypcbl M 3aronoBoyHble dannbl. O6bekTHbI darn CPROCSP
cogepxut B cebe peanmsaumio nHtepderica CSP 1 BcnomoratenbHbiX MyHKUMM. JOCTyNHbIE PYyHKLUMK
onucaHbl B 3arofoBoYHbIX dainax u3 cocrtaBa periMBopkKa.
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6.BcTtpanBaHmne CK3UN Kpuntollpo CSP B npuknagHoe IO

Mpu BcTpamBaHum CK3U Kpuntollpo CSP B npuknagHoe nporpaMMHoe obecrneyeHune AOSKHbI
BbINONHATLCSA TpeboBaHua pasgena 7 pokyMmeHTa "XTSAM.00083-01. PykoBOACTBO agMUHMCTpaTopa
6e3onacHocTtu. Obwasa yacTb."

Mpn BcTpameaHmm CK3U Kpuntollpo CSP B npuknagHoe MO MOXHO OTKNOYUTb HEKOTOpble
[OMNOJTHUTESNIbHbIE MEXaHU3MbI 3aLMUThI.

Mpwn paspaboTke NpuaoXeHUsi, KoTopoe 6yaeT npogonkaTb paboTaTb nocne OTApaBiAeHUs B
¢doH (Hanpumep, VoIP wmnu VPN), MoxeT noOHaaobuTbCs OTK/IOYUTL aBTOMaTUYeCcKoe KoAMpOBaHue
anpektopun CSP cpeactBamu OC npu 610KMPOBKE 3KpaHa MMH-KoAOM. [na 3Toro Heobxoammo
NOMEHATb aTpubyTbl AVpeKTopui <appdir>/../Documents/cprocsp/keys 7
<appdir>/../Documents/cprocsp/ users/stores ans i0S cBexee 5.0 nnn
<appdir>/../Library/Caches/cprocsp/keys wn <appdir>/../Library/Caches/cprocsp/ users/stores ans
ctapbix Bepcuin iOS ¢ NSFileProtectionComplete Ha NSFileProtectionNone.

Onsa BkAoYeHNs cMHXpoHu3aumn dannos CSP c iCloud u iTunes B iOS cBexee 5.0 HeobxoaMMO
yCTaHOBUTb 3HayeHune 0 ans aTpubyTa "com.apple.MobileBackup" AVpeEKTopUn
<appdir>/../Documents/cprocsp/.

7.TpeboBaHna Mo opraHM3auMOHHO-TEXHUYECKNM U
aAMUHUCTPATMBHbIM MepaM obecrneveHus
akcnnyaTtaumm CK3U

[O/MKHbI BbINOMHATECA TpeboBaHWS MO OpraHn3auuoOHHO-TEXHUYECKUM UM aAMUHUCTPATUBHbIM
mMepaM obecnedeHns 6e3onacHocTu 3kcniyaTaumm CK3W B obbeme pasgena 12 gokymeHTa CK3U
XKTAN.00083-01 90 02.PykoBoACTBO aAMUHUCTpaTopa 6e3onacHocTm. Obuwas yacTb.

7.1, O6wmne Mepsbl 3awmnTbl oT HC/ MO ¢ ycTaHOBNEHHbIMU
CK3U onga iOS

Mpu ncnonb3zoBaHum CK3U XKXTAN.00083-01 noa ynpasneHmem iOS HeobxoaMMo nNpeanpuHSTb
OOMONHUTENbHbIe Mepbl OPraHn3auNOHHOIO U TEXHUYECKOro XapakTepa M BbIMOAHUTbE AOMNOSIHUTENbHbIE
HacTpOMKM oOrnepaunoHHOM cuctembl. [lpn 3TOM CTaBUTCA 3ajadya He Tonbko obecneunTb
OOMNONTHUTENbHYO 3awWnTy yctpoictea n OC ot HC/[, Ho n obecneuntb 6ecnepeboliHbil pexuMm paboTbl
M UCKIIOYMTb BO3MOXHOCTM "OTKaza B 06CnyXuBaHun", BbI3BAHHOIO BHYTPEHHUMMU MPUYMHAMMU
(HanpuMep - nepenosiHeHneM GannoBbIX CUCTEM).

K opraHn3aunoHHO-TEXHMYECKUM MepaM OTHOCATCA:
e obecneyeHne bmsmyeckomn 6€30NacHOCTM YCTPOMUCTBA;
e yCTaHOBKa NpOrpaMMHbiX 06HOBNEHWUI;

e OpraHusauus npoueaypbl pe3epBHOr0 KOMUPOBAHUS W XpaHEHUS pe3epBHbIX
KOMWMA.

[JononHutenbHble HacTpolikn iIOS KacalTcs cneayrLllero:

e OrpaHuyeHve [AoCcTyna nmofb3oBaTeneili UM HACTPOMKM  MOJIb30BATENIbCKOro
OKPYXEHUS;

e  OrpaHWYeHue ceTeBbIX COEANHEHWN;

e  OrpaHWYeHus Ha 3anyck NPoOLECCOB W YyCTaHOBKY Mporpamm;

e [0MOSHUTENbHbIE HAacTponkn aapa OC;

e HACTpoliKa CeTeBbIX CEPBUCOB;

e OrpaHuyeHue Konu4yectsa "BUAMMON U3BHE" MHDOPMaUUN O CUCTEME;
e HacTpolika NoACUCTEMbI MPOTOKO/IMPOBaHUSA U ayauTa.

7.1.1. OpraHu3aumMOHHO-TEXHUYECKUE MEpbI
1. ObecneueHune dusmyeckonn 6e30NacHOCTM YCTPONCTBA

CneayeT UCKIIOYUTb BO3MOXHOCTb AOCTYNa HEAaBTOPM30BAHHOIO NepcoHana K yCcTponucTsy. Ons
3TOoro Heobxoammo nmMbo OCyLWEeCTBAATb JIMYHBIN KOHTPOJSIb 3a YCTPOWCTBOM, NM60 XpaHUTb €ro B
3anupaeMomM ceinde.
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[locTyn nepcoHana K yCTpOMCTBY A0/KeH 6biTb perfiaMeHTUPOBaH BHYTPEHHWM pacrnopsiakoM
3KCMyaTUpYoLWENn opraHmM3aumm U A0XKHOCTHbIMU UHCTPYKLMUAMU.

2.

Mpn onpea

OpraHusaumsa npouenypbl pe3epBHOIM0 KOMUWPOBAHUS M XpPaHEHUS pe3epBHbIX
KOonui

€NeHnn pernamMeHTa pe3epBHONr0 KOMMpoBaHUA W XpaHEHWUA pPeE3epPBHbIX KOnum

cnepyer obecneunTb OTBETCTBEHHOE XpaHeHne pe3epBHbIX KON m onpeaennTtb npoueaypy BblAayun

pe3epBHbIX KOMui

OTBETCTBEHHOMY TMEpPCOHaNy W YHWUYTOXEHWUS BblWeAWNX U3 ynoTpebneHus

HOoCuTenemn (J'IeHT, OAHOKPATHO 3annCbiBa€MbIX ANCKOB U I'Ip.).

Pe3epBHble
SBM.

KON AOJIXKHblI XPAaHUTbCA B 3annpaeMbiX ceVld)ax nnéo B BaLUVId)pOBaHHOM BnAe Ha

CTaHﬂ,apTHbIMVI MepaMu no opraHmn3aunm OTBETCTBEHHOINO XpaHEHUA HOCUTEeNnen aBnsaTCS:

MapKWpoOBKa HoCUTeNen;

COCTaBfieHMe OMNuUCU  XPaHUMbIX HOCUTENen C  yKasaHWeM  CepuiHbIX
(MHBEHTaApHbLIX) HOMEpOoB, AaT 3anucu HocuTenewn, Qamunmen CoTpyaAHUKaE,
co3aaBLIEro Konui Ans kaxaoro wkada(cenda);

nepuoauyeckasi CBepka onucu u coagepxxmmoro cendos (wkados);

opraHvMsaumsi OTBETCTBEHHOr0 XpaHeHWs W Bblgaun Kaw4verh oT  celidoB
(wkados);

BO3MOXHOe oneyaTbiBaHme (onnoMbupoBaHue) cendo(wkados).

YHUUYTOXEHME BblWeAlWnX U3 YI'IOTDE6)'IEHVIF| HOCUTENnen AO0NXKHO nponsBoaunTcs KOMUCCHen ¢

coCTaB/ieHMEM aKTa
3.

10.

7.1.2.
KOTO

06 YHUYTOXEHUMN.

Mpu wucnonb3oBaHmn CK3U XTAW.00083-01 Ha [M3BM, noAKAOYEHHbIX K
0o6LWenoCcTynHbIM CEeTAM CBSA3M, AOJIXKHbl ObiTb MNPeaAnpuHATbl  AOMOJSIHUTENbHbIE
Mepbl, MCK/OYalowme BO3MOXHOCTb  HECaHKUMOHMPOBAHHOIO  AOCTyna K
CUCTEMHbIM pecypcaM WCMNOJIb3YyEMbIX OMNEPALMOHHbLIX CUCTEM, K MNpPOrpaMMHOMY
obecneyeHnto, B OKPYXXEHUN KOTOPOro yHKuMoHMpytoT CK3W, 1 K KOMMOHEHTaM
CK3W €O CTOpOHbI YKa3aHHbIX CETEN.

MpaBo goctyna Kk paboumMm Mectam c yctaHoBneHHbIM MO CK3U «KpunTtollpo
CSP» npepocTtaBnsieTcd TOMbKO  JMUaM, O3HAKOMJIEHHbIM C  MNpaBwuIamMu
MOSIb30BaHMSA U M3YUMBLUMM ISKCMAYaTaUMOHHYIO AOKYMEHTAUMIO Ha NporpaMmMmHoe
obecneueHune, nmerulee B cBoeM coctaBe CK3U XKXTAN.00083-01

Ha TexHunuyeckmx cpepncrtsax, ocHaweHHbix CK3U «Kpuntollpo CSP» aomxHO
MCMNOMb30BaTbCs TOJSIBKO JIMLUEH3MOHHOe nporpamMmHoe obecneveHue @upM-
rnpoussBoanTenemn.

Ha komMnbloTepe, K KOTOPOMY MOAK/OYAeTCsl YCTPOMCTBO, He YCTaHaBIMBAKOTCA
cpeacTs pa3pabotku un otnaakm MNO. Ecnu cpeacTBa OTNafKu MPUNOXEHUA HYXHbI
AN TEXHONIOMMYECKUX NoTpebHOCTel opraHM3aunmn, To MX NUCMNosib30BaHWEe AOMKHO
6bITb CaHKUMOHMPOBAHO aAMWHUCTpaTopoM 6e3onacHocTu. B nobom cnydae
3anpellaeTcs UCMoNb30BaTh 3T CPeACTBa ANs MPOCMOTPa U pefakTUpOBaHUs Koaa
M NamaTu NpUNoXeHni, ncnonbsyrowmx CK3M XTAM.00083-01.

OOMXKHbl  OblTb MPUHATBI Mepbl MO  UCK/IIOYEHUIO HECAHKLMOHWPOBAHHOIO
[OCTyna NOCTOPOHHUX UL, B MOMELLEHUs, B KOTOPbIX YCTAHOBJSIEHblI TEXHUYECKME
cpeactea CK3UM XTAN.00083-01, no poay cBoel AeATeNbHOCTU He SABASOLWUXCS
nepcoHanomM, AonyLeHHbIM K paboTe B ykaszaHHbIX MNOMeLLeHUsIX.

JomkHo 6bITb  3anpelweHo ocCTaBnsaATb 6e3  KOHTPONs  BbIYUCAUTENbHbIE
cpeacrtesa, Ha KoTopbix akcnnyatupyetcsas CK3UM XTAM.00083-01 nocne BBOAA
Knwoyeson MH@opmaumn. lMpu yxoae nonb3oBaTens ¢ paboyero Mmecrta [OIKHO
MCNOMb30BaTbCsl aBTOMATUYECKOEe BKJIIOYEHWE NAapOsIbHON 3acTaBKM.

M3 cocTtaBa cucCTeMbl AOMKHO 6bITb MCKAOUeHO 060pyaoBaHME, KOTOPOE MOXET
cosgaBaTb  yrpo3y 6esonacHoctm i0S. Takxe  Heobxogmmo  um3beraTtb
MCNO/b30BaHMUSA HEeCTaHAAPTHbIX annapaTHbIX CPeAcTB, WUMEKLWMNX BO3MOXHOCTb
BNMATb HA DYHKLUMOHMPOBaHMe ycTponctea wuam ioS.

Mocne wHcTannaumn i0S cnegyer  yCctaHoBuUTb BCE  pEKOMEHAOBaAHHbIE
npounssoanTeneMm OﬂepaLlMOHHOVI CUCTEMDI nporpamMmMmHble obHoBNEHUS n
nporpamMmMHble OGHOBJ’IEHVIH, CBA3aHHblIE C 6€30ﬂaCHOCTbPO, cyuwecrteyrouine Ha
MOMEHT MHCTannauunun.

[JononHnTenbHble HAacTponkn iOS M onepaunoHHbIX CUCTEM, K
pbIM YCTPOWCTBO NOAKAKOYaeTcsa vepes iTunes
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7.1.2.1. MuamBmayanbHas HacTponka i0OS

1. B Hacrtpoikax iOS B paspgene «General - Passcode Lock» Heobxoammo
BKJIIOUUTbL Maposn. Heobxoammo 3adaTb C/IOXHOCTb MApOss M HacTPOWKKM ANs
yAaneHus AaHHbIX B C/ly4yae HENpaBW/IbHOINO BBOAA Maposisi, COOTBETCTBYHOLLMNE
nonuTuke 6e3onacHoOCTU.

7.1.2.2. KopnopaTuBHas HacTpoika iOS
KopnopatuBHaa HacTporka iOS BbinonHaeTcs npu nomowm iPhone Configuration
utility. JaHHoe no MO>XHO cKayaTb C canTa pa3spaboTuunka:

http://www.apple.com/support/ . [JOKyMeHTauusa no yTuauTe TakXe AOCTyMnHa Ha
canTte paspabotumka. lMpu nomowm iPhone Configuration Utility mMoxHO co3gpaTtb
npodunb HACTPOWKK ANs YCTPOMCTBA M MPUMEHUTb €ro K OAHOMY WM HECKONIbKUM
YCTpPONCTBaM.

1. Cospaitte npodunb Co cnefyoWwMMN NnapamMmeTpamu:

1. B pasgene “passcode” Bbibepute “require passcode on device” un
caenamnTe HaCTPOMKMU:

1.Maximum passcode age - 30 days
2.Passcode history 6

3.3a4aiTe C/IOXKHOCTb Mapons W HaCTPOMKW AN yaaneHus
OaHHbIX B C/lydae HenpaBWIbHOrO BBOAA MNapons,
COOTBETCTBYIOLINE NONUTUKE 6€30MacHOCTU OrpaHM3aLmm.

2. B paspene “restrictions” oTkniounTe BCe paspelleHusi, KOTopble He
SABNAOTCA HeobxoAMMbIMM ANs BbINOJHEHUS paboTbl. OTkAUYUTE
«Allow installing apps». Ecnm 3Ta BO3MOXHOCTb Heobxoamma Aans
paboTbl, eé Heob6x0AMMO OCTaBUTb, HO HACTPOWUTb OrpaHUYEeHUs
yepes "mobile device management” (cM. Huxe).

3. Ecnu B opraHusauunu umeeTtcs cepsep AN ynpasrieHUs MOOBUNbHbLIMK
ycTtponctBammn(Mobile device management server), To B pasgene
“mobile device management” Heo6x0ANMO HacTpPoUTb MOAKIIIOYEHUE
K Hemy. CepBep MoXeT 6bITb MCNOMBb30BaH AN MOYyYEHUS HAacTpoek
(B TOM uncne HoBbIX NpodUIen HaCTPOEK) U MPUNOXKEHNIA.

2. YcraHoBuTe Ha iPad BCé Heobxoaumoe nporpammHoe obecnevyeHune wn
NpUMEHUTE KOHPUIrypaunoHHbIi Npoduib. DTU AENCTBUSA TakKXe MOXHO
cAenatb  UeHTpanuM3oBaHHO npwu nomowm cepBepa Mobile device
management.

7.1.2.3. HacTtpotika OC, K KOTOpOW yCTPOWCTBO NOAKAOHAETCA Npu nomowm itunes

1. BbinonHuTe pekoMeHZaumu no AonosiHMTenbHom Hactonke OC M3 pykoBOACTBaA
aaMuHucTpaTtopa 6e3onacHocTn ansa cooTtseTcTBylowen OC.

2. Ecnm Ha ycTpoOWCTBE XPaAHATCSA 3aKpbiTble K/AOYWM, pe3epBHble  KOMuu
YyCTpOWCTBa, CAenaHHble Npu noMmowm iTunes, AOMKHbI 6biTb 3awndpoBaHbl.
Onsa 3awndpoBaHnsa MoxeT 6biTb mcnonb3osaHo O Kpuntollpo EFS unau
CpeAcTBa, NpefocTaBnsieMble onepaunoHHOM CUCTEMON.

7.2. TpeboBaHMs NO pasMeLleHNo TeEXHUYECKUX CpeacTB C
yCTaHoBNneHHbIM CK3U

MpY pasMeLLeHNN TEXHUYECKMX CPEACTB C YCTaHOBAEHHbIM CK3U:

e [lo/mKHbI 6bITb MPUHATBI MEPbI MO UCKIOYEHUI0 HECAaHKLMOHUPOBAHHOIO A0CTyNa
B MOMELLEHMNS, B KOTOPbIX pa3MeLleHbl TEXHUYECKMUE CPeACTBa C YCTAHOB/IEHHbIM
CK3WM, nOCTOpPOHHMX nuul, NO poAy CBOEN [eATEeNbHOCTU He SABSHLWMXCS
nepcoHanoM, JonyuweHHbiM K paboTe B 3TMX noMeweHuax. B cnydae
HEOBbX0ANUMOCTM MPUCYTCTBUSI MOCTOPOHHMX NMUL, B YKasaHHbIX MOMELLEeHUNAX
pomkeH 6biTb obecrnevyeH KOHTPO/b 3a WX fAencTtBusMM U obecneyeHa
HEBO3MOXHOCTb HEraTuUBHbIX AENCTBMN C MX CTOpPOHbl Ha CK3WU, TexHuyeckue
cpeacTBa, Ha KOTOpbIX akcnayaTupyetcs CK3U n 3awmuaemyo nHbopmMaumio.

. BHYTpeHHAS nnaHMpoOBKa, pacnofloXeHUe U YKOMMIEKTOBaHHOCTb pa6oqu MeCT
B MOMeLLeHUsX A[0/MKHbl obecneymBaTb WCNOMHUTENAM pa60T, COXPaHHOCTb
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AOBEPEHHbIX WM KOHMUAEHUMANbHBIX [OOKYMEHTOB W CBEAEHUW, BKtoYas
KJII0YEBYIO MHMOPMaLUUIO.

B cnyyae nnaHupoBaHua pasmewieHmnsas CK3UM B nomeweHusax, roe npucyTcTeyeT
peyeBasl, aKycTuyeckass W Bu3yanbHas uHbOpMauus, coaepxkallas CBeaeHUs,
COCTaBNsAWME rOCYyAAPCTBEHHYIO TalHy, U (MNKW) YCTaHOBIEHbl TEXHUYECKUe
cpencTtBa M CUCTEMbI NpueMa, nepegayun, 06paboTkun, xpaHeHUs 1 oTobpa)keHus
nHdopmMaunm, cogepxallen cBeeHnsi, COCTaBAsoWmMe rocyAapCTBEHHYIO TalHY,
TEXHUYECKNE  CpeacTBa WHOCTPaHHOro Npoun3BOACTBA, Ha KOTOPbIX
(dYHKUMOHMPYIOT nporpammHble moaynum CK3W, anomxHbl 6biTb NOABEPrHYyThI
cneumanbHOM MpoBeEpPKe MO BbIABAEHUIO YCTPOWCTB, MpeAHa3HayeHHbIX AN
HernacHoro noayveHus nHbopmaunm».

8. TpeboBaHna No KpunTorpapunuyeckon sawmnTte

[onXHbl BbINOHATLCA Tpe6OBaHVI$| .

1.

10.
11.

12.

13.

14.

15.

Mcnonb3oBaHue TO/IbKO JIMLUEH3MOHHOIo CUCTEMHOIO nporpaMMHoOro
obecneyeHuns.

Paspgen 17 pokymeHta >XXTSM.00083-01 90 02.
Mepea Havyanom paboTbl AOMKEH 6bITb NMPOBEAEH KOHTPO/b LIEeNOCTHOCTH.
KOHTponeM LenoCcTHOCTU A0/IKHbI 6bITb OXBayeH ain, ykasaHHbi B n. 16.

HacTpoiika onepauMoHHon cuctemsl ansa pabotel ¢ CK3UW no n. 7.1.2.

Mpu nHctannaumn CK3W pomkHbl 6bITb 0becrneyeHbl opraHn3aumMOHHO-TEXHUYECKME
Mepbl MO WUCKITIOYEHWIO NMOAMEHbI ANCTpUBYTMBa U BHeceHusl n3MeHeHnn B CK3W nocne
YCTaHOBKMW.

McknoueHne u3 nporpamMMmHoro obecneudeHums M3BM c yctaHoBneHHbiM CK3U
CpeAcTB OTNagKMu.

Maponb, wucnonb3lyembll ANna ayTeHTUdMKauum nosb3oBaTenen, AOSKeEH
cogepxaTb He MeHee 6 cuMBO/OB andasuTa MOLWHOCTM He MeHee 10.
MepnoanYHOCTb CMEHbl Naposs — He pexe 04HOro pasa B 3 Mecsaua.
MepnoanyHOCTE TEeCTOBOro KOHTpOAsS Kpuntorpaduueckmx dyHkumin - 10
MUHYT.

ExecyTo4Hasa nepesarpyska [N23BM.

MepunoanyHocTb octaHoBa MN3BM - 1 mecsu,.

3anpewaerca MCNoab30BaTb pexuMm npocTtoi 3ameHbl (ECB) NOCT 28147-89
ans wudpoBaHna MHpoOpMaLun, KpoOMe KJOUEBOMN.

JomkHO AaBaTbCsa npeaynpexneHuve O TOM, UYTO MpU UCNOJSIb30BaHUU pexmnma
wundpoBaHus CRYPT_SIMPLEMIX_MODE wm™aTtepunan, o6bpabaTbiBaeMbin Ha
OAHOM KJltl04e, aBTOMATUUYECKN OrpaHnymMBaeTcs BeanymHom 4 MB.

[JonxHo 6bITb 3anpeleHo ucnonb3oBaHme CK3U ana 3awmTbl TenedoHHbIX
neperosopoB 6e3 NpuHATMSA B CMCTEME Mep Mo 3awuTe OT MHGPOPMATUBHOCTU
Nob6o4YHbIX KaHanos, cneyMduyecknx Npu nepegave peuyu.

Mpu askcnnyataumm CK3W  HeobxoamMo  BbIMNOSIHEHWE  AEUCTBYIOWMX B
Poccuiickon ®epepaumn TpeboBaHMW MO 3awuTe MHPOpPMAUMKM OT yTEUYKM Mo
TEXHUYECKUM KaHanaM, B TOM 4ucne, no KaHany ceasm (Hanpumep, CTP-K).
KoHTponemM UuLenoCTHOCTM A[O/MKeH OblTb  OXBayeH UCMOofAHseMbi  dann
npunoxeHus, B Kotopoe sxoamt CK3U.

MpunnoxeHune 1. KOHTpOIb LENOCTHOCTU NPOrpaMMHOro

obecneydyeHund

MporpammHoe obecneuveHne CK3U XKTHAWN.00083-01 umeeT cpeactBa obecneyeHuMss KOHTPOSSA
uenoctHocTtu MO CK3WU, KoTopble AO/MKHBI BbIMNOSHATCA NEPUOAUYECKMN.

PazpaboTumnk

npuknagHon nporpamMmbel, cogepxawen CK3UWM Kpuntollpo CSP posmkeH

paccymTaTb X3LW MPUNIOXKEHUSA. X3 XPaHUTCA B pecypcax MPUNOXKEHUA U KOHTPOSIMPYETCA CpeAcTBaMu
KpunTtollpo CSP npu kaxaoMm 3anycke MNpUIOXEeHWUs, a TakXe Mpu HaxaTuu Ha KHonky «[lpoBepuTtb
LesIoCTHOCTb ancTpubytmea» mn3 naHenun Kpuntollpo CSP
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Ecnn B pe3ynbTaTe MNepuMoOAMYECKOro KOHTPOJS LENOCTHOCTU MOosIBASIETCS CoobLeHus o
HapyLeHUN LEeNOCTHOCTU KOHTponMpyemoro dalina, nonb3oBaTenb 06si3aH npekpatuTb paboTy U
06paTUTbCS K aAMUHUCTPaTopy 6e30macHOCTy.

AOMuMHMUCTpaTop 6€30MacHOCTM  AO/KEH MpoaHanusupoBaTb  MPUUMHY, MpuBeawylo K
HapyLEHWNIO LENOCTHOCTM M B Cllydae HeobXxoAMMOCTU NMepeyCcTaHOBUTb NMpUNoXxeHue, coaepxauee MO
CK3U1 XT£AN.00083-01.

MpunoxeHune 2. YnpaBrieHne NpoTOKO/IMPOBAHNEM

3ajaTb ypoBEHb MPOTOKO/IMPOBAHUSA MOXHO B KOHMUrypaumoHHoM dainne gna iOS B cekumm
[debug]. ®opmaT 3anucu B dhanne:

<Ha3BaHWe MOAY/A>=<YypPOBEHb >XYPHaNMPOBaHUA>
<HasBaHuWe moayna>_fmt=<dopmaT npoTtokona>

Hanpumep

cpcsp=1
cpcsp_fmt=57

3HayveHunem napameTpa <ypOBEeHb XXypHanMpoBaHus > aBnaeTcs 6utoBas Macka:
N_DB_ERROR = 1 # coobLeHns 06 owmnbkax
N_DB_LOG = 8 # coobueHuns o Bbi3oBax
3HayveHnem napameTpa <dopmat rnpotokona> aBngeTcs 6utoBas Macka:

DBFMT_MODULE = 1 # BbIBOAUTb UM MOAY NS
DBFMT_THREAD = 2 # BbIBOANTb HOMEP HUTKMU
DBFMT_FUNC = 8 # BbIBOAUTb UMS PYHKLUNMU
DBFMT_TEXT = 0x10 # BbiBOAUTb CamMO coobLieHune
DBFMT_HEX = 0x20 # BbiBOAUTb HEX namn
DBFMT_ERR = 0x40 # BbiBoanTb GetlLastError
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JInct perncrtpaunm MaMeHeHun

JncT peructpaummn naMeHeHuin

Homepa nucrtoB (cTpaHuy) Bcero Ne Bxoaawum Moan. |AdaTa
NNCToB LOKYMeHTa N° conpoBoam-
MN3M | W3MeHeH- |3aMeHEeHHbIX HOBbIX aHHynupo- | (cTpaHuu) B TeNbHOro
HbIX BaHHbIX LOKYM. [OKYM. U
narta
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